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FOREWORD

1. This military standard is approved for use by the Aeronautical Systems Division, -
Dcpanmcm of the Air Force, and is available for use within the distribution hrmtanons noted on
the cover page. -

2. Beneficial comments (recommendations, additions, deletions) and any pertinent data which
" may be of use in improving this document should be addressed to: ASD/ENES, Wright-
-Patterson AFB OH 45433-6503 by using the Standardization Document Improvement Proposal
(DD Form 1426) appearing at the end of this document or by letter.

3. This standard is one of two documents that address incorporating Integrated Diagnostics

gID) into Air Force weapon system acquisition programs. The other document is AFGS-
7256.

WARNING
"INFORMATION SUBJECT TO EXPORT CONTROL LAWS

This document contains information subject to the International Traffic in. Arms Regulation
(ITAR) .and/or the Ftnnﬂ Administration Pooulnhnﬁ (EAR) of 1979 which may not be

[ RLL S v )

exportcd released, or disclosed to foreign nationals inside or outside the United States without
first obtaining an export license. A violation of the ITAR or EAR may be subject 10 a penalty
of up 10 10 years imprisonment and a fine of $100,000 under 22 U.S.C. 2278 or section 2410
of the Export Administration'Act of 1979. Include this notice-with any reproduced portion of
this document.

' DESTRUCTION NOTICE: MIL-STD-1814 (USAF) is an unclassified, limited document.
Destroy unclassified, limited documents by any method that will prevent disclosure or
reconstruction of the documcnt :

This documcm- contains Technical Dét.a considered to be a resource undér 1-402b.3 of DoD Regulation Number

SANN TR and ic nAat a "rasned™ reauired 'o be released under the Freedom nf 'lnfnrrnahnn Act
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1. SCOPE

1.1 SCOPE. This standard contains generic requirements and verifications for properly
mcorporarmg mtegrated dxagnosncs (ID) into acquxsmon _program events such as creating
docurnents and plans, accomplishing studies and wradeoffs, and conducting reviews and audits.

The diagnostic capability discussed in this docurnent covers a system's ability to detect faults
and to isolate the causes of those fauits to provide status information upon which to base
decisions, such as is an aircraft safe to fly, what needs to be replaced or repaired to restore 2
function, or has a component been successfully repaired.

The various appendices to this standard offer guidance on tailoring these generic requirements
1o fit specific programs and guidance on how to meet these requirernents once applied to a

nrrorarm
P aiai.

1.2 PURPOSE. This standard is intended for use by Air Force system acquisition
managers, prime contractors, and subcontractors when they need to determine how to

. incorporate diagnosncs into acquisition program events.

1.3 APPLICABILITY. This standard may be tailored for use on any Air Force weapon
system in any acquisition phase. It covers diagnostics needed on a weapon system for
mission, maintenance, and safety reasons. It applies to all activities in a weapon system
acquisinon in which diagnostics must be considered.

1.3.1 Application guidance. When a requirement in this standard calls for stating needed
diagnostic design features, such as writing System Operational Requirements Documents or
spccxﬁcanons AFGS- 87256 is a source of genenc dJagnosnc capablhty requirements and

verifications that can be tailored 1o fit the parucular need. Figure 1 illuswrates how the two HY
documents relate to weapon system acquisitions.

T

ID MIL-STD-1 814

ENT
REQUlﬂEbENTS FI.EGJIRENENTS

SUBSYSTEM ;: 2
HEWIRE MENTS

e AWV WYX,
D AFGS-87256

VVVVVVV

Figure 1 Integrated Diagnostic Documents and Process
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This standard is structured so that a user can go directly to the sections relevant to the task at )
hand. The following sections explain the organization and recommended use of this standard. .

1.3.1.1 Organization. This standard follows the MIL-PRIME concept. It has a main
section from which conwractually binding requirements and verifications may be selected and
appendices with non- binding informarion. Appendix A repeats the requirements and
verificatons found in the main body, but adds rationale, application and unplcmcm.anon
guidance, and lessons learned. - Appendix I contains a Roadmap that shows how the
requirements relate to acquisition program events and to each other. The Roadmap 1s a
graphical table of contents that is central to the use of this document. The other appendices
offer guidance on specific aspects of the ID process. The following are key features of this
document.

1. All requirement sections begin with a 3 (i.e., 3.1.2.1).
2. All verification sections begin with a 4 (i.e., 4.1.2.1).
3. Related requirements : and verifications have the same number, except for the first digit

per 1 and 2 above (i. e.. 3.1.24and 4.1.2.4 are a requirement and its associated
vernification).

ah Awisya

4. Each requirement and verification has the same number in the main body, Appendix A,
and the Roadmap.

1.3.1.2 Usage. The user of this document should start at the Roadmap, Appendix I, for

~ the specific phase and identify acdvities of interest. The numbers associated with each
Roadmap actvity would then be used to refer to the table of contents to locate the related
requirement and verification statements in this standard and the rational, guidance, and lessons
learned 1n Appendix A. Figure 2 ﬂlustrates the organizadon ‘and use of this document.

-
v
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1.3.1.3 Example. A contractor incorporating diagnostics into various plans for a program
1d go 1o the Concept Exploration section of the

in the Concept Exploration Phase wou
“Diagnostic segments of program

Roadmap, in this case p. 277, and note that the box nded

U PAY 1 DOV ' - .
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plans” and annotated with 3.1.2.3 addresses the area of concern. Looking for 3.1.2.3 in the
Table of Contents (p. iii) reveals that its requirernent statement is on p. 7. The appendix
information (rationale, guidance, lessons leamned) is on p. 39. The verification statement (p. v

af the tahla af rontentelic A 12 2 Aann 12 and i1 annandivy infarmanian e ann AN Nara tha
Ul div auic Ui LOIMLIS) 15 5.1.2.0 00 P. 10 ana its appendix IMIOTMA&UOoN 15 ON p. 4u. NG that

a verification is immediately behind its corresponding requirement in Appendix A, while
requirements and verifications are in separate sections in the main body.

14 TAILORING OF REQUIREMENTS. This standard does not require the
establishment of a new or separate organization for integrated diagnostics. The individual
requirements should be stated so that existing engineering disciplines can unplcmcm integrated

diagnostics requirements by augmenting their programs.

14.1 Diagnostic capability. The diagnostic capability discussed in this document covers
a system's abiliry to detect faults and to isolate the causes of those faults to provide status
-information upon which to base decisions, such as is an aircraft safe to fly, what needs to be
replaced or repaired to restore a function, or has a component been successfully repaired. The
ability of magnosucs to provide information upon which to base decisions is an integral part of
& weapons system’s ability to accomplish its mission. This diagnostic capability is illustrated

in Figure 3.
P N nerey
NOTIFY Satety MAINTAINER
-SYSTEM Mission
OPERATOR | ifin operation Maintenance A lunction is not being performed)
DETECT FAULTS
{What item has failed, causing {he
i t functlion 10 not be perform
n operation ISOLATE FAULTS pertomed)
i ' FILTER
¥ : '
- NOTIFY
AUTOMATIC NOTIFY SYSTEM
RECONFIGURATION oﬁ;ﬁﬁgﬂ ISOLATE FAULTS MAINTAINER
AT ALL ACTION
LEVELS .
Hitem is .
T e :
F

Compatible test parameters and procedures)
Oparation = The period when the sysiem is activaled and not accessable 1o maintenance personnel.
flom = The iowes! levet component that can be replaced, repaired, reprogrammed or reconiigured
al the specilied/applicable level of maintenance, 10 conect the Laul within any specified constraints.

Figure 3 Diagnostic Capability

1.4.2 Integrated diagnostic approach. An integrated approach to achieving a balanced
diagnostic capability has the following key features.

1. The integraton of embedded, support equipment, and manual techmqucs to provide

comnlete coverage of diagnoctic information neerdg

TARRLIL AWIY YW T whlR e W aiems -kuv AL A VSR REALANALSEE SEW WL
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2. The integration of all needs for diagnostic information to minimize overall diagnostics
required and optimize performance (Diagnostics embedded for mission reasons can store
fault data useful for maintenance)

1.4.3 Integrated diagnostic process. The ID process is intended to work in a system
engineering environment. It requires a team approach in which all aspects of an acquisinon
(performance, support, production, etc.) are considered from the beginning and addressed
interactively throughout a program. Properly tailoring and applying diagnostic requirements as
depicted on the Roadmap will ensure that diagnostics is considered at the proper points in an
acquisiton program. It is up to overall program management to ensure that the proper system
engineering environment is provided so that these requirements ¢an be satisfied.



MIL-STD-1814

2. APPLICABLE DOCUMENTS \
2.1 GOVERNMENT DOCUMENTS | .’i

2.1.1 Specifications, standards, and handbooks. The following specifications,
standards, and handbooks form a part of this document to the extent specified herein, Unless
otherwise specified, the issues of these documents are those listed in the issue of the
Department of Defense Index of Specificatons and Standards (DODISS) and supplement
thereto, cited in the solicitation (see 6.2).

Military Specifications
AFGS-87256 Integrated Diagnostics (ID AFGS )

(Unless otherwise indicated, copies of federal and military specificadons, standards, and
handbooks are available from the Standardization Documents Order Desk, Building 4D,
Robbins Avenue, Philadelphia, PA 19111-5094.) '

2.2 ORDER OF PRECEDENCE. In the event of a conflict between the text of this
document and the references cited herein, the text of this document takes precedence. Nothing
in this document, however, supersedes applicable laws and regulations unless a specific
exemption has been obtained.
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3. REQUIREMENTS -

The requirements stated herein address the diagnostics activities depicted in the Appendix I
Roadmap. They are organized by life cycle phase, as is the Roadmap. They define the steps
and procedures necessary for integratng the diagnostic pieces with each other and with the
overall weapon system/equipment life cycle..

3.1 DEVELOPMENT. The Development section covers the following life cycle phases, at
the indicated section numbers.

Operational Requirements (3.1.1)

Concept Exploration (3.1.2)

Demonstration and Validation (3.1.3)

Fuli-Scale Development (3.1.4)

3.1.1 Operational Requirements

3.1.1.1 Diagnostic inputs to the Statement of Operational Need. Diagnostic
inputs to the Statement of Operational Need (SON) must be provided to establish the basis for
developing the diagnostic capability.

3.1.1.2 Dlagnosuc mputs to the Program Management Directive. Diagnostic

].TIPUIS 1o the r'rogra.m Managcmcnt Direcuve U'IVI.U) must be pl'DVlﬂ(‘:Q i0 ensure uiai aa quaiﬁ
attention is paid to diagnostics by the acquisition agency:

3.1.2 Concept Exploration Phase

3.1.2.1 Diagnostic segments of the Program Management Plan sections. The
approach to satisfying diagnostic requirements must be included in the appropriate sections of
the Air Force Program Management Plan (PMP)

£2 o b e ha moemmnni Y T

3.1.2.1.a Modification plan ‘l"lg Include the approach to satisfying diagnos
requirements in modification plan

3.1.2.2 Diagnostic segments of the Request For Proposal. The sections of the
Request For Proposal (RFP) that address diagnostc issues shall be prepared.

3.1.2.3 Diagnostic segments of program plans. Diagnostic inputs to the various
contractor-prepared management plans must be prepared.

3.1.2.3.1 Data sharing plans. The conwactor shall establish an

sharing plans to ensure that functional organizadons, team members, and subcontractors have
access to current diagnostc development informadon throughout the concept exploraton
phase.

d implemenrt formal data

18 lipaeiiielie BV LM B

3.1.2.4 Diagnostic requirements derivation and allocation.. Diagnostic
requirements and initial diagnostic approaches based on weapon system needs shall be defined.

3.1.2.5 Diagnostic inputs to the T and Evaluauon Master Plan, Diagnostic
inputs shall be 1nr‘nrpnmfpri into the _d Evaluarion Master Plan (TEMP),

3.1.2.6 Diagnostic capability during System Requirements Review. A review of
diagnostic requirements and the analysis that lead to the selection of the preferred diagnostic
approach shall be included during the System Requirements Review (SRR).
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3.1.2.7 Diagnostic specifications. Diagnostic requirements resulting from the
preliminary diagnostic analysis and optimization tasks shall be incorporated into the system
specificaton or eqmvalent requirement documents.

3.1.2.8 Diagnostic inputs to the System Operational Requirements Document.
Diagnostic inputs 1o the System Operational Requirements Document (SORD) must be
provided to estabhsh the basis for developing and tracking the diagnostic capability.

- 3.1.2.9 Diagnostic inputs to the Depot Support Requirement Document.
Diagnostic inputs 10 the Depot Support Requirement Document (DSRD) must be provided to
establish the plan and requirements for providin g both Depot maintenance and material support.

3.1.2.10 Diagnostic inputs to System Concept Paper. uxagnostic inputs must be
included in the System Concept Paper (SCP).

3.1.3 Demonstration/Validation (Dem/Val) Phase

3.1.3.1 Diagnostic segments of the Program Management Plan. The diagnostic
segments of the Program Management Plan (PMP) shall be developed or, if previously
imtiated, reviewed and updated for consistency with current program direction.

2111 a Madifiratinn

nlam
wedente ol wilGil Fe@1ivVii piall ll

requirements in modification plan

3.1.3.1.1 System engineering and configuration (PMP Section 4). A
requirement for diagnostics capability shall be included in the system engineering rnanagemem
approach included in the PMP.

'3

3.1.3.1.2 Requirements for test and evaluation (PMP Section 5). Early planning
for diagnostic Test and Evaluation shall be included.

3.1.3.1.3 Requirements for Integrated Logistics Support (PMP Section 9).
The interface between integrated diagnostics and Integrated Logistics Support (ILS), from both

design and support aspects, must be identified and implementation procedures must be defined.

3.1.3.1.3.1 Diagnostic inpuis to the manpower and organization section of
the Program Management Plan. Planning to manage the introduction of diagnostic-
related manpower requirements shail be provided.

3.1.3.1.3.2 Dlagnostlc inputs to personnel and training section of the
Program Management Plan. Plans for the training of tcchmmans shall be devised early in
the acquisition of a weapon system/equipment.

3.1.3.2 Diagnostic segments of the Request For Proposal. The various segments

A
of a Request For Proposal (RFP) that address diagnostic issues shall be prepared.

3.1.3.3 Diagnostic segments of program plans. The contractor shall incorporate
diagnostic inputs into contractor-prepared program plans.

3.1.3.3.1 Establish data sharing plans. The contractor shall establish and implement
formal data sharing plans 10 ensure that functional organizations, team members, and
subcontractors have access 1o current diagnostc development information throughout the

Dem/Val Phase.

~,

L

_
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"~ 3.1.3.4 Diagnostic system engineering studies and analyses. Studies and

analyses shall be performed 10 establish and define the diagnostic capability in qualitative and
quanntative terms.

3.1.3.5 Diagnostic maturation and data collection. Plans for diagnostic capability
performance data collection, data anaJy51s, and corrective action shall be completed as part of
the ID Program Plan.

3.1.3.6 Diagnostic segments to specifications. The results of Dem/Val effort shall
be introduced into the diagnostic segments of specifications for Full Scale Development.

3.1.3.7 Diagnostic inputs to the System Operational Requirements Document.
Update diagnostics inputs to the System Operatonal Requirements Document (SORD).

3.1.3.8 Update diagnostic inputs to the Depot Support Requirement
Document. Update diagnostic inputs to the Depot Support Requirement Document (DSRD).

3.1.3.9 Diagnostic segment of System Design Review. The System Design
Review (SDR) shall include a complete review of the planned development of the diagnosuc
capabilirty.

3.1.3.10 Diagnostic inputs to the Test And Evaluation Master Plan. Diagnostic
inputs to the Test and Evaluation Master Plan (TEMP) must be updated.

3.1.3.11 Diagnostic inputs to the Decision Coordinating Paper. Diagnostic
inputs to the Decision Coordinating Paper (DCP) shall be prepared prior to authonzation for
beginning FSD.

3.1.4 Full-Scale Development Phase

3.1.4.1 Diagnostic segments of the Program Management Plan. Diagnostic
inputs to the Program Management Plan (PMP) must be generated/updated.

3.14.1.a Modification planning. The approach to sansfymg diagnostic requirements
must be included in modification plans.

3.1.4.1.1 System engineering and configuration (PMP Section 4). Diagnostic
capability must be included in the system engineering management approach in the PMP.

3.1.4.1.2 Test and evaluation (PMP Section 5). Test and Evaluation (T&E) shall be
planned to ensure diagnostic procedures and resources are in place.

3.14.1.3 Integrated Logistics Support (PMP Section 9). Implementation
procedures for the interface between integrated diagnostics and Integrated Logistics Support
(ILS) shall be identified and defined from both design and support aspects.

3,1.4.1.3.1 Manpower and organization (PMP Section 10). Diagnostic
manpower requirements shall be introduced into the Manpower and Orgamzation Section of the
PMP.

3.1.4.1.3.2 Personnel training section of PMP. Plans for training technicians shail
be devised and included in the Personnel Training Secton of the PMP.
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3.1.4.2 Diagnostic segments of the RFP. The various segments of an RFP that ad-
dress diagnostic issues shall be prepared.

......... gnostic segment of program plans. Integr
shall be mcorporatcd into various contractor- prcpared program plans.

3.1.4.3.1 Develop/Update data sharmg plans. The contractor shall establish and
implement formal data sharing plans to ensure that functional organizations, team members,
and subcontractors have access to current diagnostic development informaton throughout the
FSD Phase.

3.14.4 Diagnostic preliminary design. The contractor shall perform cohesive,
integrated diagnostc design to develop the total diagnostic capability necessary to meet weapon
system requirements as part of prchrmna.ry design f for the prime system.,

3.1.4.4.1 Diagnostic inputs to hardware and software specifications. The
results of the preliminary design must be documented in the appropriate specifications.

3.1.4.5 Diagnostic data collection and maturation planning. Appropnate
segments of the Diagnostic Maturauon Program shall continue to be planned and implemented.

3.1.4.6 Preliminary Design Revnews The diagnostic prehrnmary design shall be
reviewed 1o ensure it meets the specified diagnostic capability for the individual configuration
item (CI) or aggregate of CIs. °

3.1.4.7 Diagnostic detail design. Detailed chagnosnc design shall be mcorporated into
the design of the system/CI

3.1.4.7.1 Design embedded diagnostics capability. Embedded diagnostic detail
design shall be performed for the system, segment, element, subsystem, and assembly.

3.1.4.7.2 Interface with engineering disciplines and logistics suppo

interface with other disciplines, iniiated during preliminary design, shall be con ntinued to
ensure the proper mtcgranon of diagnostc elements.

3.1.4.7.3 Diagnostic inputs to hardware and software specifications.
Diagnostic segments shall be developed and included in the appropriate hardware and software
draft product specifications.

3.1.4.8 Diagnostic related plans. The contractor shall address relevant portions of the
integrated diagnostic process and the development of the diagnostic capability in appropriate
managcmcnt plans

3.1.4.8.1 Update diagnostic inputs to the Test And Evaluation Master Plan.
Diagnostc input to the Test And Evaluation Master Plan (TEMP) must be updated.

3.1.4.9 Update diagnostic inputs to the System Operational Reqmrements
Document and the Requirements Correlation Matrix. Diagnostic inputs to the

ystem Operational Requirements Document (SORD) and the Requirements Correlation Mawrix |

(RCM) shall be updated.
3.1.4.9.1 Update diagnostic inputs to the Depot Support Requirements

Document. Diagnostic inputs to the Depot Support Requirements Document (DSRD) shall be
updated.

10
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3.1.4.10 Critical Design Review. The final design review shall ensure that all
diagnostic requirements have been addressed prior to fabricanon.
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3.1.4.11 Fabricate and provide external diagnostic elements. External diagnostic
elements shall be fabricated and provided to comply with specified requirements.

3.1.4.11.1 Offline testing capability. Offline testing capability shall be fabricated.

3.1.4.11.2 Technical information delivery systems. Technical information delivery
svstemns shall be defined, developed, and fabricated as part of the external diagnostic r‘:anah;lﬂ_’v_

systemns be defined, developed, and fabricated as part of the 1al diagnostc capabili
3.1.4.11.3 Training. Training curricuium and training devices shall be developed
concurrently with the prime sysiem fabrication.

3.1.4.11.4 Diagnosiic requirements for technicai information. Succinci,
accurate, and timely information shall be provided for the maintenance technician.

3.14.12 Diagnostic segment of Development Test and Evaluation. The
diagnosuc capability shall be tested and evaluated during detail design.

3.1.4.13. Maintainability demonstrations. Diagnostics shall be incorporated into
maintainability demonstrations. ‘

3.1.4.14 Diaonostic segment of Initial O

wrs e ey v-a‘ - LT A

overall effectiveness, operab:luy, and suitability of the diagnostic capability shall be tested and
evaluated. ‘
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3.1.4.15 Diagnostic input to Production Readiness Review. The Production
Readiness Review (PRR) shall certify that the embedded diagnosnc capability 1s ready tor
quantity production.

3.1.4.16 Functional Configuration Audit. The Functional Configuration Audit
(FCA) shali address the embedded diagnostic capability.

3.2 PRODUCTION
3.2.1 Maturation mput op duction RF P. Inputs to the Production Phase RFP

chroald e conc o esd Lo matira mal Lo Adincomos ...-_.-.k

3n0G oL picparca relative to the maturation of the diagnosuc pauuuy

3.2.2 Diagnostic segment of Follow-on Operational Test and Evaluation.
Diagnostic Follow-on Operational Test and Evaluaton (FOT&E) shall verify that first article
production items meet diagnostic requirements.

3.2.3 Diagnostic segments of Physical Configuration Audits. Requirements,
guidance documents, and procedures to conduct Physical Configuration Audits (PCAs) shall
be defined for the embedded diagnostic segments of configuration items.

3.2.4 Diagnostic production data collection and maturation. Requirements estab-

lished during the preproduction acquisition phases for diagnostic elements daia collection and
maturation shall be implemented during the Production Phase.

11
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3.2.4.1 Establish/update data sharing plans. The contractor shall establish and .\
implement, or update, formal data sharing plans to ensure that functional organizations, icam

members, and subcontractors have access to current diagnostic devclOpment information

throughout the production phase.

. 3.2.4.2 Update vertical test traceability matrix. Organizational, depot, and
intermediate TRDs, including V’ITM that document test relationships between levels of test
shall be updated.

3.2.4.3 Diagnostic performance assessment and evaluation. Performance of the
diagnostic elements on the production line shall be assessed and evaluated, and needed
corrective action shall be defined.

3.2.5 Change approval process. Identified diagnostic element performance deficiencies
shal] be corrected and the impact of system design changes on the diagnostic capability shall be
considered.

3.2.6 Pregrar— i nient | '63.‘1‘“‘ uuuy transfer. All umguuauu clements shall
be included in the Program management csponmblhty ransfer (PMRT) and rcspons ibility for

" contnued engineering management and logistic support shall be assigned.

3.3 DEPLOYMENT

3.3.1 Deployed diagnostic element performance assessment. A method for

identifying and tracking diagnostic element performance during deployment shall be established

by implernenting data collection and maturation plans de: vclopcd during the Development and N\
Production Phases in concert with } Milestone IV, Logistic Readiness and Support Reviews. e
3.3.1.1 Deployed diagnostic element corrective action. Procedures and guidance

for implementing diagnostic deficiency corrective action shall be provided.
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" 4. VERIFICATIONS. For each requirement included in this standard, a corresponding

verification is provided to determine compliance with the requirement.

4.1 DEVELOPMENT

4.1.1 Qn.e:_a.tj.qnaJ_B.e.qui.Lem.emS
4.1.1.1 Diagnostic i
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4.1.1.2 Diagnostic inputs to the Program Management Directive. Vcnfy that
appropriate diagnostc tasking is included in the PMD.

4.1.2 Concept Exploration Phase

4.1.2.1 Diagnostic segments of the Program Management Plan sections.
Verify that the diagnostic pieces have been incorporated by inspecting the PMP,

4.1.2.1.a Modification planning. Verify by inspection that diagnostic implications have
been addressed in the TCTO.

4.1.2.2 Diagnostic segments of the Request For Proposal. Verify that appropriate
diagnostic segments and provisions are in the Concept Exploration RFP, including the SOW,
the Evaluation Criteria, and the Instrucdons to Offerors, by inspecting these documents.

4.1.2.3 Diagnostic segments of program plans. Verify that the integrated diagnostic
process has been injected into the SEMP, the LSAP, the ISP, or the IDPP by inspecting these
documents.

4.1.2.3.1 Data sharing plans. The formal data sharing plan and implementation shall be
verified by inspection.

4.1.2.4 Diagnostic requirements derivation and allocation. Verify by checklist
evaluation that the weapon system diagnostic requirements and diagnostic approaches for

entering Dem/Val are based upon weapon system needs.

1% 8 TMeinmmantia fouemes -~ Aﬂ el Ternlsaméd
4.1.2.5 umguuauL inputs to the Test and Evaluation Maste

adequate diagnostic inputs have been madc to the TEMP.

.4.1.2.6 Diagnostic capability during System Requirements Rev:ew Verify by

analysis that proper methods are used to ensure that the diagnostic segment of the SRR will
correctly evaluate the preliminary diagnostic concept of the emerging system/equipment.

4.1.2.7 Diagnostic specifications. Verify that diagnostic inputs have been made to the
system specification or equivalent requirement documents by inspecting these documents.

4.1.2.8 Dlagnostlc inputs to the System Operational Requirements Document.
Verify that appropriate diagnostic i mnputs are included by inspecting the SORD and the RCM.

4.1.2.9 Diagnostic inputs to the Depot Support Requirement Document. Verify
that appropriate diagnostic inputs are included by inspecting the DSRD.

13
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4.1.2.10 Diagnostic inputs to System Concept Paper. Verify by checklist
evaluation that the diagnostic impact on SCP issues, defined in DoD documents, is included in
the SCP.

4.1.3 Demonstration/Validation (Dem/Va]) Phase

4.1.3.1 Diagnostic segments of the Program Management Plan. Verify by
inspection that the dxagnosuc requirements have been incorporated in the applicable sections of

the PMP.

4.1.3.1.a Modification planning. Verify by inspection that diagnostic implications have
been addressed in the TCTO.

4.1.3.1.1 System engineering and configuration (PMP Section 4). Verify by
inspection that this section of thc PMP is comrect.

4.1. 3.1.2 Reqmrement for test and evaluation (PMP Section §). Verify by

enartian tha eal s afmel and emanifis tasr ahisansivas fme diagnactin TEHE hava
umyyvuuu tiat centrai 1s5ucs, areas of u.‘.u\, and SpeClliic iest oojeCuves 101 Wagplivdlivc 1000 lidayvye

becn appropriately identified and incorporated into the PMP, Section 5.

4 1.3.1.3 Requirement for Integrated Logistics Support (PMP Section 9).
Verify by inspection that pertinent diagnostic information is incorporated into ILS (Section 9)
of the PMP in the appropriate context and level of detail so that a definitive, coordinated
diagnostic program is documented.

4.1.3.1.3.1 Diagnostic inputs to the manpower and organization section of
the Program Management Plan. Verify that diagnostic requirements relating to
manpower and organization have been mcluded by 1 mspecung the PMP.

4.1.3.1.3.2 Diagnostic inputs to personnel and trammg section of the
Program Management Plan. Verify by i inspection that the Program Management Plan
contains adequate emphasis on personnel rrammg for roubleshooting and maintenance.

4.1.3.2 Diagnostic segments of the Request For Proposal. Verify by inspection
that appropriate diagnostc segments and provisions are in the Dem/Val RFP, including the
SOW, Special Contract Requirements, Evaluation Criteria, and Instructions to Offerors.

4.1.3.3 Diagnostic segments of program plans. Verify that the integrated diagnostic
process has been included in the SEMP, IDPP, ‘and into other relevant plans by inspecting
these documents.

4.1.3.3.1 Establish data sharing plans. The formal data sharing plan and
implementation shall be verified by inspection.

4.1.3.4 Dlagnostlc system engmeermg studies and analyses. Vcnfy by
mspecuon that the weapon sysu:m uc51gn pI'DCCSS mcmaes quanmauve values for the
diagnostic segments at both system and configuration item levels and that the appropriate
tradeoffs have been accomplished. Include assessment of the quality of these stuchcs and
analyses.

4.1.3.5 Diagnostic maturation and data collection. Verify by inspection that the

contractor’s approach to diagnostic data collection and maturation is comprehensive and
realistically scheduled.

14
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4.1.3.6 Diagnostic segments to specifications. Verify that diagnostic inputs have
been made to the system specificanons by inspection.

4. 137 D:agnostlc inputs to the System Operatlo al Requi
n ino th

L e ey Ainore
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4.1.3.8 Updating of diagnostic inputs to the Depot Support Requirements
Document. Verify that appropriate updates of diagnostic inputs are included by inspecting
the DSRD.

4.1.3.9 Diagnostic segment of the System Design Review. Verify by inspection
that the proper methods are used to ensure that the diagnostics segment of the SDR will
correctly evaluate the preliminary diagnostic concept of the emerging system/equipment.

4.1.3.10 Diagnostic inputs to the Test and Evaluation Master Plan. Verify the
adequacy of diagnostic inputs that have been made to the TEMP:

4.1.3.11 Diagnostic inputs to the DCP. Verify by inspection that the impact of the
diagnostdc capability is included in the DCP.

4.1.4 Full-Scale Deveiopment Phase

4.1.4.1 Diagnostic segments of Programm Management Plan. Verfy that
diagnostic requirements have been incorporated by inspecting applicable sections of the PMP.

4.1.4.1.a Modification planning. Verify by inspection that diagnostic implications have
been addressed in the TCTO.

4.14.1.1 System engineering and configuration (PMP Section 4). Verify that
the System Engineering and Configuration section of the PMP addresses diagnostic elements
by inspecting the document. -

4.1.4.1.2 Test and evaluation (PMP Section 5). Verify that central issues, areas of
tisk, and specific test objectives for diagnostics T&E have been appropriately identified and
incorporated by inspecting the PMP, Section 5.

4.1.4.1.3 Integrated Logistics Support (PMP Section 9). Verify that pertinent

diagnostic information is mcorporated into the ILSP or ILS, Section 9, of the PMP, by
inspecting this section.

cuagnosuc rcquncmcms rclaung [(3) ITMIIPOWCT and Orgdmuuuu ha

inspecting the PMP, section 10.
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4.1.4.1.3.2 Personne! training section of PMP. Verify by inspection that the PMP
contains adequate emphasis on personnel training for troubleshooting and maintenance.

4.1.4.2 Diagnostic segments of RFP. Verify adequacy and completeness of the
diagnostic input by inspecting the FSD RFP.

4.1.4.3 Diagnostic segment of program plans. Verify by inspection that the
integrated diagnostic process has been included in the SEMP, IDPP, and into other relevant
plans.
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4.1.4.3.1 Develop/Update data sharing plans. The formal data sharing plan and P
implementaton shall be verified by inspection. . :

4.1.4.4. Dlagnostlc prehmmary deS|gn Vcnfy by analysxs and mspecnon that the

appropriate preliminary design tasks related to diagnostcs have been satisfactorily addressed.

4.1.4.4.1 Diagnostic inputs to hardware and software specifications. Verify by
inspection that the results of the diagnostics preliminary design are documented in the revised
versions of the appropriate development specifications.

4.1.4.5 Diagnostic data collection and maturation planning. Verify diagnostic
data collection and maturation plans by inspection and analysis.

4.1.4.6 Preliminary Design Reviews. Verify by mﬁpﬂ.ao" that the preliminary design
review agenda contains 1terns for reviewing the diagnostic capability of each CL

~ 4.14.7 Diagnostic detail design, Verify that the incorporation of diagnostic capability
is accomplished in a comprehensive, timely, efficient, and cost- -effective manner by conductmg
m-proccss reviews.

4.1.4.7.1 Design embedded diagnostic capability. Verify that the incorporation of
the embedded diagnostic detail design is accomplished in a timely, efficient, and cost-effective
manner by conducting in-process reviews.

4.1.4.7.2 Interface with engineering disciplines and logistic support. Verify
that the interfacing tasks inidated during preliminary design are continued through detail design
by conducting inspections and in-process reviews. .\

4.1.4.7.3 Diagnostic input to hardware and software specnﬁcauons Verify that
the results of the diagnostics detail design are documented in the revised versions of the
appropriate development spccxﬁcanons by inspecting the specifications.

4.1.4.8 Diagnostic related plans. Verify that the integrated diagnostic process has been
incorporated into the SEMP and into other relevant plans by evaluating these documents.

4.1.4.8.1 Update diagnostic inputs to the Test And Evaluation Master Plan.
Verify by inspection that diagnost¢ inputs have been made to the TEMP.

4.1.4.9 Update diagﬁostics inputs to the System Operational Requirements
Document and the Requirements Correlation Matrix. Verify that appropriate
updating of diagnostic inputs are included by inspecting the SORD and RCM.

4.1.4.9.1 Update diagnostic inputs to the Depot Support Requirements
Document. Verify that appropriate updates of diagnostic inputs are included by inspecting
the DSRD.

4.1.4.10 Critical Design Review. Verify that the detail design of the system CIs is
evaluated for their specified diagnostic capability during the CDR.

4.14.10.1 Diagnostic segments of the Test Requirements Review. " Verify that
the system test documentation and memﬁcannnq are current, technically accurate, compatible, -

and consistent prior to dcvelopment and fabrication of dxarnosnc elements throu gh review of
test requirements. .\
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4.1.4.11 Fabricate and provide external diagnostic elements. Verify
development of maintenance diagnostc elements and the support infrastructure by reviewing
fabrication process.

4.1.4.11.1 Offline testing capability. Verify the fabrication of offline testing
capability by reviewing data and tools employed.

4.1.4.11.2 Technical information del‘ivery s_vstefns. Verify that technical
information delivery systems meet their intended function by reviewing development
specifications.

4.1.4.11.3 Training. Verify that training requirements are satisfied in the fabnication of
the prime system through review and evaluation.

4.1.4.11.4 Diagnostic requirements for technical information. Verify diagnostic
requirements for technical information through analysis.

4.1.4.12 Diagnostic segment of Development Test and Evaluation. Verify that
diagnostics DT&E testing and engineering analysis functions have been adequately and
definitvely performed through checklist evaluation.

4.1.4.13 Maintainability demonstrations. Verify by checklist evaluaton of
demonstration results that the diagnostics pordon of the maintainability demonstration has
provided a valid verification of the effectiveness of the diagnostic capabiliry.

4.1.4.14 Diagnostic segment of Initial Operational Test and Evaluation. Verify
by checklist evaluation that the diagnostic IOT&E have provided a valid estimate of the
operational effectiveness and suitability of the diagnostic capability.

4.1.4.15 Diagnostic input to Production Readiness Review. Verify by check list
that the various diagnostic elements are ready for production.

4.1.4.16 Functional Configuration Audit. Verify that the diagnostic capability is
validated prior to the production of applicable CI/CSCIs by reviewing applicable documents.

4.2 PRODUCTION

4.2.1 Maturation inputs to production RFP, Verify adequacy and completeness of
maturation inputs by inspecting the Production Phase RFP.

4.2.2 Diagnostic segment of Follow-on Operational Test and Evaluation.
Verify that the diagnostcs FOT&E have validated the suitability of the diagnostic capability of
the first production items of the system through checklist evaluation and testing.

4.2.3 Diagnostic segments of Physical Configuration Audits. Verify that the
diagnostic segment of the PCA has been satsfactorily accomplished by reviewing the PCA
agenda and related data. _

4.2.4 Diagnostic production data collection and maturation. Verify by inspection
that a diagnostic maturation prograrmn plan is continued during the production of the embedded
diagnosuc elements.

4.2.4.1 Establish/update data sharing plans. The formal data sharing plan and
implementation shall be verified by inspection. ,
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4.2.4.2 Update vertical test traceability matrix. Verification is accomplished by \)
analysis and formal demonstraton. .

4.2.4.3 Diagnostic performance assessment and evaluation. Verify by testing that
an assessment of the diagnostic elements capability is performed during the systemn/subsystem/
CI production test phase and verify that proper corrective actions are taken.

4.2.5 Change approval process. Verify through inspection that the change process for
correcting diagnostic deficiencies is implemented.

4.2.6 Program management responsibility transfer. Verify through checklist
evaluation that the PMRT for the diagnostic elements has been accomplished.

4.3 DEPLOYMENT

© 4.3.1 Deployed diagnostic element performance assessment. Verify diagnostic
element performance in the field by assessing the implementation of the maturation plan.

4.3.1.1 Deployed diagnostic element corrective action. Verify through checklist
evaluation implementation of the diagnostic deficiency corrective action.

.\
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5. DEFINITIONS AND ABBREVIATIONS

5.1 DEFINITIONS. Terms used throughout this document are defined below. Additional
definitions are included in the AFGS-87256.

Diagnosis - The functions performed and the techniques used in determining and isolating the
cause of malfunctions.

Diagnostics - Anything relating to or used in making a diagnosis.

Diagnostic accuracy - The degree of correctness with which the diagnostic output agrees
with the true state of the item being diagnosed.

Diagnostic capability - All the diagnostic characteristics associated with the detection,
isolation, and reporting of faults

Diagnostic element - Any dlsnnct, single part of the diagnostic capability, e.g., automatic
and manual testing, raining, maintenance aiding, and technical information.

Embedded diagnostics - That portion of the diagnostic capability that is an integral part of
the prime item.

Integrated u-agnostucs A structured process ihat maximizes ifie effectiveness of
diagnostics by integrating pertinent elements, such as testability, automatic and manual testing,
training, maintenance aiding, and technical information, as a means for providing a cost
effective capability 1o detect and isolate unambiguously all faults known or expected to occur in
weapon systems and equipment in order to satisfy weapon system mission requirements.

100 percent diagnostics - The concept by which all faults can be isolated to the level
appropriate to perform required maintenance.
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5.2 ABBREVIATIONS.

A Availability
AF Air Force
AFB Air Force Base
AFGS Air Force Guide Specification
AF1I C Air Force | nmstics Command
AFLCM Air Force Logistcs Command Manual
AFLCR Air Force Logistics Command Regulation
AFR Air Force Regulation :
AFSC Air Force Systems Command
AFSCM Air Force Systems Command Manual
AFSCP Air Force Systems Command Pamphlet
AFTO Air Force Technical Order
AIS Avionics Intermediate Shop
AMSDL Acquisition Management Systems and Data Rcamremcms Control LISI
APCD Accuracy Performance Control Document

. ASD Aeronautical Systems Division
ASD/ENE Aeronautical Systems Division Engineering
ASW Antisubmarine Warfare

19



MIL-STD-1814

ATE Automatic Test Equipment
ATLAS Abbreviated Test Language for All Systems
ATP Autornatic Test Program
ATPG Automatic Test Program Generator
ATS Acceptance Test Specification
- BCM Beyond Capability of Maintenance
BIT Built In Test
BITE Built In Test E.quxpmcnt
BIT/SIT Built In Test/Systemn Integrated Test
BIT/ST Built In Test/Self Test
CADC Central Air Data Computer
CAE Computer Aided Engineering
CALS Computer Aided Acquisidon and Logistics
CAMS Core Automated Maintenance System
CCB Configuration Control Board
CDR Critcal Design Review
CDRL Contractor Data Requirements List
CFE Contractor Fumnished Equipment
CGM Computer Graphics Metafile
Cl Configuration [tem
CMRS Calibration and Measurements Reguirements Summary
CND Cannot Duplicate
COMO Combat Onented Maintenance Organization
CONUS - Continental United States
CSC Computer Software Component
CSCI Computer Software Configuration Item
CSD Computer System Diagnostic
CT Commercial Tester
DC Direct Current
DCP Decision Coordinating Papcr
DD Deparment of Defense (used on forms only)
Demy/Val Demonstration Validation
DI Data Item
DID Data Item Description
DoD Department of Defense
DoDD Department of Defense Directive
DoDI Deparmment of Defense Instruction
DSRD Depot Support Requirements Document
DSS Decision Support System
DT&E Development Test and Evaluation
EAR Export Administrative Regulation
ECCM Electronic Counter Countermeasures
ECM Electonic Countermeasures
ECP Engineering Change Proposal
EDIF Electronic Design Interchange Format
EET Engineering Evaluation Testing
Elect Electrical or Electronic
FCA Functional Configuration Audit
FD/F1 Fault Detection/Fault Isolation
Fed-Std Federal Standard
FIM Failure Isglation Manual
FMEA Faﬂurc Mode and Effects Analys:s
FMECA Failure Modes, Effects and Criticality Analysis
FOL Forward Operating Location
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FRACAS
FRM

™

ESD

FSE
FSR
GFE
GIMADS
HDBK
HITS

HQ

-HWCI

ID
1&D
IDPP
IGES

I-level
e

At

ILSP

JSTARS
LCC
LOG
LOGMOD
LPRF
LRM
LRU
LSA
LSAP
MATE
MCR
M-demo
MFL
MFTBF
MIL-SPEC
MIL-STD
MMH
MMH/FH
MNS
MOB
MPA
MPTS
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Follow -on Operational Test and Evaluadon
Failure Reporting Analysis, and Corrective Action System
Failure Reporting Manual

Full Scale Development

Factory Support Equipment

Field Service Report

Government Furnished Equipment

Generic Integrated MAintenance DiagnostcS
Handbook

Hierarchical Integrated Test Simulation
Headquarters

Hardware Configuraton Item

Integrated Diagnostics

Intermediate and Depot

Integrated Diagnostics Program Plan

Inidal Graphics Exchange Specification
Intermediate level

Integrated Logistics Support '
Integrated Logistics Support Plan
Integrated Maintenance Information System
Integrated Manpower, Personnel, and Comprehensive Trammg and
Safety

Instructon

Inertial Navigation Unit

Input/Output -

Inidal Operadonal Test and Evaluation
Internatonal Standards Organizaton
Integrated Support Plan

Interface Test Adapter

International Traffic in Arms Regulaton
Instructions To Offerors

Integrated Test Plan

Joint Surveillance Target Attack Radar System
Life Cycle Cost

Logistics

LOG!C MODel by Detex Systems, Inc.

L‘Gn Drnucr Dad}n prcqnnnr‘u

Line Replaceable Module

Line Replaceable Unit

Logistics Support Analysis

Loglsncs Suppon Analysxs Plan

Modular Automatic Test Equipment
Multi-Command Regulation
Maintainability demonstration

Maintenance Fault List

Mean Flight Time Between Failures
Military Specification

Military Standard

Maintenance Manhours

Maintenance Manhours per thht Hour
Mission Need Statement

Main Operating Base

Maodification Proposal and Analysis
Manpower, Personnel, Training, and Safety
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MPWR
MTBF
MTBM

NIST
NMCM
NMCMS

OFP
0,1&D
O-level
OSD
OT&E
PAVE PILLAR
PCA

PDR

PI

P31

PMD

PMP
PMRT
PMRTWG

POMO
PPAC

nhoo
rgpo

PRR
PSOC

RCM
RDA
RDGT

REMIS
RFP

Awil &

RSS
RTOK
SACR
SCP
SDR
SE
SEMP
SEMS
SEP
SERD
SGML
SIT
SMR
SON
SORD
SOW
SPO
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Manpower

Mean Time Between Failures

Mean Time Berween Maintenance

Manua.l Test Equipment

Mean Time To Repair

National Institute of Standards and Technology
Not Mission Capable for Maintenance

Not Mission Capable for Maintenance/Supply
Operation and Maintenance

Operational thht Program

Organizational, Intermediate and Depot
Organizadonal level

Office of the Secretary of Defense

Operational Test and Evaluation

Advanced Avionics Systems Architecture Program
* Physical Configuration Audit

Preliminary Design Review

Product improvement

Preplanned Product Improvement

Program Management Directive

Program Management | Plan

Program Management Rcsponsxbl.hw Transfer
PMRT Working Group

Part Number

Production Oriented Maintenance Organization
Product Performance Agrccmcnt Center
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PrePlanned Product (Improvement)

Production Readiness Review

Preliminary System Operational Concept
Reliability anid Maintainability

Requirements Com:lauon Matrix

Requirements Derivation and Allocation Process
Reliability Development/Growth Test

Reliability and Maintainability Information System

Reauest For prnnnc:l
“Uﬂ_wﬂ & WSA rv\'m

Repair Level Analysis

Root Sum of Squares

Retest Okay

Strategic Air Command Regulation

System Concept Paper

System Design Review

Support Equipment

System Engineering Management Plan
System Engineering Master Schedule
Support E.qmpmcm Plan

Support Equipment Recommendation Data
Standard Generalized Market Language
System Integrated Test or System Integration Test
Source, Maintenance, Recoverability
Statement of Operational Need

Systern Operational Requirements Document
Statement of Work

System Program Office
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SPO/System Manager

System Requirement Review

Shop Replaceable Unit

Self Test/BIT

System Testability And Maintenance Program by ARINC
System Test Specification ‘
System _

Test Accuracy Rato

Test and Evaluanon

To Be Determined . :
Time Compliance Technical Order

Test and Evaluation Master Plan

Test Flow Diagram

Technical Information Delivery System
Technical Order

Test Program Set

Test Requirements Document

Test Requirements Review

Traveling Wave Tube

United States

United States Air Force

Unit Under Test

Volts _

Voits Direct Current

Verify, Demonstrate and Evaluate
Vehicle

VHSIC Hardware Descripnon Language
Very Important Person

Vertcal Test Methods

Vertical Test Traceabiliry Mamix
Weapon Systemn
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6. NOTES

(This section contains information of a general or explanatory nature that may be helpful, but is
not mandatory.)

6.1 INTENDED USE. This standard is intended for use by Air Force system acquisition
" managers, prime coniractors, and subcontractors when they need to determine how to
incorporate diagnostics into acqmsmon program events.

6.2 ISSUE OF DODISS. When this standard is used in acquisition, the applicable issue
of the DODISS must be cited i m the solicitation (see 2.1. 1).

6.3 DATA REQUIREMENTS. The following Data Item Descnpnons (DID’s) must be
listed, as applicable, on the Contract Data Requirements List (DD Form 1423) when this
standard is applied on a conwract, in order to obtain the data, except where DOD FAR
Supplement 27.475-1 exempts the requirement for a DI) Form 1423.

Reference Paragraph DID Number DID Title Suggested Tailoring

The above DID’s were those cleared as of the date of this standard. The current issue of DOD
5010.12-L, Acquisition Management Systems and Data Requirements Concrol List (AMSDL),
must be researched to ensure that only current, cleared DID’s are cited on the DD Form 1423,

6.4 SUBJECT (KEY WORD) LISTING.

BIT

CALS

GIMADS
Maintainability
MATE

SEMP

System engineering
System safety

6.5 Responsible engineering office. The office responsible for development and
technical maintenance of ths standard is ASD/AEGB, Wright-Patterson AFB OH 45433-6503;
Autovon 785-2350, commercial (513) 255-2350. Infonmation relating to Government
contracts must be obtained through contracting officers. '
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APPENDIX A
10. ACQUISITION PROCESS HANDBOOK

10.1 SCOPE. This appcndix'providcs rationale, guidance, and lessons learned for the
generic requirements and verifications in 3 and 4 of the main body. This appendix may be
tailored for use on any USAF weapon system in any acquisition phase.

10.1.1 Purpose. This appendix features information useful for establishing or complying
with programmatic integrated diagnostic (ID) requirements.

10.1.2 Application. This appendix is not contractually binding. The information
contained herein is intended to help tailor requirements for specific programs or to help comply
with requirements once they have been applied to a program. Methods, tools, techniques, or
procedures stated in this handbook are to be used for guidance only. This appendix is not
intended to limit creativity in satisfying integrated diagnostic requirements.

Each requirement and verification staternent in the main body is repeated in this handbook
under the same section numbers. However, each verification statement has been placed
immediately after its corresponding requirement. Rationale, guidance, and lessons learned are
provided, as appropriate, after each requirement or verification statement .

The top-level breakdown is shown below.
SECTION NO. SUBJECT

3. Development
Operatonal Requirements
Concept Exploraton
Demonstration and Validation (Dem/Val)
Fuil-Scale Development (FSD)
Producton
Deployment

WhaWwww,
bt ot i
O TSNS

W w

10.1.3 Implementation guidance. The integrated diagnostics program does not
constitute a new engineering specialty discipline. A special organizational structure is not
necessary nor desired under normal program conditions.

The individual guidance sections emphasize the use of existing system engineering programs
and specialty engineering processes (tradeoffs, allocations, etc.), such as a System Engineering
Management Plan (SEMP), as a means for planning the integration of diagnostic design and
engineering activities and the incorporation of diagnostic requirements analysis as part of the
Logistic Support Analysis. For example, MIL-STD-1388-1, Task 204, Technological
Opportunities, would be particularly appropriate in Concept Exploration or Demonstration and
Validation. Integrated diagnostic activities must be included. As one other example, the
Failure Modes, Effects, and Criticality Analysis should be modified to support the prediction of
faults or other events, and their frequency, that will have diagnostic significance.

10.1.4 System/Equipment Modifications. This handbook and the Appendix I Roadmap
focus on new weapon system/equipment developments (new starts). Managing changes to
cxisting systems requires special emphasis on integration, implementation, and baseline
control. Entry points have been provided so the ID process can begin in any acquisition phase.
These entry points can also be used for weapon system and equipment modifications.
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10.1.4.1 Types of product improvement. There are two types of product improvement.

MIL-STD-1814
APPENDIX A

Product Improvement (PI). Pls are applied to already fielded systems in response 10 a
variety of reasons. PlIs start no sooner than the Production Phase.

Preplanned Product Improvement (P31). P3lisan attempt to field low-cost, low risk
systems with preplanncd design modmcauons keyed to forseeable technological

breakthroughs and expected changes in user needs. P31 planning can begin as early as the

Concept Exploration Phase.

10.1.4.2 Modification application. ID process Roadmap entry' points vary, depending
on the classification and extent of the modification. There are no standard criteria for where to

enter the ID process for each type of modification. Table 1 should be a general guide.

Table 1 Modification Classes and Roadmap Entry Points

CLASS DESCRIPTION ENTRY
Class 1 Major commands make Class [ modfﬁcatmns to prepare for | n/a
special missions
- [ClassTA Temporary removal of equipment n/a
Class I B Temporary change or installation of equipment n/a
Class II Temporary research and development, operational tesang [ n/a
and evaluation, or engineering evaluation and in-service
e testing modifications
Class III Modifications to correct deficiencies detected in FSD
production, testing, and early opcranonal use
Class IV Correct deficiencies or extend service hife of in-service Dem/Val
- Wweapon systems
Class IVA Correct matenial deficiencies Dem/Val
ClassIVB Correct deficiencies that hamper mssion effectveness Dem/Val
Class IV C Modifications that improve rehability or maintainability Dem/Val
[Class V Modificatons that add new or improved operational Concept
capabilities or remove existing but unneeded capabilities Exploration

The user may choose to skip diagnostic activities previously undertaken or to modify the
product of an activity as deemed appropriate.

10.2 APPLICA

(NOTE: These documents are not to be applied contractually except to the extent that specific

BLE DOCUMENTS

portions are cited in the requirement statements or verification statements.)

10.2.1 Government documents

DoD INST 4151.9
DoDD 5000.3
~ DoDD 5000.53

DoD Technical Manual Program Management

Tes; and Evaluation

Manpower, Personnel, Training, and Safety (MPTS) in the

Defense System Acquisition Process
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10.2.1.1 Specifications, standards, and handbooks

SPECIFICATIONS_

MIL-D-28000
MIL-M-28001

MIL-R-28002

MIL-D-28003
MIL-H-46855

AFGS-87256
STANDARDS
MIL-STD-470
MIL-STD471A
MIL-STD-480

MIL-STD-481
MIL-STD-482
MIL-STD-483

MIL-STD-490
MIL-STD-499

LATT CTTHY
¥LU~J 1 u-785

MIL-STD-882
MIL-STD-1388-1
MIL-STD-1388-2

Digital Representation for Communication of Product Data: IGES
Application Subsets

Markup Requirement and Generic Style Specification for
Electronic Printed Output and Exchange of Text

Requirements for Raster Graphics chrcscntauon in Binary

Format

Digital Representation for Communication of Illustrauon Data:
CGM Application Profile

Human Engineering Requirements for Military Systems,
Equipment, and Facilities

Integrated Diagnostics

Maintainability Program for System and Equipment
Maintainability Demonstration

Configuration Control - Engineering Changes, Deviations and
Waivers

Configuration Control - Engineering Changcs (Short Form),
Deviations and Waivers

| Configuration Status Accounting Data Elements and Related

Features

Configuration Management Practices for Systems, Equipment,
Munitions, and Computer Programs

Specification Practices
Enginocring Management

Reliability Program for S

and Production

. System Safety Program Requirements

Logistic Support Analysis

DoD Requirements for a Logistics Support Analysis Record
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MIL-STD-1519
MIL-STD-1629

MIL-STD-1685 (SH)
MIL-STD-1752 (USAF)

DoD-STD-2167

MIL-STD-1814
APPENDIX A

Human Engineering Design Criteria for Military Systems,
Equipment, and Facilites

Test Requirements Document, Preparation of

Procedures for Performing a Failure Mode, Effects, and
Cridcality Analysis

Comprehensibility Standards for Technjcé] Manuals (Metric)
Reading Level Requirements for Preparation of Technical Orders.
Automated 1mcrchangc of Technical Information

Failure Reporting, Analysis, and Corrective Action System
Testability Program for Electronic Systems and Equipment

Defense System Software Development

10.2.1.2 Other Government documents, drawings, and publications

AFP-57-9
AFR-14-1
AFR-57-1

AFR 57-4

AFR 70-11

AFR 80-14

AFR 800-2
AFR-800-8

AFR 800-12
AFSCP 800-3
AFSC.IAFLCR 800-23
AFSC-PAM 800-39

AFLC/AFSCP 800-34

Defining Logistics Requirements in Statement of Need

Configuration Management

Operational Needs, Requirements, and Concepts
Modification Approval and Management
Weapon System Warranties |

Research and Dci'clopmcnt Test and Evaluation
Acquisition Program Management

Integrated Logistics Support Program
Acquisition of Support Equipment

A Guide for Program Management

Policy for Modular Automatic Test Equ.ipmcm
Built-in-Test Design Guide

Acquisition Logistic Management

10.3 GENERAL REQUIREMENTS. This appchdlx provides guidance for tailoring

and annliine the menirireameante and varfinanAance in thic ctunt’larﬂ
aliv “PPI]IIIE LIy l\"-lu‘-l\'ill\illw alia "rlu‘b“uullﬂ Al LMD alﬂll“

10.4 DETAILED REQUIREMENTS. Detailed requirements are contained in 3 and 4 of 6
this standard. Each requirement is repeated in this appendix.
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10.5 REQUIREMENTS AND VERIFICATIONS.

Note: Numbering below deviates from the numbering scheme used up to this point in this
handbook. To aid crossreferencing between requirement and verification statements in the
main body and the corresponding information in this handbook, the same section numbers are
used for each requirement and verification below as was used in the main body, 3 and 4.
Additionally, each verification is placed at the end of its corresponding requirement rather than
in a separate section. :

3. REQUIREMENTS. The requirements address the diagnostic activities depicted in the
Roadmap (Appendix I). They define the steps and procedures necessary to integrate the
diagnostc elements with each other and with the overall weapon system or equipment life
cycle.

4. VERIFICATIONS. For each requirement included in this standard, a corre

sponding
it . . : : . .
verification is provided to determine compliance with the requirement. Verifications are placed

immediately behind their corresponding requirement in this handbook.
3.1 DEVELOPMENT. The Development section contains the following life cycle phases.

- —r— Y R TS T 2

3.1.1 Operational Requiremnents

3.1.2 Concept Exploration

3.13 Demonstration and Validaton (Dem/Val)
3.1.4 Full-Scale Development (FSD)

3.1.1 Qperational Requirements

3.1.1.1 Diagnostic inputs to the Statement of Operational Need. Diagnostic
inputs to the Statement of Operational Need (SON) must be provided to establish the basis for
developing the diagnostic capability.

Requirement Rationale

Ene

The SON states the operational need for a new weapon system. Proper
provide the foundation for developing a diagnostic capability that supports th
while allowing contractors to be creative in meeting these needs.

Requirement Guidance

Use AFR-57-1 Operational Needs, Requirements, and Concepts, as 2 guide. A SON defines
an operational need, documents validation of the need, and furnishes preliminary requirements.
A Requirements Correladon Matrix (RCM) is attached to the SON. The RCM lists parameters
and requirements that the weapon system must have to accomplish its intended mission. The
RCM is used to document and track formulation and refinement of these user requirements as
they evolve through the program acquisition process.

The SON should contain a concise statement of the desired diagnostic capability in terms that
are supported or clarified by parameters in the RCM. The RCM parameters should provide
mission and maintenance oriented requirements and goals that can be used in system

" engineering trade studies and analyses to develop system-level diagnostic requirements. These
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' \
system-level requirements can then be allocated down to detailed diagnostic design .
requirements as the design process develops.

A sample SON statement: The weapons system will have a diagnostic capability that integrates
mission, safety, and maintenance needs for diagnostic information and embedded, support
equipment, and manual methods for obtaining such information to provide the following
diagnostic capabilities. '

a. Report to the system operator in an understandable and timely manner any significant
degradation of the system's ability to perform mission or safety critical functions.

b. Locate, in a imely manner, faults that have degraded or failed a function to the lowest
level component that can be replaced, repaired, reprogrammed, or reconfigured to
correct the fauit and/or restore the function at each applicable level of maintenance.

c. Provide compatibility between diagnostic resources at all levels of maintenance o
minimize duplication of these resources, coordinate the use of non-conflicting test
parameters, and share useful diagnostic information berween maintenance levels.

d. Provide for data recording and analysis capability that will identify diagnostic software
and hardware deficiencies and allow timely correction or modification.

This SON statement should be tailored for a specific program and backed up with parameters in
the RCM that makes the statement’s requirements verifiable, such as the following.

SON Statement RCM Parameter -,
Maintenance levels Organizational, depot, and deployed .
Specified constraints Maximum turn time and sortie rates

Manpower, airlift, and basing limitadons.
Mission scenario

It is important to note that RCM parameters need not be directed specifically toward diagnostac
requirements. Mission-oriented RCM parameters will establish goals or bounds that can be
used in tradeoffs and analyses to develop diagnostic requirements. Appendix E, 60.2, contains
a listing of common RCM parameters that have a diagnostic impact. When SON wording and
RCM parameters leave uncertainties (such as what is a cjear and timely manner in a above),
sufficient detail should be provided in later documents, such as the System Operational
Requirements Document (SORD) or Request For Proposal (RFP).

) = . : », ha A 1 * H 1 iccl
For major systems, the development of a SON is followed by the preparation of 2 Mission

Need Statement (MNS) as required by DoD Instruction 5000.2. The above guidance, relating
to diagnostic requirements, also applies to the preparation of the MNS. '

Logistic guidance used in the preparation of these documents is contained in AFP-57-9,
Defining Logistics Requirements in SONs.

4.1.1.1 Diagnostic inputs to the Statement of Operational Need. Verify that
appropriate diagnostic inputs are included by inspecting the SON/RCM and MNS.
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Verification Guidance

Verification is achieved by inspecting inputs to the SON. This inspection should be the
responsibility of HQ AFSC or HQ AFLC, whichever is designated the likely implementing
command. Appendix E, 60.0, has guidance on proper RCM parameters. Guidance on SON
and RCM preparation is in AFR 57-1.

3.1.1.2 Diagnostic inputs to the Program Management Directive. Diagnostic
inputs to the Program Management Directive (PMD) must be provided to ensure that adequate
attention is paid to diagnostics by the acquisition agency.

Requirement Rationale

The PMD assigns an Air Force organization to initiate a program (e. g., weapon system
development) by issuing a Form 56. Proper attention to the development of a system's
diagnostic capability is essential.

Requirement Guidance

The PMD implements the SON for a specific weapon system or equipment. The Program
Summary section of the PMD should reflect this SON, reiterating/supporting those operational
needs, including diagnostic considerations. The program management direction section of the
PMD should task the development organization (e.g., AFSC) to apply the ID Guidelines (MIL-
STD-1814 and AFGS-87256) in the development and deployment of the weapon system or
equipment.

Lessons Learned

Failing to include integrated diagnostics in the PMD may lead to the procuring agency not
giving proper attention and emphasis to the subject, resulting in a less effective, or more costly,
diagnostic capability.

4.1.1.2 Diagnostic inputs to the Program Management Directive. Vcnfy that
appropriate diagnostic tasking is included in the PMD.

Verification Guidance

Verification is achieved by inspecting the PMD. This inspection is conducted by the preparer,
HQ USAF.

3.1.2 Concept Exploration Phase

3.1.2.1 Diagnostic segmentsl of the Program Management Plan sections. The
approach to sansfymg d1agnosuc requu'emcms must be included in the appropnatc sectons of

2L AZ_To._ . Py

in€ AIr rorce I']'UgTd.Hl szugcmcm .l'!d.ll lrh'u'}
Requirement Rationale
The PMP is an Air Force planning document that describes the program and how it will be

conducted. In particular, funding to support the topics defined in the PMP will be identified.
It is important that diagnostic issues receive this early, front-end management attention.
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Requirement Guidance .

This requirement is achieved by following procedures in the following MIL-STDs, policy and
guidance documents.

MIL-STD-499, 5.1, 10.1 ‘Engineering Management

MIL-STD-1388-1, Task 101 Development of an Early Logistic Support
Analysis Strategy.

DoDD 5000.53 Manpower, Personnel, Training, and Safety
(MPTS) in the Defense System Acquisition
Process

AFSC P 800-3, atch. 3, 4 A Guide for Program Management

AFR-800-8, atch. 5 ILS Program =

AFSC/AFLCR 800-23, 4 Policy for Modular Automatic Test Equipment

AFLC/AFSCP 800-34,7 Acquisition Logistic Management

AFR 800-2, atch. 3 Instructions for Developing and Preparing PMP

AFR 80-14 Test and Evaluation

AFR 800-12 Acquisition of Support Equipment

Requirement Lessons Leamed

When the diagnostic pieces are omitted in the planning documents, they will usually be omitted
in the budget and in the Statement of Work (SOW) specification of diagnostic tasks that must
be performed by the contractor(s). ‘

4.1.2.1 Diagnostic segments of the Program Management Plan sections.
Verify that the diagnostic pieces have been incorporated by inspecting the PMP.

Q.

Verificaton Guidance
Use documents referenced in 3.1.2.1.

3.1.2.1.a Modification planning. Include the approach to satisfying diagnostic
requirements in modification plans. ;

mrsr e men s D) s n]

D mtimamnla
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Prime systems and equipment being modified may also require modifications to their diagnostic
capabilites.

Requirement Guidance
System and equipment modificaton plans, Classes III, IV, and V, are documented in a Time
Compliance Technical Order (TCTO), in accordance with AFR 57-4, Modification Approval
and Management. Pay attention to the following when preparing this document.
Adequacy of the present daignostic mix at each maintenance level
Possible diagnostic hardware and software changes based on prime equipment
modifications and their integration (e.g., vertical test compatibility)

Test and evaluation of the entire diagnostic éapabi lity relating to the prime equipment '
modifications :
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. Fielding of modified diagnostic capability concurrently with modified prime equipment
Requirement Lessons Learned

The diagnostic implications of system and equipment modifications can adversely impact
performance, cost, and schedule if not managed properly.

4.1,.2.1.a Modification planning. Verify by inspection that diagnostic implications have
been addressed in the TCTO.

Verificatdon Guidance
Use AFR 57-4.

+3.1.2.2 Diagnostic segments of the Request For Proposal. The sections of the
Request For Proposal (RFP) that address diagnostic issues shall be prepared.

Requirement Ratonale

To ensure that diagnostics receive appropriate emphasis in the system engineering activiges of
the Concept Exploration Phase, the requirements must be placed in contractual documents.
With the SOW and other applicable RFP provisions, potental contractors are able to scope,
plan, formalize, and price the required diagnostic actvities.

Requirement Guidance

A '

w The following sections of the RFP should include diagnostic requirements: Special Contract
Reqguirements (Section H), Instructions to Offerors (Section L) and Evaluaton Factors for
Award (Section M), the SOW, specifications, and the CDRL. Preparation of the RFP
diagnostic sections requires coordination with design, engineering, and logistic activities to

encure that there are no gans, overlans, or conflicts in requirements, Guidance for prenarine a

ouaa e whala fwde Gil 11V SEpd) WY wiipoy Wi WUliliiwig s L e e e il A T

SOW is included in Military ‘Handbook 245.

Special Contract Requirements

Usually, the Special Coniract Requirements section of the RFP will require the preparation of a
System Engineering Master Schedule (SEMS) to be submitted in response to the RFP. Itis
evaluated/negotiated during source selection and subsequently becomes part of the contract.
The SEMS consists of a series of selected events or milestones identifying the key engineering
tasks for each selected event and the success criteria for each key engineering task. Itisa
schedule ned to specific development event/milestone, rather than to ime. Key tasks necessary
to be completed for each event must be identified and measurable/verifiable criteria for task
completion must be defined. For each task, criteria must be established that defines successful
completon of the task. The criteria should be measurable and verifiable. Also, the SEMS can
be used to provide a basis for incentives tied to technical accomplishments. The SEMS should
be companblc with the System Engineering Master Plan and is the basis for derivation of all
subsequent detail planning. Supporting plans are derived from the SEMS. Thus, important
integrated diagnostcs milestones, the tasks that must be accomplished to achieve them, and the
criteria used to vcnfy completion of the tasks must be addressed. Examples of the type of

chanlAd ammene in the MAancant Rvnlamaanan CEAMQ ava Aacrrihad halAwe
BIIUWU QP pA-al 1L lll\- WUl L I—A}JIUAGUUI.I oYl aic GESCTIOCT CRIOW.

. a. SOW Task: System alternatives analysis/tradeoffs
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Demonstration Milestone: Analyses and‘tradco,ffs of various diagnostc alternatives
completed

Technical Tasks: Diagnostic allocation at system lcvel and initial feasibility and risk
analyses :

Decision Criteria: See4.1.2.4
b. SOW Task: System alternatives selection
Demonstradon Milestone: Systemn Requirements Review (SRR)

Technical Tasks: Initial diagnostic capability definition and SORD DSRD, and
specification diagnostic. input

Decision Criteria: See4.1.2.6
Instructons to Offerors

The Instructions to Offerors section of the RFP contains instructions on proposal preparation.
Emphasis should be placed on introducing the concept of ID. Although no standard format
exists for this section of the RFP, this section should address the need for managerial and
technical information to meet diagnostic requirements. For systems entering development after
September 1988, the OSD CALS policy of 5 August 1988 requires specific schedule and cost
proposals for integration of contractor technical information systems and processes in
acquisition plans, solicitations, and related documents. Emphasize that the conractor will be
judged on how well this integration is planned. Refer to the Air Force CALS Application
Guide for required implememation acuvities and recommended contractual language.

Evaluation Faqtors for Award

The Evaluation Factors for Award, Section M, should clearly indicate that ID and diagnostic
requiremnents will have a significant impact on contractor selection. The evaluation factors
should reflect the diagnostic content of the Instructions to Offerors (Section L) from both
technical and management points of view. Stress the fact that integrated diagnostics is part of
the system engineering process. Ensure that the contractor understands that [D should have
interfaces with reliability, mammnablhty, testability, human engineering, safety, t:ramzng, and
technical information requirements. Discuss the ability to use advanced technology in
addressing diagnostic issues. Emphasize the need to designate a single person who will have

the authonty and rpcpnnmhﬂny for the entire diagnostic oanahﬂnv This person should be the
same one rcsponsxblc for the performance capabxhty of the wcapon systcm

SOW

The SOW presents tasks to be performed by thc contractor during the development program.
The following is a sample SOW for the Concept Exploration Phase, which should be tailored
before applying to a specific program. The tailoring process may include requirements for the
contractor to perform specific actvities as presented in the ID Roadmap and, as deemed
appropriate, to apply the necessary emphasis for ID engineering, design, analysis,
development, test and evaluation, and documcmanon
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Smnplc Concept Exploration Phase SOW
Diagnostic Approach

The contractor shall define the diagnostic approach provided for the maintenance of each
system alternative. In accomplishing this definition, the contractor shall establish overall
diagnostic design objectives, goals, thresholds, and constraints that support mission
requirements and operational constraints in support of the system engineering process of MIL-
STD-499 and the logistic support analysis process of MIL-STD-1388-1. The following are
critical in this definition.

a. Translate weapon system mission and performance requirements into diagnosuc
requirements that support the mission scenario.

b. Establish requirements that allow for diagnostic growth as design proceeds through the
Wweapon system acquisition phases. :

c. Identfy diagnostics-reiated constraints driven by operational constraints of the system.

d. Identfy technology advancements that can be exploited in system development and
diagnostic element development and that can increase diagnostic effectiveness; reduce
requirements for maintenance; reduce test equipment, technical publications and
manpower and skill-level requirements; reduce diagnostic costs; or enhance system
availability.

e¢. Identify existing and planned diégnostic resources that have potential benefits (e.g.,

£ 1 £ + TIMCy TA <+ 3 ] £ Tt \
family of westers, TIDSs). Idendficaton of resocurce hmitations.

f. Idendfy existing diagnostic problems on similar systems that should be avoided.

The contractor shall define what constitutes a system failure and shall establish deferred main-
tenance, performance monitoring, embedded diagnostic, and external diagnostic objectives for
the new system at the system and subsystem levels, The contractor shall identify the risks and
uncenainties involved in achieving these objectives .

The contractor shall establish BIT, test equipment, technical information, and maintenance
manpower and skill-level constraints for the new system for inclusion in system specifications
or in other requirements documents, These constraints shall be both quantitative and qualitative
constraints. :

The contractor shall evaluate alternative diagnostc concepts to include varying degrees of BIT,
manual and automatic testing, technical information format and delivery systems, and
personnel and training along with deferred, preventive, and scheduled maintenance concepts.
The conmractor shall identify the selected concept. The evaluation shall include the following.

a. The sensitivity of system mission performance, readiness and safety parameters to
variadons in key diagnostic element parameters

b. The sensitvity of life cycle costs to variations in diagnostic eilement parameters
¢. The manpower and personnel implications of alternative diagnostic concepts in terms of

direct maintenance manhours per operating hour, job classification, skill levels, and
experience required at each level of maintenance
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d. An estimation of the risk associated with each concept
Diagnostc Specification Development

The contractor shall develop specification requirements that shail allocate diagnostic
requirements to applicable design levels. These specifications should address fault
detection/fisolation, repair verification, performance and condition monitoring, and damage
assessment as needed to enable the wcapon system to meet operational needs. D:agnosuc
requirement development and tailoring, for input to specification development, is addressed in
Appendix B of this standard and in AFGS-87256.

Integrated Diagnostics Program Plan (IDPP)

The contractor shall develop an IDPP in the format shown in Appendix C. The plan describes
the time phasing of each task included in the contractual requirements and its relationship to
other tasks. Diagnostic issues that relate to reliability, mairitainability, logistics, human
engineering, safety, diagnostic maruranon etc., should be addressed in each of these
individual program plans.

Diagnostic Program Reviews

As part of the SRR, the contractor shall conduct a review of the diagnostics approach in
relation to the above requirements; conduct and document diagnostic design reviews with
performing activity personnel and with subcontractors and suppliers; coordinate and conduct
diagnostic reviews in conjunction with reliability, maintainability, human engineering, and
logistic support reviews, whenever possible; and utilize MIL- STD-1521 and program review
criteria contained in MIL-STDs 470, 785, 2165, and 1388-1 as guidance.

CDRL recommendations.

The following is a recommended list of data deliverables for inclusion in the CDRL.

1. IDPP: The only deliverable specifically for diagnostics, it may be included as part of
other documents, such as the SEMP. (sce Appendix C) -

2. Current Diagnostic Capability Baseline Analysis Results:
DIi-S-7116 Comparative Analysis Repbrt, MIL-STD 1388-1, Task 203.2

3. Recommended System - Level Diagnostic Performance and Approaches (specification
* preparation is optional):

DI-CMAN-SOOOS System Spec:ﬁcanon, AFGS- 87256 M}L STD 490 Appen I

DI-MCCR-80025 Preliminary Sofiware Requirements Specification, DOD-STD 2167

DI-T-7199 Testability Analysis chon MIL-STD 2165 Task 201.2.4
4. Diagnostic Implementation Feasibiliry/Risk Reducnpn Proposals:
DI-T-7199 Testability Analysis Report, M[L—STD 2165, Task 201

5. Documented results of dmgnosuc asscssment asan mtegml part of System
Regquirements Review documentation.
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DI-A-7088 Conference Agenda, MIL-STD 1521, Appendix A
DI-A-7089 Conference Minutes, MIL-STD 1521, Appendix A

The above DIDs have been identified from the AMSDL as candidates to obtain the informadon/
data contractually to sadsfy the stated deliverables. The candidate DIDs, in most cases, must
be tailored to meet the diagnostic requirements.

Data deliverables may be identified by DIDs cited in MIL-STD-2165 or by other programmatic
military standards and as tailored by CDRLs,

4.1.2.2 Diagnostic segments of the Request For Proposal. Verify that appropriate

diagnostic segments and provisions are in the Concept Exploration RFP, including the SOW,

the Evaluation Criteria, and the Instructions to Offerors, by inspecting these documents.
Verification Guidance

The following checklist should be used. |

Is there a requirement for a stnictured methodology to derive diagnostic requirements
from weapon system mission and performance requirements?

Does the RFP/SOW relate the importance of integrating diagnostic elements and of
meeting diagnostc requirements?

Is there a requirement for establishing the concept of diagnostic growth throughout the
acquisiton period and the inidal deployment?

Does the RFP/SOW reflect the need for a baseline comparison analysis (LSA task 203)
and feasibility/risk analysis?

Are all diagnostic elements addressed as an integrated capability as well as individually?
Verification Lessons Learned

Failure to verify the completeness, sufficiency, and correctness of diagnostic inputs to the RFP
may lead to inadequate contractor response to diagnostic requirements.

3.1.2.3 Diagnostic segments of program plans. Diagnostic inputs to the various
contractor-prepared management plans must be prepared.

Requirement Rationale
One of the initial contractual efforts undertaken after the award of contract is the preparation of
planning documents. The integrated diagnostic process must be clearly described in these
documents so there is a common understanding between the Government and its conmactors on
how integrated diagnostics will be accomplished.

Requirement Guidance

The IDPP is a key diagnostic planning document. Appendix C describes the format and
content of an IDPP. As an alternative to a separate IDPP, the required diagnostcs planning
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mformauon may be included in the SEMP and in various other management plans. If this
alternative is selected in lieu of the IDPP, the following guidance applies.

The preparation of a SEMP, which is composed of three parts, is based on MIL-STD-499.
Specific guidance reladng to the preparation of the diagnostic segments of this plan follows.

SEMP PART I -- Technical Program Planning and Control

This part of the plan should describe the contractor(s) organization and internal interfaces
required to integrate the dcsxgn of the diagnostic capability into the system engineering process.
Address the extent 1o which integrated diagnostics has been institutionalized within the
contractor's operating policies and procedures. A sin gle individual with the overall respon-
sibility and authority for implementation of the integration process shall be identified. A review
process should be described to ensure that the task 1s integrated across all involved functional
disciplines and that an adequate feedback system exists to redirect efforts 1o meet diagnostic
goals and requirements. Where subcontractors, or teaming arrangements with associate

contractors, contribute to the integration of the diagnostic capability, describe these

organizational interfaces and the planning and control functions to be implemented to ensure a
totally integrated effort. A schedule must be established for each of the tasks cited in the SOW.

SEMP PART II -- System Engineering Process

This part of the plan should contain a description of the process to be used in meeting the

overall program objectives and requirements, the gem'ral maintenance concept to be used to
support the system/equipment, and the contractor's methodology for arriving at the desired
diagnostic approach. Analysis and rade studies should be identified and the proposed
mcthodology for conducnng these studies described. Reference to models appmvcd by the
procuring activity may satisfy the methodelogy reqmrcmcnt If not, these models or
methodologies should be described, along with their capabilities and limitations. The

relationship and interface with the LSAs required by MIL-STD-1388-1 shouid be established.
SEMP PART Il -- Engineering Specialty Integration

During the Concept Exploration Phase, two major plans must be integrated with the SEMP: the
LSA Plan (LSAP) and the Integrated Suppon PLan (ISP). Other engineering specialty
functions and requirements are reflected in these plans. Thus, the SEMP must allow the LSAP
and ISP, along with their dxagnosnc contents, to be integrated with the system cngmecnng
function.

4.1.2.3 Diaonostic seements of program plar

2.3 Diagnostic seg o a _ v tha in te 108tiC
process has been included in the SEMP, the LSAP, the ISP, or the IDPP by inspecting these
documents. )
Verification Rationale
Inspecnon is the only feasible verification method.
Verification Guidance
Examine the SEMP, LSAP, ISP or the IDPP to see if they met the following.
1. Provide a vehicle for identifying the contractors' roles and responsibilities, thereby
helping direct and control the work of the program.
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2. Show how the pans fit together, providing a basis for coordinating related acuvities.
3. Provide a baseline for any change of scope.

4. Help everyone determine when the objectives have been reached and, therefore, when
the effort is complete.

The main evaluation factor is whether the SEMP, LSAP, and ISP demonstrate that ID is truly
an inregral part of the system engineering process.

Verification Lessons Learned

Front-end analysis is key to the proper implementation of integrated diagnostics. The lack of
proper front-end analysis will result in a fragmenied design and dcvelopmem without a proper
mix of diagnostic elements.

3.1.2.3.1 Data Sharing Plans. The contractor shall establish and implement formal data
sharing plans 1o ensure that functional organizations, team members, and subcontractors have
access to current diagnostic development information throughout the conccpt exploration
phase.

Requirement Rationale

Much of the technical data necessary to develop ID effectively in a system already exists within
a conrractor's facility. Some of this information, however, is not available to each group,
subcontractor, or team member involved with the development. This information is either not
distributed to the organizadons using it or is distributed too late to be of any practical use.
Conwractors that are involved in the defense business are typically subdivided into functional
organizations with specific areas of responsibilities or they subcontract out these
responsibilides. These discrete organizations or subcontractors/team members may have an
important part to play in developing high quality diagnostics. An effective means must be
established to allow communicaton of iteradve information between groups, contractors and
teamn members as the design concept progresses. Merely communicating necessary information
within the company or to other participating contractors is not sufficient, however, unless it is
done early and frequently in the development process. Otherwise, it becomes a documentation
task rather than a sharing of information for the purpose of influencing the design.

Requirement Guidance

The acquisition agency should instruct the contractor to define a formal data sharing plan (it can
be part of the system engineering management plan or the IDPP). The plan should address the
sharing of information used in the design of the weapon system. Appendix F gives examples
of the type of data elements and information that are required to perform diagnostic design
activities during Concept Exploration (data elements listed in Appendix F matrices and that
apply to the Concept Exploration Phase are those that have paragraph references beginning
with 3.1). The plan should also address the interface with information regarding the
performance of the diagnostic activity as it proceeds through demonstration, test and

evaluation, and maturation. The pian should describe (1) the types of information that will be

ndAdracnad tha Af thic infrrmme {2\ tha mathad far cha thic amfa
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among the various organizations involved in the design of the diagnostic capability, and (4) the

.method and frequency of updating the information contained in the data bank.
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Acquisition managers who have responsibility for preparing contract requirements addressing
digital delivery or access to weapon system technical informadon and functional requirements
for integration of contractor processes that create and use technical information should refer 10
MIL-HDBK-59, Deparunent of Defense Computer-Aided Acquisition and Logistic Support
Program Implementation Guide. This handbook provides the following.

A description of the integrated, shared data environment toward which Computer Aided
Acquisition and Logistics (CALS) is targeted and guidance on the contractor proposals and
plans for creating and using such an environment as required by the government

Guidance on the acquisition of digital data for technical manuals; technical data packages,
including engineering drawings, specifications, and book-form drawings; logistic support
analysis record data; and training materials

Guidance on requesting contractor proposals to improve weapon system reliability and
maintainability through integration of R&M computes-aided design and engineering

A formal data sharing plan should specify both the data elements expected to be shared and the

. functional organizations and participating contractors/team members that need to interact on
diagnostic design. Any integration of the data structure, such as neurral interface formats (e.g.,
IGES, EDIF, SGML, VHDL) that design systems support, should be discussed. Any ability
to interface design data with MIL-STD-1388-2 (LSAR) data should be discussed. The
contractor should disclose the ability to deliver digital data to the government in government
supported, standard formats in such areas as technical data, raining materials, analytical
models and analyses, software, operating manuals, support equipment data, LSAR data, etc.
Any ability for tools within the contractors, team members, and vendor's CAE system to share
data should be identified. Establishing iessons learned libraries should also be addressed.

@,

During the concept exploration phase, historical diagnostic implementation characteristics are
needed as a lessons learned tool. Results of design tradeoff studies, statements of constraints
on diagnostic budget in terms of real estate or response time, the criteria for determining
whether the diagnostics requirement is satisfied, and incremental design descriptions are also
necessary entries into an information system. Informagon system aids that facilitate the
integration of R&M into the design process should be included. '

It is essential to have frequent incremental releases of the most current information so that
functional organizations can assess the impact to integrated diagnostics based upon the current
changes in system design. If there will be subcontractors or a teaming among companies on a
contract, then data sharing among vendors (including GFE equipment) and tearn members must
be planned and impiemented among all involved in the design, fabrication, deployment, and
support of the weapon system for communication of diagnostic information. Standardizaton
of racking systems should be established early in the program, which would also include all
providing repair services (i.e., vendors, depots). The technical databases must include
provisions for describing, listing, and sorting on the electronically generated fault list
information that resides in memory-capable equipments. Provisions to sort this information on’
other parameters, such as work unit code, must also be detailed.

Subcontractors or team members must also make available to the contractor how a specific

component may fail, what the actual symptoms of a failure are, the different failure modes, and

the relationship of one to another. Vendors or team members should provide the internal

functdons/model of all application specific integrated circuits, programmable devices, and ,
hybrids. The company/organization doing the repair will also need this type of information

about the unit under test (UUT). In less complex units under test, an equivalent manual form
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of the information should be addressed. The contractor must also make available to the
subcontractors input regarding the weapon system built-in-test (BIT), built-in-test equipment
(BITE), and potental failure symptoms of all the specific modules that the aircrew members

can identify so that the diagnostc information can be formatted to support a symptom-based

diagnostc approach.

Depending on the contractor’s organizational structure and size, the data sharing plan may be
difficult to implement without automaton. Automation of the data sharing plan should follow
CALS Standards and Applicaton Guidance documents to provide assistance for the conracior
16 integrate the data systems and provide interface to the acquisidon authority. These
documents are as follows. ‘

MIL-STD-1840A, "Automated Interchange of Technical Information" - provides rules for
organizing files of digital data into a complete deliverable document using the supporting
CALS military specifications.

MIL-D-28000, "Digital Representatior: for Communication of Product Data: IGES
Application Subsets" - defines a series of application-specific subsets of the Inidal Graphi

Exchange Specificadon (IGES).

MIL-M-28001, "Markup Requirement and Generic Style Specification for Electronic
Printed Ourtput and Exchange of Text” - defines standard DoD requirernents for automated
publishing of page-oriented technical manuals and technical orders. It also defines a
common DoD-wide implementation of Intenational Standard ISO 8879 as well as defining
typographic tags and format rules for document compositon.

MIL-R-28002, “"Requirements for Raster Graphics Representation in Binary Format” -
defines engineering drawing and technical manual illustrations requirements for raster
graphics compressed in accordance with Internatonal Standard CCITT T.6, "Facsimile
Coding Schemes and Coding Control Functions for Group 4 Facsimile Apparatus”, and
FED-STD-1065. '

'MIL-D-28003, “Digital Representation for Communication of Illustration Data: CGM
Application Profile" - defines an application profile for delivery of technical manuai
illustrations using the Computer Graphics Metafile (CGM).

The contractor is free to construct and tailor the data sharing systern. MIL-STD should not
inhibit the contractor's ability to be innovatve.

Requirement Lessons Learned

Standard maintainability and reliability data is insufficient for proper integration of diagnostics
by the design team. Descriptions of specific tests failed are required, in addition to the codes,
such as "how mal" currendy collected. The developers of test equipment for the different
levels of maintenance must be able to communicate tolerance requirements and other pertinent
design parameters throughout the development process to prevent “built in” test discrepancies.

Contractors are beginning to automate their design process but most do not have established
methods for sharing information between in-house organizations, team members, or
subconmractors on an iterative basis. Most share data after a particular work area has completed
its job. Often, this is 100 late to influence the work of other functionat areas, and, as a result,
the diagnostics are not integrated. : .
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4.1.2.3.1 Data Sharing Plans. The formal data sharing plan and implementation shall
be verified by inspection.

The contractor is being required to formally document and implement the plan for sharing

~ diagnostic information within his organization, among teamn members, and subcontractors
(vendors). The acquisition agency must be able to review the plan and examine actual
implementation of the procedures. This examination can best be accomplished by inspection.

Verificaton Guidance
The following checklist should be used.

1. Does the data sharing plan address the establishment of a common database for
diagnosucs, which includes data elements gcncnted from various "ility” functions
(reliability, maintainability, testability, human engineering, safety, logistics)? Does it tie
this database 10 diagnostic design activitics?

2. Does the data sharing plan define the timing of incremental releases of the most current
design information in order for functional orgamzanons to assess the unpas:t of the
changes to integrated diagnostics?

3. Does the common database have access to historical diagnostic capability performance
data from similar systems and equipments?

4. Does the plan address the interaction between DaD, contractor, and subcontractor data
systems?

5. Is the interface with the DoD CALS program defined?

Y N, . J PR

3.1.2.4 uug nostic requiremenis derivaiion anu auocauon Ulagnosuc
requirements and initial diagnostic approaches based on weapon system needs shall be defined.

Requiremcm Rationale

The definition of diagnostic requirements and alternative approaches to meeting those
requirements must be established early in the weapon system life cycle to introduce diagnostic
considerations into the initial design concepts and to maximize life cycle cost savings and
weapon system supportability. Initial design decisions made in this phase may improperly

!perr:nn d\no'nnch{‘ deman antione if diaonnctic reqnirementc are not adgnnsm-lv concidersn

estrain diagnostic design options if diagnostic requirements uately considered.
Requirement Guidance

Analyses should be performed early in the weapon system life cycle to define dlagnosuc
requirements at the system level, usually down to the segment and element levels, and to
develop ininal dlagnosuc approach alternadves for each alternative weapon system
configuradon.

These analyses should address system design alternatives for the Demn/Val Phase of the
program. A preliminary diagnostic concept is generated from analysis and trades of altemnative
diagnostic capabilities. Diagnostic capability profiles are derived from analysis of the impact of
prioritized weapon system characteristics on the diagnostic elements. Optimized diagnostc
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concepts and goals are generated for each alternative weapon system configuration, based on
preliminary diagnostic capability profiles. The results of these tradeoffs are essential for the
collation activity of the diagnostic allocation process described in Appendix B. General
guidance is provided in MIL-STD-499. A generic methodology for deriving diagnostc
requirements is contained in Appendix B.

Specifically, this requirement can be satisfied through a structured, analytical process based on
the generic methodology contained in Appendix B, in conjunction with a multitude of task
descriptions and guidance contained in other programmatic MIL-STDs and MIL-SPECs. Of
particular applicability is Task 201 of MIL-STD-2165, which addresses establishing testability
requirements. Several other MIL-STDs and MIL-SPECs that have a direct interface with
deriving diagnostic requirements are listed below, with their specific interfaces contained in
20.5 of Appendix B.

MIL-STD-470 Maintainability Program for System and Equipment
MIL-STD-785 Reliability Program for Systems and Equipment Development and
Production
MIL-STD-882 = System Safety Program Requirements
MIL-STD-1388-1 Logistic Support Analysis
MIL-H-46855 Engineering Requirements for Military Systems, Equipment,
and Facilities.

Deriving diagnostic requirements. Diagnostic requirements should be derived from operational
needs and allocated systematically to ensure diagnostic requirements and any associated
accuracies support the weapon systems mission needs within operational constraints.
Applying guidance from Appendix B, the following actvities {steps) should be taken.

a. Translate operational needs. In the Concept Exploration Phase, translation is a critical
activity because this should be the initial effort to identify the role diagnostics must play in
allowing the weapon system to perform its mission. Proper translation can identify needed
diagnostic coverage while avoiding unnecessary reductions in the design flexibility that
exists in this phase. A typical source of operational needs in this phase would be the
program SON, PSOC, or RFP. Identify those operational needs that will drive the
diagnostic requirements and isolate applicable diagnostic needs as discussed in Appendix
R

b. Collate the diagnostic needs into diagnostic requirements. Using the generic diagnostic
requirements from AFGS-87256, create a sct of diagnostic requirements that covers the
diagnostic needs from a above and any additional needs for diagnostic information from
design decisions made in this phase., Ensure complete coverage of the design levels being
addressed in the Concept Exploration Phase and include any other diagnostic requirements
that may be known about design levels not yet addressed. -

Allocating diagnostic requirements. Allocation of diagnostic requirements in the Concept
Expioration Phase is important because the initial implementation steps made in this phase are
critical. There should be some assignments of resources to accomplish those requirements
applicable to the design levels being addressed, typically the system, segment, and element
levels. These resource assignments are the first steps in implemention that establish the initial
diagnostic mix that will influence, but not dominate, decisions on implementing diagnostic
requirements in the follow-on phases. These initial implementations should also create a need
to pass down requirements for supporting diagnostic information from many subfunctions, as
few requirements can be fully met in this phase. There also should be some diagnostic
requirements that concern functions at design levels yet to be addressed, such as validation of
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depot repair of all SRUs. These requirements should be acknowledged now but passed down
to lower design levels, assembly or component in this case, for implementation.

Requirement Lessons Learned

Diagnostics (including testability) is a distinct characteristc of design. Deferral of diagnostic
efforts to the Dem/Val or FSD Phases has resultcd in expensive logistic support work-arounds
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4.1.2.4 Diagnostic requirements derivation and allocation. Verify by checklist
evaluation that the weapon system diagnostic requirements and diagnostic approaches for
entering Dem/Val are based upon ‘weapon system needs.

Verification Rationale

The most effective method to determine that the required analyses, wadeoffs, and tasks were
nerformed is to use a checklist to \dpnhfv actvity that must be nerformed as part of this
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Verification Guidance
The foliowing checklist can be used to verify that the prime system analyses and tradeoff

studies consider all of the diagnostic elements to the level appropriate for the Concept Ex-
ploration Phase.

1. Were diagnostic requirements derived from mission, maintenance, and safety needs and

traceable back to these needs?

2. Were technical evaluations and studies conducted to determine the optimized goals of the

diagnostic element preliminary design concept?
3. Was logistic support considered in the technical evaluation and tradeoffs?
4. Was the feasibility of producing the embedded diagnostic elements considered?

5. Was the impact of the dJagnosnc clement’s preliminary design concept on LCC
determined through LCC analyses and trades?

6. Were all of the following diagnostic elements addressed in the above checklist?
Embedded Diagnostics

System Level
System Integrated Test (SIT)
Design for Testability {(inciudes BIT)
Online status monitoring

Element Leve!
Design for Testability (includes BIT)
Diagnostic interfaces

External Diagnostics
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Offline test equipment compatbility with maintenance concep!
Impact on technical data requirements

Impact on manpower and skill-level requirements

Impact on raining requirements

Diagnostic data collection requirements

3.1.2.5 Diagnostic inputs.to the Test and Evaluation Master Plan. Diagnostic
inputs shall be incorporated into the Test and Evaluation Master Plan (TEMP).

Requirement Rationale

Test and evaluation is an essental par of the diagnostic capability maturation process.

Thorefare diaonoctic jeclies < heaty o r i
Therefore, diagnostic issues should be addressed in the TEMP.

Requirement Guidance

" DoD Difective 5000.3 is the policy document that requires the preparation of a TEMP. This

directive is amplified by AFR-80-14, Research and Development Test and Evaluation. The
TEMP is the basic planning document for all test and evaluation for a particular acquisition.
During Concept Exploration, test and evaluation issues play a significant role in the selection of
the preferred diagnostic alternatives, since the test and evaluation of the diagnostic capability is
a significant problem. Emphasis should be placed on diagnostic aspects of high-risk
development efforts that will be conducted during the subsequent acquisition phases.

DoD 5000.3-M-1 contains the guidelines for preparing a TEMP. Chapter 2 contains the format
for the TEMP, in which Part II relates to DT&E and Part IV deals with OT&E. Each of these
paris deals with a significant number of diagnostic issues, such as reliability, maintainability,
logistics, safety, software, and training. Care should be exercised, especially at OT&E (both
interim and follow-on), to ensure that the entire diagnostic capability will be evaluated.

Requirement Lessons Learned
One of the major lessons learned-in the acquisition of presently deployed aircraft is that test and

evaluation of the entire diagnostic capability must be undertaken at OT&E. The inidaton of the
TEMP during the early phases of the weapon system acquisition ensures that the conmractor and

the Air Force will understand that test and evaluarion of diagnostc capability will be an
important factor. Thus, attention will be given 1o the timely development of the entire
diagnostic capability.

4.1.2.5 Diagnostic inputs to the Test and Evaluation Master Plan . Verify that
adequate diagnostic inputs have been made to the TEMP. .

Verification Rationale
Inspection of this pian is the only practical method available for verificaton.
Verification Guidance
Use DoD Directive 5000.3-M-1 and the following checklist to verify the adequacy of the

TITLAT
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1. Have diagnostic-related inputs to the TEMP been included?
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2. Have diagnostic aspects of high-risk items been given special consideration?
3. Has emphasis been placed on evaluation of the entire diagnostic capability?

4. Is there a logical relatonship between the TEMP and the diagnostic maruration program
plan?

Verificadon Lessons Learned

Without proper verification of the TEMP, diagnostic tests and evaluation may not occur in a
tmely and effective fashion.

3.1.2.6 Diagnostic capability during System Requirements Review. A review of
diagnostic requirements and the analysis that lead to the selection of the preferred diagnostic
approach shall be included during the System Requirements Review (SRR).

" Requirement Guidance
+ The diagnostic portion of the SRR should be conducted with MIL-STD-1521, Appendix A, as

a guide. The diagnostic review should analyze the system items thar are related to diagnostics.
The following items should be reviewed, as appropriate.

Mission and Requirements Analysis Program Risk Analysis

Functional Flow Analysis . Integrated Test Planning

Preliminary Requirements Allocation Technical Performance Measurement

System/Cost Effectiveness Analysis Engineering Integration

Trade Studies System Safety

Synthesis - Human Factors Analysis

Logistic Support Analysis ‘ Life Cycle Cost Analysis

Specialty Discipiine Studies Manpower Requirements/Personnel
Analysis

Specification Generation Milestone Schedules

The diagnostic review should also address the impact of the items lisied above on the
diagnostic pieces listed below.

Designed-in Reliability, Prognostics, and Testability
Self-Test, Built-In Test, System Integrated Test
Support Equipment, TIDS

Technical Data

Personnel Skill Requirements

Training and Training Devices

Requirement Lessons Learned

Lack of front-end attention to designing diagnostic capability can lead to inadequate weapon
system readiness, excessive LCC, and wasted manpower.

4.1.2.6 Diagnostic ;:apability during System Requirements Review. Verify by

analysis that proper methods are used to ensure that the diagnostic segment of the SRR will
correctly evaluate the preliminary diagnostc concept of the emerging system/equipment.
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Verification Rationale

Analyses are the most effective verification mcthod during an SRR and are in accordance with
MIL-STD-1521 procedures.

Vcriﬁcation Guidance
MIL-STD-1521, Appendix A, provides procedures and guidance for the SRR. The procedures
and listed items must be reviewed from a diagnostic perspective. The following checklist may

be helpful.

1. Does the contractor have a corporate policy identifying procedures for internal reviews
as well as customer required reviews?

2. Is emphasis being placed on technical interchange meetings between contractor and
customer rather than large-scale reviews?

L ]
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risks, included in these reviews?
4. Are diagnostic reviews held as an ihtcgra] part of the Prime Systemn Review?
Verification Lessons Learmed
Reviews must be conducted as a "single" review, not a number of separate reviews conducted

in paraliel (e. g., logistics, maintainability, prime system). Integrated diagnostics, being part

of the systemn engineering process, must be an integral pan of the nnme system review SRR.
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3.1.2.7 Diagnostic specifications. Diagnostic requirements resulting from the
preliminary diagnostic analysis and oprimizarion tasks shall be incorporated into the system
specification or equivalent requirermnent documents.

Requirement Rationale

Continuation of the diagnostic capability acquisition into the Dem/Val or FSD depends on
establishing requirements that can be incorporated into the solicitations, proposals and contracts
for those phases.

Requirement Guidance

Tailorable diagnostic requirements for input to specifications are contained in AFGS-87256,
3.1 and 3.2

4.1.2.7 Diagnostic specifications, Verify-that diagnostic inputs have been made to the
system specification or equivalent requirement documents by inspecting these documents.

Verification Rationale

Inspection is an effective way to verify that diagnostic requirements have been entered into the
required documents.
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Verification Guidance

See AFGS-87256,
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d 4.2 for verification of specific diagnostic requirements that lead 1o
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3.1.2.8 Diagnostic inputs to the System Operational Requirements Document.
Diagnostic inputs to the System Operanonal Requirements Document (SORD) must be
provided to establish the basis for developing and tracking the diagnostic capability.

Requirement Rationale

The SORD is the requirements and planning document that addresses operational and support
needs. It amplifies and refines the SON. The SORD and its attached Requirements Correlation
Matrix (RCM) document and track the goals and requirements that influence the design of the
diagnostic capability.

ch_uircment Guidance

Use AFR-57-1, Operational Needs, Requirements, and Concepts, as a guide. An RCM is
attached to the SORD. Formats for both the SORD and the RCM are included in AFR-57-1.
The RCM lists parameters and requirements that the system must have to accomplish its
intended mission, and is used to document and track the formulation of and changes to these
user requirements as they evolve through the program acquisition process.

Anachment 6 to AFR-57-1 provides the format for the SORD. The content of the SORD
evolves with the design of the weapon system. The SORD is prepared by the using command
early in the Concept Explorauon Phase and must be approved prior to Milestone I. Inputs
relative to the system's diagnostic capability should be reflected throughout the SORD.
Particular attention should be paid to th; following two paragraphs in the SORD format.

Combat or Mission Rehablhty and Mamtamabmty (IV.A 1.b). This parag'raph recogmzes
the need for different performance C&p&omuc& DdSt‘:u ON mission profiles and environmental
conditions, which are critical to accomplish each mission requirement. This is one of the
major requirements that influence the design of the diagnostic capability. In addition, this
paragraph should further amplify the SON statements conceming the diagnostic capability

and how these requirements are rcﬂecled in the RCM, such as the following.

Inflight monitoring Failure latency
Fault isolation Fix rate
Vertical fecta}nl {C'NDs. RTOKQ

s Satiaa r--—..'... i1 ]

Logistics Reliability and Maintainability (IV.A.1.c). This paragraph should amplify the
SON staternent for a diagnostic data recording and analysis capability by citing quantitative
- efficiency and effectiveness measures for the capability (e.g., cost, time, accuracy).

Select SORD diagnostic wording with two concerns. First, provide the general concepts and
needs that will be expanded or clarified by the RCM parameters. Second, avoid specifying
diagnostic-only requirements before trades or analyses have begen made to determine values that
best support operational needs. Such SORD statements may be limited to highlighting the
major needs for diagnostic coverage and putting limits on diagnostic accuracy based on top-
level program metrics. These statements should lead to analyses during the upcoming phase
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. that isolate specific requirements and accuracy metrics for diagnostics. The following are
examples of such SORD statements.

The system level

The diagnostic capability to detect, isolate, and report faults needed to support mission,
maintenance, and safety decisions of the (w/s name) shall be provided using an
integrated combination of all available diagnostic resources, with an accuracy that, in
conjunction with other relevant factors, permits accomplishing the mission within
program constraints.

The segment level

The diagnostic capability to detect and report fauity mission critical functions to support
mission decisions shall be provided with an accuracy that permits, along with other
relevant factors, a mission completion success probability of at least __

The diagnostic capability to detect and report faulty safety critical functions to support
safety decisions shall be provided with an accuracy that precludes, along with other
relevant factors, exceeding an accident rate of not greater than __
The diagnostic capability io detect and repor faulty sysiem functions o support

' maintenance decisions shall be provided with an accuracy that permits, along with other
relevant factors, a ratio of maintenance man hours per flying hour of not greater than

. Appendix E, 60.2 lists operational parameters along with their diagnostic impact. This
appendix section should aid in tajloring the above sample SORD statements or in creating other
diagnostic statements applicable to a given situation. Statements more specific than the above
may be used if the dcsugn has progressed to a detailed level. Use the requirements denvaton

and allocation p PIoCEss in npyuuda.x B and AFGS- 8?256 o generald more SP’QNF" dmg"“c""
!'eqlllrcments

The format for the RCM is contained in Attachment 8 to AFR-57-1. The RCM contains both
requiremnents and goals, which become requirements as the design of the weapon system

- progresses. The RCM documents the growth of diagnostic measures as the system proceeds
through the development process. By carefully selecting operatonal and support parameters
for the RCM it should be possible to ensure that the final diagnostic capability meets these
parameters without constraining contractor innovation. Appendix E, 60.2 may also be used to
relate RCM parameters to their diagnostic impact.

Requirement Lessons Learned

Ignoring diagnostics in the SORD can lead to unsatisfactory diagnostic capability. However,
specifying diagnostic-only requirements in early program documents has not been an effective
alternative (e.g., 95 percent FD/FI has proven difficult for design and verificaunon).
Diagnostic requirements are usually only one facet of a higher operational or support
requirement (e.g., fault isolaton is actually a component of requirements for mission capable
rates, utilization rates, man hours per flying hour, etc.). By specifying proper operational and
support parameters in the SORD and RCM and by ensuring that contractors use these
parameters in a system engineering approach, the resultant diagnostic capability will support
. the major requirements without unnecessarily constraining contractors.
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4.1.2.8 Diagnostic inputs to the System Operational Requirements Document.
Verify that appropriate diagnostic inputs are included by inspecting the SORD and the RCM.

Verificadon Ratonale

Inspecton is the most effective venficauon method, as guldancc is included in AFR-57-1 and
the following checklist .

Verification Guidance

Inspection of inputs to the SORD/RCM should be the responsibility of the implementing
command. Guidance in AFR-57-1 should be followed in addition to the following checklist.

1. Are the proper operational and support parameters specified, to drive development of
diagnosuc requirements? See Appendix E, 60.2 -

2. Are any diagnostic-only requirements based on mission needs and operational
constraints and are they verifiable?

3. Are diagnostc issues, goals, and requirements reflected throughout the SORD for all
elements that make up the diagnostic capability?

4. Have provisions for diagnostic growth been included?
Verification Lessons Learned

Establishment of inadequate or inappropriate diagnostic rcqulrcmenls often result in an
inadequate or unverifiable d1agnosuc capability.

3.1.2.9 Dnagnostlc inputs to the Depot Support Requirement Document.

on -, vy ALY 1T + MODTH t ha nenuridad o
Dlasuesnc inputs to the D\.yot Supyv“ P\\Aiuublllcul. Dwuﬂ'ieﬁt (Lanar) Must o€ proviaec 1o

establish the plan and requirements for providing both Depot maintenance and material support.

Requirement Rationale
The DSRD is the planning document for Depot support. It supports the SON and the SORD.
' Requirement Guidance

AFR-57-1, Operational Needs, Requirements, and Concepts, should be used as a guide. The
DSRD is prepared and issued in parallel with the SORD. Attachment 9 10 AFR-57-1 is the
format for preparation of the DSRD. The content of the DSRD evolves with the design of the
weapon system. The initial version is required at Milestone 1. The system's diagnostic
capability should be reflected throughout the DSRD for all diagnostic clements used in the
depot. Particular attention should be paid to the concept of vertical testability which, at depot
level, promises the use of ATE common with other maintenance levels. This topic should be
addressed under the MATE section of the DSRD (Section 2d of Attachment 9 to AFR-57-1).

Requirement Lessons Learned.

Improper attention paid to ca:ly planning for depot support can result in lengthy and cosﬂy
periods for ransitioning from contractor to Air Force support.
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4.1.2.9 Diagnostic inputs to the Depot Support Requirement Document. Verify
that appropriate diagnostic inputs are included by inspecting the DSRD.

Verificadon Radonale

Inspection is as the most effective verification method since guidance is provided in AFR-57-1
and the following checklist.
Verification Guidance

Verification is achieved by inspection and analysis of inputs to the DSRD. This verification
should be the responsibility of the implementing command. Guidance in AFR-57-1 should be

followed. In addition, the following checklist should be used

e e

1. Have verucal testability requirements been incorporated?.
2. Have the diagnostic elements that compose the diagnostic capability been integrated?

3.1.2.10 Diagnostic inputs to System Concept Paper. Diagnostic inputs must be
included in the System Concept Paper (SCP). -

Requirement Rationale

The SCP is used to summarize the result of the Concept Exploration Phase, to describe the
weapon system acquisition strategy, to identfy concepts for the Dem/Val Phase, to state
reasons for eliminaung alternatve systems, and to establish goals and thresholds to be met at
Milcstorg II. Diagnostc capability issues that affect the goals and thresholds must be included
in the SCP.

Requirement Guidance
See DoD Instruction 5000.2, F3, and enclosure 4 for guidance on SCP contents

Requirement Lessons Learned

Failure to include diagnostics in the SCP inhibits planning for the diagnostic impact on
Dem/Val Phase goals and thresholds. Resulting diagnostic funding constraints and insufficient
diagnostic requirements will inhibit the diagnostic effort during Dem/Val Phase.
4.1.2.10 Diagnostic inputs to System Concept Paper. Verify by checklist
evaluation that the diagnostic impact on SCP issues, defined in DoD documents, is included in
the SCP.

Verification Rationale
Inspection is the most effective verification method as guidance is included in DoD Instruction
5000.2, Enclosure 4, and the following checklist.

Verification Guidance

Inspection of the SCP is conducted by reviewing the guidance in DoD Instruction 5000.2,
enclosure 4. In addition, the following checklist should be used.
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1. Does SCP adequately address all aspects of the proposed diagnostic capability in
relagon to weapon system performance, cost, and manpower implications?

2. Has a risk assessment of the diagnostic capability been addressed?
Verificadon Lessons Learned

Verification of the diagnostic content of the SCP, without inspection by persons with a good
understanding of diagnostics, can result in an inferior SCP. With the present emphasis on the
need for improved weapon systcm diagnostics, this could result in delays in approval for
proceeding into Dem/Val or even in more drastic consequences.

3.1.3 Demonstration/Validation (Dem/Val) Phase

3.1.3.1 Diagnostic segments of the Program Management Plan. The diagnostic
segments of the Program Management Plan (PMP) shall be dcvcloped or, if previously

inidated. reviewed and n pr'iamd for consistency \mrh current nmmm direction.

2= B EMRl, s m A S i e Ll55

Requirement Rationale

Integrating diagnostic requirements into the Dem/Val Phase PMP enables diagnostics tasks to
be properly funded, performance to be reviewed, and parametric values, such as FD/FI levels,
to be specified prior 1o initiating the FSD Phase.

Requirement Guidance

This requirement is composed of a number of subordinate requirements in 3.1.3.1.1 through
3.1.3.1.3.2 below. "

For those acqulsmon programs that have performed a Concept Exploration Phase, this
requirement provides for updanng the diagnostics-relevant sections of the PMP for the
Dem/Val Phase. For those acquisition programs that are initiated at the Dem/Val Phase, this
requirement defines the inputs that are required in the diagnostics-relevant section of the PMP.

This requirement is achieved through the application of the procedures stated in the applicable

MIT . €TTc and e
MIL-STDs and Air Force regulations and pamphlets. Documents that are used to accomplish

this requirement include the following.

MIL-STD-499, 5.1, 10.1 . Engineering Management

MIL-STD-1388-1, Task 101 Development of an Early Logistic Support
Analysis Strategy.

AFSC P 800-3, Atch. 3,4 A Guide for Program Management

AFR 800-8, Atwch. 5 ILS Program

AFSC/AFLCR 800-23, 4 Policy for Modular Automatic Test Equipment

AFLC/AFSCP 800-34, Ch. 7 Acquisition Logistics Management

AFR 80-14 ‘ Test and Evaluation

AFR 800-2, Atch 3 Instructions for Developing and Preparing PMP

AFR 800-12 Acquisition of Support Equipment

4.1.3.1 Diagnostic segments of the Program Management Plan. Verify by
inspection that the diagnostic requirements have been incorporated in the applicable sections of
the PMP.
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Verification Guidance
Inspect the PMP using guidance in documents identified in 3.1.3.1.

3.1.3.1.a Modification planning. Include the approach to satisfying diagnostic
requirements in modification plans. -

PP S, [P

Prime systems and equipment being modified may also require modifications to their diagnostic
capabiliges.

Requirement Guidance

System and equipment modification plans, Classes III, IV, and V, are documented in a Time
Compliance Technical Order (TCTO), in accordance with AFR 57-4, Modification Approval
and Management. Pay attenton to the following when preparing this document.

Adequacy of the present daignostic mix at each maintenance level

Possible diagnostic hardware and software changes based on prime equipment

mnadificatione and their intearation (& o verrical tect eomnanhility)
AbdWvbdd b bl bd WS A Gl bl bl dwidd lllbvel“uvll \UQED' ¥ wrdh Akl b UUI.A’J‘HVQ.I.J F*

Test and evaluation of the entre diagnostic capability relating to the prime equipment
modifications.

Y o |

— v I L [
riclaing oI modiiicd alagnosue ¢

[ VRPN TRNRPE LY . Sy . Ay
OLLY WIL THOALLICA pilie Lyuipliiiii.

pability conc
chuirémcm Lessons Learmned

The diagnostic implications of system and equipment modifications can adversely impact
performance, cost, and schedule if not managed properly. '

4.1.3.1.a Modification planning. Verify by inspection that diagnostic implications have
been addressed in the TCTO.

Verification Guidance
Use AFR 57-4.
3.1.3.1.1 System engineering and configuration (PMP Section 4). A
requirement for diagnostics capability shall be included in the system engineenng management

approach included in the PMP.
' Requirement Rationale

This section of the PMP describes the overall approach to be taken in system engineering.
Since the diagnostics process must be integrated into the prime system/equipment system

engineering process, it should be included as part of the program effort that is defined in this
section of the PMP.
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~ Requirement Guidance

This section of the PMP requircs that the following topics, which have a relationship to the
diagnostc capability, be defined from a system engineering management perspective. Included
with each identified topic is the diagnostic element relationship.

Topic 1: Describe the program effort for defining the preferred system configuration
(system definition), engineering/technical management, and the i mtcgranon of
engineering and specialty programs.

Diagnostic Rclanonshxp Include, as appropriate, in the program effort
description the 1dcnnﬁcanon of both the embedded and external diagnostic
elements.

Topic 2: Include summaries of plans for risk reduction programs, technical reviews
and studies, and analyses (pamcula:ly life cycle cost analyses) .

Diagnosti cRc.a..onshxy .,“-...g"..osnc-"ccuhn: tradeoffs (e.g., BIT vs

ATE) and agnosuc-rclatcd portions of wadeoffs and analyses should be
included in the summaries or plans.

In eruEmnary of the planned approach for system engineering and engineering management,

ude the diagnostic relationship, as appropriate, as shown below.

1. Engineering definition of the complete system: Include the diagnostic elements as part
of the engineering definidon.

2. Reliability, maintainability, human engineering, vulnerability, survivability, value
engineering, quality assurance, producxblhty, and technical performance measurement:
Include for each topic the appropriate diagnostic element impact.

3, Comnutcr computer programs, and gssgglg_;gg c_igggmgnt_aggn to be used as part of th

systcm or eqmpment and that are necessary for support Description of d1agnost1c
element (e. g., BIT, SIT) computer resource requirements shouid be mcludcd

4. Brief description of the approach in achlevmg a total systcrn safety program: Briefly

Aacmmlie tha dinsm acti~ ommnat ne cerotmme onfntr: no mome of tha acroen ] dac et e o

Qescrioe e Wia gl i.l.l.lpd.bl Il aybu:m bd-l.Cly a> paii ¢ OVerai ucu..upuuu

5. Human factors, to include personnel planning information and training requirements:
Include the diagnostic capability impact on the personnel and training requirements.

Requirement iessons Leamed

Omission of the diagnostic elements in the system engineering managemcm approach usually

leads to their omission from the LCC analyses and the program budget. Without funding, the
diagnostic element requirements will not be accomplished in a timely, efficient, and sufficient
manner.

4.1.3.1.1 System engineering and configuration (PMP Section 4). Verify by
inspection that this section of the PMP is correct.

Ln
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Verification Guidance
AFSC P 800-3, Attachment 4.5, contains a checklist that can be used.

3.1.3.1.2 Requirements for test and evaluation (PMP Section 5). Early planning
for diagnostc test and evaluaton shall be included.

Requirement Rationale

Incorporating diagnostic critical issues, areas of risk, and specific test objectives provides the
planning focus and guidance for the DT&E and OT&E to be performed on the system
diagnostcs. Early planning during the Dem/Val Phase will ensure timely diagnostic evaluauon
and testing to reduce risks and cost overruns and implementation of required procedures.
Additionally, the diagnostic inputs to the PMP will allow for appropriate budgeting of funds to
carry out diagnostic test and evaluation.

Requirement Guidance

This requirement is satisfied by analyzing system operational needs and goals using procedures
contained in the following policy documents.

DoDD 5000.3 Test and Evaluation
AFR 80-14 Research and Development Test and Evaluation
AFSCP 800-3, atch. 4, 6 A Guide for Program Management

4.1.3.1.2 Reqmrement for test and evaluation (PMP Section 5). Verify by

inspecrion that cenmral issues, areas of risk. and specific tast obiectives for di dmonncnc T&E have

ALAC i bWl AL Wil i AUy R WD WL S L0y el Fpeaasde twls VA jhwad V2 257 Lie

been appropriately identified and incorporated into the PMP, Secnon 5.
Verification Guidance

AFSCP 800-3, Attachment 4.6, furnishes a checklist of information to be included in this
section of the PMP.

3.1.3.1.3 Requirements for Integrated Logistics Support (PMP Section 9).
The interface between integrated diagnostics and Integrated Logistics Support (ILS, from both
design and suppor aspects, must be identified and implementation procedures must be defined.

Requirement Rationale
The mcorporanon of integrated diagnostic requirements and plans into the PMP and the logistic
program planning provide the up-front baseline focus for the studies and rades required to
develop the diagnostic support elements for the system. In addition, the diagnostic inputs to

the ILS section will allow for appropriate budgcung of funds to carry out the required analyses
under the LSA effort.

Requirement Guidance

This requirement is satisfied through the analysis of system operational needs and prchmma:y
conceptual specifications, based on procedures contained in the following documents:

AFSCP 800-3, Atch. 4, 10 A Guide to Program Management
AFR 800-8, Atch. 5 Integrated Logistcs Support (ILS) Program
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MIL-STD-I388-1. Task 101 Development of an Early Logistic Support .‘
Analysis Smategy.
Additional guidance may be found in 3.1.3.1.3.1 and 3.1.3.1.3.2.

4.1.3.1.3 Requirement for Integrated Logistics Support (PMP Section 9).
Verify by inspection that pertinent diagnostic information is incorporated into ILS (Section 9)
of the PMP in the appropriate context and level of detail so that a definitive, coordinated

nraoram i1c Anriirantad
PAOgIAII I5 GOCUITICTIGG.

Verificatton Guidance

Guidance material in the form of narrative and comparative charts can be developed to
assist tailoring a mix of diagnostc design, LSA, and ILS elements for any particular
system. This guidance matenial should address such items as the following.

Identification of the interface between the diagnostic analysis and allocation
process in relation to the LSA.

Ensurance that all diagnostic elements are included in the ILS program and
sufficient funds exist for development, acquisition, and support of these
diagnostic elements.

Vcriﬁcation Lcssbns Learned
Two examples of logistic shortfalls caused by inadequate planning are lack of funding for
producing test program sets and lack of logistic support for ATE. ‘\
3.1.3.1.3.1 Diagnostic inputs to the manpower and organization section of .

the Program Management Plan. Planning to manage the introduction of diagnostic-
related manpower requirements shall be provided.

Requirement Rationale

Specific attention is required by the Program Office to plan for _appropﬁate manpower
requirements for an effective diagnostic capability.

Requirement Guidance

Sccuon 10, Manpower and Organization, of the Program Management Plan should place
proper emphasis on ensuring the fielding of an adequate diagnostic capability for a given
weapon system or equipment. This emphasis xncludcs ensuring that the organizational
relatonship between the Program Office and other Air Force and Government agencies is
described. Of pameula: concern are the relationships to operating commands, the supporting
command, and the Air Trmmng Command, which all should contribute to the design of the
diagnostic capability. These Air Force organizations, combined with the system/equipment
contractors, have the rcsponsibiiixy for deriving dlagnosuc requirements from weapon system
mission and pcrfonnancc requirements. The maintenance concepts and design parameters are
the basis for generating manpower requirements. Manpower implications of alternative
concepts and designs must be evaluated, and the manpower requirements must be identified
and determined to be consistent with program constraints. The maintenance manpower
requircments must take into account, and be consistent with, the maintenance testing capability
and the technical information supplied to the technician, ‘
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The policy and procedures for the integration and implementation of manpower, personnel, and
trammg con51derauons are ¢ contamcd in DoD Directive 5000.53, Ma.npowcr Personnel,
Training and ad.l::ly {(MPTS) in the Defense Acquisidon Process. The pxcuuumm.m military
specification covering the establishment and definition of these requirements is MIL.-H-468535,
Human Engineering Requirements for Military Systems, Equipment, and Facilites. The Air
Force's Integrated Manpower, Personnel, and Comprehensive Training and Safety
(IMPACTS) Program provides an approach to joindy addressing manpower, personnel,
training, and safety (MPTS) integration issues.- The Directorate of Manpower, Personnel, and
Training, Deputy for Acquisition Logistics, Wright-Patterson AFB, Ohio, provides technical
support to program managers on the application of MPTS actvities to their programs. This
includes (1) furmshmg MPTS expertise and information; (2) prov1d1ng access to MPTS
databases; (3) assistance in developing manpower models and estimates; (4) draftng,
reviewing, and commentng on acquisition documents for MPTS impacts; (5) reviewing
MPTS items to be included in acquisition documents; (6) reviewing contractor-produced
informaton, data, and deliverables; and (7) analyzing MPTS system configurations and
impacts on proposed system MPTS supportability.

Requirement Lessons Learned

In recent programs, the deferral of an adequate fielded diagnostic capability has resulted in the
weapon system pnmc contractor and subcontractors not bcmg requlred or funded to design this

LddeLllly iLne rcauu ﬂdb DCCI'I ucx.umcmcu Dy ll'lICnDl' PmUITHdIlLC Ul pd.bl. WCdeII ay)tcxu
diagnosuc capabilities. -

4.1.3.1.3.1 Diagnostic inputs to the manpower and organization section of
the Program Management Plan. Verify that diagnostic requirements relating to’
manpower and organization have been included by inspecting the PMP. '

Verification Guidance

Inspect and analyze the diagnostic input to the PMP, paying attention to both the Air Force
management organization that is charged with responsibility for manpower needs and the
methodology used to establish manpower needs for the weapon system. MIL-H-46855 is the
governing document.

Program Management Plan. Plans for the training of tcchmcxa;s shall be devised early in
the acquisition of a weapon system/equipment.

Requirémcm Rationale

Special emphasis on developing training procedures for maintenance diagnostics is required to
ensure adequate trouble shooting capability for technicians.

Requirement Guidance

DoD Directive 5000.53 establishes policy and procedures for the integration and
implementation of MPTS considerations throughout the system acquisition process. As.
described in 3.1.3.1.3.1, the Air Force's MPT Directorate, through the IMPACTS Program,
can provide technical assistance in applying these policies and procedures. Specifically, the
Program Office requires inputs from the Air Training Command and operating commands in

‘'defining the type, amount, and mix of technician training in maintenance diagnostics. Early

planning is required not only to define training requirements but also to ensure that maintenance
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training hardware and software are available for system/equipment, demonstrations, test, and
evaluations. Alternative support concepts should be considered, such as the followmg

On-the-job training vs. formal schooling
Training times, sequences, and schedules for both formal and on-the-job training
Embedded maining vs. off-equipment training for on-the-job training

Embedded training for technicians is an altemative for ground equipment.

Discussions with the Air Training Command should emphasize the need for a realistic mixture
of formal schooling and on-the-job training, sequenced at appropriate times in the technician’s
career path. New curricula may be required for formal schooling, and the Air Force Training
Command’s participation in defining on-the-job training will be required along with the input
from more experienced technicians.

4.1.3.1.3.2 Diagnostic inputs to personnel and training section of the
Program Management Plan. Verify by inspection that the Program Management Plan
contains adequate emphasis on personnel training for troubleshooting and maintenance.

Verification Guidance

Verification guidance is contained in AFSCP 800-3. Be sure to inspect the diagnostic input to
the PMP. Pay particular attention to the use of innovative personnel training requirements and
procedures to ensure that amount, mix, and type will be considered. Inputs from the Air
Training Command and operating commands should be reviewed. :

3.1.3.2 Diagnostic segments of the Request For Proposal. The various segments
of a Request For Proposal (RFP) that address diagnostic issues shall be prepared.

Reqmrcmcnt Ratonale

To ensure that dlagnosncs receive appropriate emphasis in the system engineering activities of
the Dem/Val Phase, the requirements must be placed in contractual documents. With SOW and
other RFP provisions and specifications, potential contractors are able to scope, plan,
formalize, and price the rcquu-ed diagnostic activities.

Requirement Guidance -

Depending upon the program acquisition strategy, a formal Concept Exploration Phase may or
may not have been conducted. If a formal Concept Exploration Phase was conducted, the
inidal diagnostic concept was defined and documented as part of the Testability Analysis
Report, per MIL-STD-2165, Task 201.2.4. These outputs should be reviewed and updated
for inclusion in the RFP. Several sections of the RFP will be affected by diagnostic
requirements, including Special Contract Requirements (Section H), Instructions to Offerors
(Section L), and the Evaluation Factors for Award (Section M). The most important and most
extensive diagnostic inputs will be made in the SOW, specification, and CDRL. Preparation of
the RFP segments for diagnostics requires coordination with design, engineering, and logistic
activities to ensure that there are no gaps, overlaps, or conflicts in requu'ements Additional
guidance is included in Mzhtary Handbook 245.

Special Contract Requirements
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Usually, the Special Contract Requirements section of the RFP will require the preparation of a
System Engineering Master Schedule (SEMS) to be submitted in response to the RFP, and 1t is
evaluated/negotdated during source selection and subsequently becomes part of the contract.
The SEMS consists of a series of selected events or milestones identifying the key engineering
tasks for each selected event and the success criteria for each key engineering task. Itisa
schedule tied to specific development event/milestone, rather than to ime. Events/milestones
may include the followmg Systern Dc31gn Review, Software Spcmﬁcanon Review,
Preliminary Design Review, Critical Design Review, Functional and Physical Configuration
Audits, Test Requirements Review, IOT&E Testing, etc. Key tasks necessary to be completed
for each event must be identified and measurable/verifiable criteria for task completion must be
defined. These tasks may consist of test plans, support plans, analyses, demonstrations,
drawing releases, tests completed, etc. For each task, criteria must be established that defines
successful completion of the task. The criteria should be measurable and verifiable. Also, the

* SEMS can be used to provide a basis for incentives tied to technical accomplishments. The

SEMS should be compatible with the System Engineering Master Plan and is the basis for
derivation of all subsequent detail planning. Supporting plans are derived from the SEMS.
Thus, important integrated diagnostics milestones, the tasks that must be accomplished to

achieve them, and the criteria used to verify complcuon of the tasks must be addressed.
Examples of the type of information that should appear in the Dem/Val SEMS are as follows.

1. SOW Task: System engineering design/proofing/prototyping

Demonstration Milestone: Diagnostic system engineering studies and analyses completed;
alternanves selected

Technical Tasks: Diagnostic allocation to subsystem level and feasibility and risk analyses
Decision Criteria: See 4.1.3.4

2. SOW Task: System design and validation
Demonstration Milestone: Syétcm Design Review (SDR)

Technical Tasks: Diagnostic capability defined; SORD, DSRD, and specification
diagnostic inputs; and TEMP diagnostic inputs

Decision Criteria: See 4.1.3.9

The Special Contract Requirements section of the RFP can provide for contractor incentives
and warranties aimed at motivating contractors to provide the required diagnostic capability.
There are two basic types of warranties, assurance and incentive. Assurance warranties
guarantee a specified level of performance, usually a minimum acceptable specification.
Incentive warranties provide some motivation for the contractor to improve upon the minimum
acceptable specification. The levels of performance that incentives are encouraging contractors
to reach are normally stated as goals in the SORD, RCM, DSRD, or specification. This type of
incentive warranty is especially appropriate to the concept of diagnostic growth as described in
Appendix D, 50.4. AF Regulation 70-11, Weapon System Warranties, establishes the basic
policies and procedures for applying weapon system warranties. This regulation is supported
by the following guidance documents.

Program Managers' Warranty Guxdc, 1 September 1989. A guxdc for the warranty
process,
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Weapon Systemn Warranty Planmng Guide, 1 March 1989. A guide for program managers
tasked with developing, coordmaun g, and approving warranty plans.

DSMC Warranty Handbook A guide for DoD managers developing, applying, and
administering warranties.

The following three specific warranties are required by the weapon system warranty law.

1. Conformance to design and manufacturing requirements
2. Freedom from defects in materials and workmanship
3. Conformance to essential performance requirements

The latter warranry is particularly suited for diagnostic applications, since it is based on
verifiable operational, maintenance, and reliability requirements, many of which diagnostics
contributes to accomplishing. For cach specific warranty, a remedy that the contractor is
normally obligated to correct must be established. Each remedy is normally based on field data

collection and thus must be sunported by an existing dara collection svstem_ as defined in
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3.1.3.5 of this appendix. Appendix B of the Weapon System Warranty Plannmg Guide, 1

March 1990, 1dcnuﬁes data systems that collect reliability, maintainability, and availabiliry data.

All weapon sysrerns over specified dollar values entering into mature, fuli-scale production
must be covered by a weapon system warranty. However, the intent to use warranties must be
established early in the acquisition cycle. Acquisition plans for Dem/Val should address the
applicability and planning for obtaining a warranty on production contracts. The provision at
this time may be only a framework that identifies the essential performance requu‘cmems that

will be warranted and the remedies 10 be invoked to correct defects.

Further information on warranties can be obtained from the Product Performance Agreement
Center (PPAC), ASD/ALTE.

Instructions to Offerors

The Instructions to Offerors section of the RFP contains instructions on proposal preparation.
Typically, it outlines the required format, page limitations, and content required in the
Management, Technical, and Cost proposals. Emphasis must be placed on ensuring that the
concept of integrated diagnostics is addressed. Although no standard format exists for this
section of the RFP, this section must address the need for managerial and technical information
relative 1o integrated diagnostics and the meeting of the diagnostic requirements. For systems
entering development after September 1988, the OSD CALS policy of 5 August 1988 requires
specxfic schedule and cost proposals fori mtegmuon of contractor technical information systems
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alerted that they will be judged on how well this integration is planned and how advanced
technology will facilitate this integration. Refer to the Air Force CALS Application Guide for
required implementation activities and recommended contractual language.

Automaton of the diagnostic design process is aiso of concern because it can provide for a
more efficient and effective design process. Thls can be accomplished by adding provisions to
the Instructions to Offerors relating to the following.

A discussion of design aids that will facilitate the design and integration of the
diagnostic capability into the system engineering process

62




. PP P S T e a] 4
appropriate io apply the necessary emphasis for ID engineering, de

MIL-STD-1814
APPENDIX A

The development and use of a diagnostic database that supports the application of these
tools

Evaluation Factors for Award

The Evaluation Factors for Awards section must be written to ensure that the proposal writer
understands that integrated diagnostics and diagnostic requirements affect the selection of a
contractor and must be completely addressed for a proposal o be fully responsive. The
evaluation factors should reflect the diagnostic content of the Instructions to Offerors (Section
L) from both technical and management points of view. Thus, the evaluation factors must
communicate that the proposal will be judged on its approach to integrated diagnostics as part
of the system engineering process, along with how advanced technology will be used in
technical diagnostic implementaton. The evaluation should stress the need for the contractor t©
identify the manner in which oversight and control of the diagnostic requirements allocaton
process and design implementation is exercised.

In addition to having the evaluation factors reflect the content of the Instructions to Offerors,
several other evaluation factors are important. :

The amount and type of specialized testability and integrated diagnostics education and
training given to both contractor program managers and designers

The independent research and development conducted by the contractor to investigate
testability and diagnostic design tool development and to conduct integrated diagnostic
demonstrations

The method and scheduling to be used to ensure the concurrent delivery and evaluation
of the prime systern together with the entire diagnosuc capability

The contractor's method of addressing diagnostics for both GFE and CFE so that
overall system diagnostic requirements are met

The quality of the diagnostc maruration program proposed by the conmractor '_
Statement of Work (SOW)

The SOW presents tasks to be performed by the contractor during the development program.
The following is a sample SOW for the Dem/Val Phase, which should be tailored before.
applying to a specific program. The tailoring process may include requirements for the
contractor to perform specific activities as presented in the ID Roadmap and as deemed

e
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development, test and evaluation, and documentation.
Sample Dem/Val Phase SOW
Detailed Diagnostic Comparison Analysis

The contractor shall perform a comparison analysis, using the baseline fielded system at each
level of field maintenance, to include analysis of the causes of excessive diagnostic times,
undetected faults, "false alarms," and "false removals.” The contractor shall identify, to the
extent practicable, the sources of these causes and describe how the proposed system design
and diagnostic capabilities will result in improvements. As a minimum, the contractor should

.determine whether the causes of diagnostic problems are inherent to the design (i. ., partition-
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ing, connectors, etc.), or due to maintenance procedures, a lack of "vertical” testability (e. g.,
cone of tolerance, compatibility between levels of maintenance), or 1o ransients.

The contractor shall provide quantitative assessments of diagnostic capabilities that identify
current capabilities, exmrapolations to proposed capabilities, and the engineering analysis that is
the basis for the extrapolation. The contractor shall determine where there are overlaps or
amblgmues in dxagnosnc capabﬁmcs used for nmntcnancc of ﬁcldcd systems and how these
will be addressed for the proposed system. When deficiencies in the GFE preclude meeting the
diagnostc requirements, the contractor shall dcvelop alternatives. In addition, the contractor
shall identify the weight and volume of the major external test equipment, type and extent of
technical information, and maintenance skill levels and training requirements for currently
fielded systems. The contractor shall provide an estimate of these quantities for the proposed
diagnostic capability and an cxplananop of the basis for this estimate.

Diagnostic Risk Reduction

As part of the design, prototype, test, and demonstration activities proposed (the basis of the
proposal shall be risk areas 1dent1ﬁed in Concept Exploranon) the contractor shall determine
the feasibility of achieving diagnostic capability performance improvemens.

Testability, Preliminary Dcsign

The contractor shall apply testability design criteria to the design of items selected for
demonstration, in accordance with MIL-STD-21635, Task 202.2.1. The testability design
criteria to be considered shall include selective implementation of system-level diagnostic
strategies, partitioning to enhance fault isolation, initialization of circuitry under test control,
module interface for test access and control, circuit ‘controliability and observability, parts
selection, test point placement, and BIT fault detection approaches. The contractor shall
develop an approach to establishing vertical test traceability that will ensure compatibility of
testing among all levels of maintenance, including factory testing. This approach shall address
the compatibility of testing tolerances among levels and the compatibility of testing
environments.

Diagnostic Specification Development

As a result of the detailed comparability and design analysis, risk reduction, and preliminary
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testability design efforts, the conlracmr shall dcvelop spcmﬁcanon requirements that shall
allocate diagnostic requirements to apphcablc design levels. These specifications should
address fault detection/isolation, repair verification, performance and condition monitoring, and
damage asscssmcm and enable the weapon system to meet maintenance and operational goals.

™ hilisime shall e oo
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status monitoring, partitioning, test pomts) external hardware (¢. g., automatic and manual test
equipment ); technical information (e. g., technical information systems and operator displays);
and wraining (¢. g., formal schooling, on-the-job training). The capabilines selected may be
designed into the system as part of the system or may be provided separately to maintenance
personnel, as required, to meet mission and maintenance objectives.

Based on the results of the analyses and risk reduction efforts, the contractor shall specify the
diagnostic capabilities to be provided with the system at each level of maintenance and how
these capabilities will be allocated, to include the followmg

a. Mode of operation (e. g., status momtonng) and areas in which there is a diagnostic
ambiguity or overlap
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b. Operational test strategies, fault tolcrancc,'prognostiés, and fault model assumptions

¢. Performance in terms of mean nmc to diagnose, fault coverage, false alarms, false
removals, elc.

[« 9

. Physical and functional equipment partitioning requirements

Physical (weight, volume) and functional (percent memory) limitations

o

Diagnostic capability interface rcquimmchts

fs}

g Optons for augmenting GFE diagnostic capabilities
h. Reliability of the embedded test and external diagnostic hardware

Diagnostic requirement development and tailoring is addressed in Appendix B of this standard
and in AFGS-87256.

Diagnostic Maturation Plan

This plan shall include the contractor’s proposal for refinement of the entire diagnostic
capability (hardware and software) beginning with the current program phase and continuing
through the achievement of operational diagnostic goals See Appendix C for details on
maturation planning in the IDPP.

Integrated Diagnostics Program Planning

The contractor shall develop an Integrated Diagnostics Program Plan, that describes how the ID
program will be conducted. The Program Plan shall be prepared in the format shown in
Appendix C. The plan describes the time phasing of each task included in the contractual
requirements and its relatonship to other tasks. Diagnostic issues that relate to reliability,
maintainability, logistics, human engineering, safety, etc., should be addressed in each of these
individual program plans.

Diagnostic Program Reviews

As part of the System Design Review, the contractor shall review the diagnostic specification
provisions, the diagnostic capability program planning, and the preliminary testability design.
Coordinate and conduct diagnostic reviews in conjunction with reliability, maintainability,
testability, human engineering, and logistic support reviews, whenever possible. Use MIL-
STD-1521 and program review criteria conramcd in MIL-STDs 470, 785, 1388-1 and 2165 as
guidance.

CDRL Reconmunendaticns

The following is a recommended list of data deliverables for inclusion in the CDRL.

Pre e A--
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it may be included as part of other documents, such as the SEMP, see Appendix C)

2. Updated Diagnostic System and Elcmcnt-lcvcl Specification Provisions and Allocations
and Design Requirements
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DI-CMAN-80008 Systcm!E;lc-ment Specifications, MIL-STD 490 (Appendix I},
AFGS-87256

3. Proposed Development SubsysthAssembly Specifications
DE-3102 Configuration Item Development Spec, MIL-STD 490
(Appendices II and III), AFGS-87256 (3.4 and 3.5)
DI-MCCR-80025 Software Requirements Specification, DoD-STD 2167

4. Diagnostic Maturation Plan to include System Testing, Design Analysis, and Data
Collection (included in thc Imcgratcd Diagnostics Program Plan).

5. Results of Risk Reduction Tasks

DI-T-7199 Testability Analysis Report, MIL-STD 2165, Task 201
6. Results of Comparauve Analysis

DI-S-7116 Comparative Analysis Report, MIL-STD 1388-1, Task 203.2
7. Testability Analysis Report, including the following

Description of approach to achieving vertical testability

Description of system BIT functional design and system partitioning used to enhance
testing

For each item to be included in this analysis, a description of testability features
incorporated (compatibility, observability, controllability, partitioning, etc.), BIT
functional design, and BIT interfaces to system BIT and external test

DI-T-7199 Testability Analysis Report, MIL-STD 2165, Task 202

8. Documented results of diagnostic assessment as an integral part of System Design
Review documentation

DI-A-7088 Conference Agenda, MIL-STD 1521, Appendix B
DI-A-708_9 Conference Minutes, MIL-STD 1521, Appendix B

The above candidate DIDs have been idgnﬁﬁed to provide the method for contractuaily

obtaining the stated data. In many cases the DID must be tailored to satisfy the diagnostic

requirements. .

4.1.3.2 Diagnostic segments of the Request For Proposal. Verify by inspection

that appropriate diagnostic segments and provisions are in the Dem/Val RFP, including the

SOW, Special Contract Requirements, Evaluation Criteria, and Instructions to Offerors.
Verification Guidance

The following checklist should be used.
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Is there a requirement for a process to derive FD/FI requirements from weapon system
mission and performance requirements and to allocate each diagnostic element?

Does the RFP/SOW relate the importance of integrating the diagnostic elements and of
meeting diagnostc requirements?

Does the SOW require preliminary testability design?

Is there a requirement to establish the concept of diagnostic growth and maturarion
throughout the acquisition period and the initial deployment period?

Does the RFP/SOW reflect the need for detailed baseline comparison analysis and
feasibility/risk analysis?

Are all diagnostic clcrhents addressed as an integrated capability as well as individually?

dxagnosnc mputs into comractor-prepared progra.m plans
Requirement Rationale

The Integrated Diagnostcs Program Plan (IDPP) is a key diagnostic planning

Appendix C describes the formar and content of an IDPP. As an aliernatve to a scpa.ratc IDPP,
the required diagnostics planning information may be included in the System Engineering
Management Plan (SEMP), ISP, and various other management plans. If an alternative plan is
selected in lieu of the IDPP, the followmg guidance applies. Iti 1s also 1 important that relevant
portions of the following plans address diagnostic issues, even if a separate IDPP is required.

Logisdc Support Analysis Plan (LSAP)
Reliability Program Plan
Maintainability Program Plan
Integrated Support Plan (ISP)

System Safety Plan

Human Engineering Program Plan
Avionics Integrity Master Plan

Nouhabe

Requirement Guidance

One of the inital contractual efforts undertaken after the award of contract is the preparation of
various management plans. Appendix C describes the format of a separate IDPP. An

alternative to a separate IDPP 1s to include information described in Appendix Cin the SEMP,
ISP, plus various other management plans. If the latter option is used in lieu of the IDPP, the

following guidance applies.

Nommally, the initial version of the SEMP was prepared during Concept Exploration and, thus,.
only updatng is required. This is also true for the LSAP and the ISP. The other program
plans are usually initiated during the Demonstration and Validation Phase.

System Engineering Management Plan

The format of the SEMP is governed by MIL-STD-499 as tailored by the SOW. The SEMP
consists of three parts.
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This part of the plan should describe the contractor organization and internal interfaces required
to implement the design of the diagnostic capability as an integral part of the system
engineering process. Thc extent to Wthh mtegrated diagnostcs has been instimtionalized
within the contractor’s upcxauus puuu.ca and ylwcdu.ma must be addressed. This part should
identfy a single individual who has the overall responsibility and authonty for implementng
the integration process. The review process ensures that the task is integrated across all
involved functional disciplines and that an adequate feedback system exists to redirect efforts to
meet diagnostic goals and requirements. Where subcontractors, or teaming arrangements with
associate contractors, contribute to the integration of the diagnostic capability, describe these
organizational interfaces and the planning and control functions that ensure a totally integrated
effort. A schedule should be established for each of the data deliverables cited in the SOW.

PARTII
System Engineering Process
This part of the plan should describe the process to be used in meeting the overall program

objectives and requirements, the gcncral maintenance concept to be used to support the

system/equipment, and the contractor's methodology for amiving at the desired diagnostic ap-

proach. Analyses and trade studies should be identfied and the proposed procedure for
conducting these studies described. Reference to models approvcd by the procuring activity

may sausfy the mcthodology rcquu‘cmcnt If not, thcsc models should be described,along with

their capabilities and limitanons. The relationship and interface with the logistic support

analyses required by MIL-STD-1388-1 should be cstabhshcd
PART IlI

)

Engineering Specialty Integration

This part shall include a detailed description of the integrated diagnostic interrelationships that
involve human engineering, pcrsonncl safety, reliability, training, testability, logistics,
integrity programs, product assurance, maintainability, etc., and their integration wuh the
system engineering process.

Logistic Support Analysis Plan
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being conducted to define the spcc:ﬁcan n for the diagnostic capabilx;y and the LSA.
Reliability Program Plan '

Specificaily, the Reliability Program Plan should address the failure iﬁﬁues, effect and
criticality analysis (FMECA) as the basis for initial diagnostic design. In addition, the
reliability modeling task, Task 201, MIL-STD- 785, should take into account fault-tolerant

design and its relationship to pcrfoxmance monitoring rcqulremcms and the relationship to
mecung diagnostic goals by using redundancy.
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Maintainability Program Plan
The Maintainability Program Plan is a basic planning document for ensuring that diagnostic
requirements are met. Each of the MIL-STD-470 200-series tasks has a direct interface with the
design of the diagnostic capability. In addition, Task 301, Maintainability Demonstradon, and

MIL-STD-471A, Interim Notice 2 (USAF), are the basic demonstration tasks for both testability
and diagnostics.

Integrated Support Plan
This is the formal planning document for logistics support and is prepared per DI-L-30318 as

required by the SOW. It must reflect how all of the diagnostic elements will be provided and
supported.

System Safety Plan

The System Safery Plan (MIL-STD-882) should provide inputs that affect the determination and
identification of diagnostc requirements for detecting potentiai safety probiems. The
performance monitoring analysis should be closely tied to the FMECA.

Human Engineering Program Plan

The Human Engineering Program Plan should address the technician's role and interface with
the entire weapon system diagnostc capability, including the time required to access technical
information from whatever medium is used. Technicians should evaluate the entire diagnostic
capability (at all maintenance levels) during test and evaluation.

4.1.3.3 Diagnostic segments of program plans. Verify that the integrated diagnostic
process has been included in the SEMP, IDPP, and into other relevant plans by inspecting
these documents. _

Verification Guidance
Review the SEMP to see if it provides the following.

1. Provides a vehicle for identifying the contractor's roles and responsibilities, thereby
helping direct and control the work of the program.

2. Shows how the parts fit together, providing a basis for coordinating related activities.
3. Isa basclmc for any change of scope.

4. Helps everyone know when the objecuves have been reached and, therefore, when the
cffort is complete.

IDPP (see Appendix C)
LSAP
Are diagnostic system engineering and analyses an integral part of the LSA process?
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Reliability Program Plan
Will FMECA be used as a basis for initial diagnostc design?
Maintainability Program Plan

Have diagnostic issues been addressed adequately in each of the elements of the
Maintainability Program Plan listed under Task 101, MIL-STD-470?

Integrated Suppon Plan

Have all diagnostc elements and support thereof been addressed?
Systemn Safety Plan

Are performance monitoring requircmcnts addressed?
Human Engineering Program Plan

Have all technician diagnostic tasks been identified?

~ The main evaluation factor is whether the SEMP and other relevant plans demonstrate that
integrated diagnostics is truly an integral part of the systemn engineering process.

Verification Lessons Learned

If front-end analysis and program management does not nmnerlv address all aspects of

diagnostc capabﬂny and ¢ orgamzanon thcrc is no ensurance Lhat design and dcvelopmcm will
lead 1o the proper mix of diagnostic elements.

3.1.3.3.1 Establish data sharing plans. The contractor shall establish and implement

formal data sharing plans to ensure that functional organizations, team members, and
subcontractors have access to current diagnostic development information throughout the
Dem/Val Phase.

Requirement Rationale
See 3.1.2.3.1.
Requirement Guidance

The acquisition agency should instruct the contractor to define a formal data sharing plan (it can
be part of the system engineering management plan or the IDPP). The plan should address the
sharing of information used in the design of the weapon system. Appendix F gives examples
of the type of data elements and information which are required to perform diagnostic design

arrvitise Avrineg Deam/\/al (Anm alsmante Iu-r.rl in Appendix F mnrr:me and that nnnlu to the
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Dem/Val Phase are those that reference 3.1.3. 4). The plan should also address the interface _
with information regarding the performance of the diagnostic actvity as it proceeds through
demonstration, test and evaluation, and maturation. The plan should describe (1) the types of
information that will be addressed, (2) the sources of this information, (3) the method for
sharing this information among the various organizations involved in the design of the
diagnostic capability, and (4) the method and frequency of updating the information contained
in the data bank.
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During the Dem/Val Phase, historical diagnostic implementation characteristics are needed as a
lessons learned tool. Other necessary entries into an informaton system are results of design
tradeoff studies; statements of constraints on diagnostic budget in terms of real estate or
response ume; the criteria for determining whether the diagnostics requirement is satisfied; the
apportionment of diagnostic elements, such as percent BIT, ATE, or manual; the systems
resources devoted to diagnostics; and incremental design descriptions. Information system
aids that facilitate the integration of R&M into the design process should be disclosed.

See 3.1.2.3.1 for further guidance.

Requirement Lessons Learned

See 3.1.2.3.1.

4.1.3.3.1 Establish data Sharing Plans. The formal data sharing plan and
implementation shall be verified by inspection.

Verificadon Ratonale -
See 4.1.2.3.1.
Vernficanon Guidance

See 4.1.2.3.1.
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analyses shall be pcrformcd to establish and define the diagnostic capability in qualitative and
quantitative terms.

Requirement Rationale

For a highly integrated system, Dem/Val is the last opportunity to substantially influence
system design. Inclusion of diagnostic considerations in the optimization process (ade
studies) ensures that supportability receives adequate attention. Of pardcular importance are the
"embedded” diagnostic elements.

Requirement Guidance

Perform the diagnostic systemn engineering studies and analyses as an integral part of the
weapon systemn design process. These studies and analyses are a critical component of
activities for the diagnostic allocation process described in Appendix B. Technical nisk should
be identified, and embedded support impact on offline diagnostic elements should be entered
into the formal LSA process. Emphasis should be given to the high-risk equipment that is
being developed during Dem/Val. .

During the Dem/Val Phase, a number of alternative weapon system configurations are studied
and analyzed to formulate the preliminary capabilities required to satsfy the weapon system
characteristics. In the selection of a weapon system design for FSD, the allocated baseline
must include required diagnostic capability.

An iterative process structured to systematically refine all system parameters, including the
diagnostic capability, is employed in the formulation of the base candidate for final
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opnrmzanon During the Dem/Val Phase, this iterative process should re-evaluate the
requirements derived and allocated during Concept Exploration at the system level (and often
down to the segment and element levels) and extend this derivation and allocation process
down to at least the subsystern level.

To ensure that the groundwork is laid for designing testability into the weapon system,
testability design concepts must be established and introduced into the system design. This
includes establishing an approach to achieving vertical test traceability. Guidance on
performing this activity is contained in MIL-STD-2165, Task 202.2.1, Testability Design
Discipline. An approach to vertical testability is contained in Appendix G of this standard. It is
rccogmzcd that certain items (e.'g., high risk) may be developcd or modified during Dem/Val.
In such instances, vertical testability procedures outlined in Appendix G should be
implemented prior to FSD.

Impiementation of the Dem/Val diagnostic system engineering studies and analysis program
procedures follow the same MIL-STD-499, Section 4, General Criteria, as the Concept

Exploration actvines, unrh a different pmnhnclc In npmNal the emnhasis is on guantfication
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~of diagnostic element requirements to the allocated baschnc This emphasis is sausfied by
applying the generic methodology cpntamed in Appendix B.

Specifically, this requirement can be satisfied through a structured, analytical process based on
the generic methodology contained in Appendix B, in conjunction with a multitude of task
descriptions and guidance contained with other programmaric military standards and
specifications. Of particular applicability is Task 201 of MIL-STD-2165, which addresses
establishing testability requirements. Several other military standards and specifications that
have a direct interface with deriving diagnostic requirements, are listed below.

MIL-STD-470 Maintainability Program for System and Equipment
MIL-STD-785 Reliability Program for Systems and Equipment
. Developmient and Production
MIL-STD-882 ' System Safety Program Requirements
MIL-STD-1388-1 Logistic Support Analysis
MIL-H-46855 Engineering Requirements for Military Systems, Equipment,
and Facilites.

These interfaces are depicted in tables ar the end of Appendix B.

The functional descriptions of the alternative dJagnosm, capabilities generated, in accordance
with derived diagnostic requirements, will imply certain innovative technology. Technology
gaps and risk factors should be identified during the allocation process. Diagnostic trades
during sysiem optimization should consider tcchmcal risk as a tradeoff criteria.

Diagnostic element parameters are specified in progressively greater detail as the engineering
design optimization process is conducted in conjunction with operational needs, program

crhadnle and hnwdaar nendncihilisty cnnmnarrahility ansd lifa furls ~cacte
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In applying the guidance éontaincd in Appendix B, follow the following activities (stcpsj.
1. The first action to accomplish when addressing this design level is to determine if any

changes or additions have been made to the weapon system's operational needs. If changes or
additions have been made, then the activities under 3.1.2.4 should be updated.
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2. Deriving Diagnostic Requirements. Translation of operational needs and the collation of
these needs into diagnostic requirements normally has been accomplished prior to the Dem/Val
Phase. For any new design levels addressed in this phase, these steps should be repeated, in
particular the collation of all needs into a cohesive set of requirements for each level.

3. Allocation of Diagnostic Requirements. At these design levels, the bulk of the diagnostic
requirements that were partially implemented earlier (had elements of the diagnostic mix
identified to provide the needed diagnostic information) should result in passing down the need
for supporting diagnostic information to applicable subfunctions. These requirements should
deal mosty with functions. At subsystem levels, requirements should begin to address at least
broad groups of hardware/software solutions. Impiementation decisions at these design levels
should be based on a full range of trades and studies and should begin to lean toward defining
groups of solutions. Designers should not be unnecessarily restrained; however, they should
keep to the design goals. Some requirements can be implemented at these levels. However,
most regquirements will be passed in one form or another to lower levels. Care should be used
to ensure that the allocated requirements feilow the overall diagnostic concept and design goals.
Many other design decisions wiil be made in other areas of concern, such as performance,
reliability, cost, weight, size, etc., which will influence the allocation. The allocated
requirements should begin to address physical items, in lieu of discussing functions. As the
design proceeds, the diagnostc requirements will restrict design options to those solutions that
conform to the diagnostic concept and the design decisions that have been made.

If a Failure Mode and Effects Analysis (FMEA) is conducted, per MIL-STD-1629, it can
provide valuable data that can be used in the allocaton process. It is likely that such an
analysis would be restricted to a functional indenture level. Of particular concern will be the
Category I (Catastrophic) and Category 1I (Crircal) failures, which affect safety or mission
loss. The MIL-STD-1629 tasks most likely to be initiated during Dem/Val and to contribute to
the upper design levels are listed below.

Task 101 Failure Mode and Effects Analysis
Task 102 Cridcality Analysis

Task 103 FMECA Maintainability Information
Task 104 Damage Mode and Effects Analysis

4.1.3.4 Diagnostic system engineering studies and analyses. Verify by
inspection that the weapon system design process includes quantitatve values for the
diagnosric segments at both system and configuraton item levels and that the appropriate
tradeoffs have been accomplished. Include assessment of the quality of these studies and
analyses. :

Verification Guidance
Review the reports dealing with allocation and design requirements resulting from this series of
studies and analyses. Use the guidance contained in 20.3 of Appendix B and the following
checklist to aid in this review. -
1. Are quantitative values assigned at the system level and for each diagnostc element?
2. Is the allocation process closely tied to reliability and maintainability allocations?

3. Did risk analysis address advanced technology considerations?
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4. Did the optimization studies address diagnostic performance in relation to cost,
manpower, and producibility?

5. Was the analysis interfaced with the LSA?

6. Was the vertical testability concept to be employed established?

7. Wérc the system parutioning and the BIT functonal design described?
Verification Lessons Learned

Failure to verify quantitative diagnostic specifications can lead to costly after-the-fact logistic
fixes.

3.1.3.5 Diagnostic maturation and data collectlon Plans for diagnostic capability
performance data collection, data analysis, and corrective acuon shall be completed as part of
the ID Program Plan

Requirement Ratonale

Diagnostic lmplcmcmanons nequmc maturanon umc 10 1dcnufy problems and dcvclop corrective

actions. This requirement is CbLaDllSﬂOO io Iorma.uze the cuagnosucs maturaiion and 1o allow
the maturation to be initiated early in the test and evaluation process.

Requirement Guidancc

A program 10 mature the diagnostic capability should be planned for the development, test, and
early fielded production systems. This program should be coordinated with Milestone IV
activities as described in DoD1 5000.2. A one- to three- -year operational maturation program
should be planned for complex weapon systems with extensive automatic testing capability.
This program should include }“’I‘\V\Q\t\!‘l( fr“" on-gite rf\“or'hr'm of dmmnth nm-fn'n'nnnrp data

with engineerin g follow up to provide cormrective actions.

The plan shall define an approach and methodology to ensure that as development, test and
evaluation, and early operational use of the system progresses, problems presented by new
failure modes, test voids, ambiguities, and test tolerance difficulties are recognized and
defined. The plan should recognize that such occurrences are expected and normal and,
therefore, should concentrate on problem recognition, definition, and correction with
appropriate tracking for traceability.

The approach and methodology defined shall recognize that 2 basic element of the integrated
diagnostics concept is identification of the set of faults that are known or expected to occur.
Provision for growth of this set, as new failure modes are encountered during testing and
deployment, should be incorporated in the plan, together with explicit criteria for deciding
whether a newly encountered fault should be added to the set of faults for which explicit
diagnostic procedures (as opposed to more general procedures) are required. The life cycle
cost effectiveness of adding explicit dizagnostic procedures for the newly encountered fault
should be considered.

The plan should provide for an orderly development and maturation process for the diagnostic
capability throughout the development, test and evaluation, and early operational use time
periods of the system and its subsystems. Methodology to ensure timely and continuing
technical support to this maturation process by both contractor and Air Force cognizant
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activities, with a minimum of administrative delays, should be a feature of the plan. Orderly .
transition of technical responsibilities from contractor to cognizant Air Force technical activities
should also be addressed as should transition to the Air Force T. O. 00-35D-54 Material
Deficiency Reporting and Investigaton System.

The plan should present milestones 10. be met to ensure that the mature operational system
achieves the required degree of diagnostic capability. The plan should show the ume phasing
of each task and its interreladonship with other tasks. The plan should identify required data,
its submittal, review, verification, and use to accomplish tasks and to report on the
implementation of testability dcs1gn features. These reports will enable the procuring activity to
monitor and evaluate the contractor's progress toward achieving the required diagnostic
capablhty The Air Force may establish diagnostic performance incentives throughout the

rem ] — - atinm memnace AMilactanac calantad chanld includs
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completon of design for testability assessments and other diagnosuc system design
assessments; completion of diagnostic test element and diagnostic system evaluations, in
concert with equipment design evaluation testing at the LRU/subsystem level; and diagnostic
system testing, in concert with systems integration test facilities and during the flight test
program. The plan should also provide for Air Force evaluation and final acceptance of the
automadc test programs and manual roubleshooting procedures in the maintenance T.0.s,
during a suitable peniod after umover to the user for operational use.

During the Dem/Val Phase, maturation planning is centered on preliminary planning for data
collection and analysis and coordination with similar requirements for reliability,
maintainability, logistics, data collection, analysis systems, etc. Specifically, this planning
should identify potential data sources, such as laboratory testing, developmental testing,
operational test and evaluation, acceptance testing, pre-producton testing, production testing,
operational test, and operation.

The requirement for diagnostic data collection should be coordinated with similar requirements,
such as the following.

MIL-STD-785

Task 104 Failure Reporting Analysis, and Corrccuvc Action (FRACAS)

Task 105 Failure Review Board

Task 301 Environmental Stress Screening

Task 302 Reliability Development/Growth Test (RDGT)
MIL-STD-470

Task 104 Dara Collection, Analysis and Corrective Action
MIL-STD-2163

Task 103 Testability Data Collection and Analysis Planning
MIL-STD-471 Mainainability Verification/Demonsmation/Evaluaton
MIL-STD-1388-1

Task 501 Supportability Test, Evaluation. and Verificaton
MIL-STD-781 . Reliability Design Qualification and Production Acceprance

Tests

MIL-STD-2155 Failure Reporting, Analysis, and Cormrective Action System.

Planning for the collection of specific information includes data on the overall diagnostics
capability, BIT effectiveness, tracking of false faults, CNDs, RTOKSs, false removals, ATE
effectiveness, and integration of the diagnostic elements. The following list can be used to
prepare a specific list of diagnostc data 1 requirements for a particular program. Appendix F has
examples of specific types of data elements that should be considered in formulatng a

diagnostic feedback database. The data elements in Appendix F that apply are those that
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refcrencc 3.1.3.5. Requirements for data collection and storage at a specific design level or ./
~ maintenance level are contained in AFGS-87256, section 3.

Diagnostic Data Feedback

1. Diagnostic effectiveness in actual operaton and rmaintenance environment
Are SYS[CITI I‘U{l" i fequifemeﬁm Ucmg met?
Are diagnostic resources provided consistent with the training/skill levels of assigned
personnel?
Does BIT provide timely and accurate detection of faults to minimize reliance on
manual detection (e.g., squawks)"
Are BIT false alarms adversely impacting operational availability and maintenance

workloads?

Are faults detected at one level of maintenance also detected at the next level of
maintenance?

Twvwee ATT ciimnart MTTR anAd cuctarm av roﬂ Thility rem nrnmcp{s')
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Does ATE and associated TPS support shop throughput requirements?

Is the maintenance technician supplied with tcchmcal informaton in a timely and
efficient manner?

Does poor resolution for BIT and ATE reduce sparcs availability?

Is poor BIT reliability adversely affecting the mission? .

2. BIT effectiveness

Did BIT detect the failure? A
Did BIT correctly indicate which mission functions were lost? -/
Did BIT provide accurate fault isolation information for corrective maintenance

actions?
What was the ambiguity size (number of modules to be removed or further tested)

due to fault localization/isolation by BIT?
How much time was reqmred for fault 1solanon at the Organizational Level of

maintenance?

3. Tracking of false alarms

What are the characteristics of alarm types?

What is the frequency of alarm occurrcncc"

What are the potential consequences of ignoring the alarm (crew safcty, rnission
reliability)

What are the operational costs of responding to the false alarm (aborted missions,
degraded mode operation, system down time)?

What are the support costs associated with false atarm (resulting expenditure of
maintenance manhours (MMH), support equipment time, spares)? :

What additional data is available from operational software dumps (software failure
occurrences, branch histories, interrupt histories)?

Has the system environment (or the understanding of the system environment)
changed since the system's tolerances or transient characteristics were specified?

What were the operating conditions and environment when the alarm occurred?

4. ATE effectiveness feedback - I
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Were any workarounds required to overcome mechanical or electrical deficiencies in
the UUT/ATE interface?

Was the documentation for UUT hook-up and power-up procedures accurate?

Did the ATE system provide failure detection results consistent with those of the
inidal failure detection by BIT?

Were the ATE test results repeatable?

Did the ATE system (in conjunction with any module BIT) provide accurate fault
1sol1auon !’

Were the observed test results documented in the maintenance documentation? Was
the failed component listed under the observed test result in the maintenance
documentadon?

What was the ambiguity group size (number of components to be removed or further
tested) due to fault isolation by the ATE system?

How much time was required for fault isolanon?

Diagnostic data collection and diagnostic capability performance assessment most often leads to
the requirement for corrective action. Corrective action may involve redesign of pnime
equipment, test equipment, interface devices, maintenance documentation, BIT circuits,
diagnostic software, and ATE test programs. All changes must be made in accordance with
standard configuration control procedures.
Refer to Appendix C for further guidance on diagnostic maturation planning.
Requirement Lessons Learmned

Experience with major Air Force systems shows that data collection systems have not focused
on diagnostics. They have been manual and, therefore, cumbersome to implement and
maintain. They have been dependent upon human motivation and interpretation.
4.1.3.5 Diagnostic maturation and data collection. Verify by inspection that the
contractor's approach to diagnostic data collection and maturation is comprehensive and
realistcally scheduled.

Verificauon Rationale
Inspecuon is the only effective method for reviewing the adequacy of the Matration Plan,

Verification Guidance
Inspect the Diagnostic Maturation Plan using the following checklist.

Flight Test/10OT&E

a. Contractor maintenance of the systcm and diagnostic capability (minimum work-

------ Aot
Al VWIS )

b. Incentive milestone for diagnostic capability to support IOT&E activities

¢. Test and evaluation programs defined and implemented to demonstrate that average-
capability technicians can use the diagnostic system effectively

d. Special problem reporting and méintcnancc activity reporting, with positive tracking,
defined and provided by the contractor
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e. Diagnostic problem solving linked to problem and maintenance activity reporung

f. Diagnostic systemn elements are under Class 2 configuration control for software;
Class 1 for hardware, after hardware PCA

g. AFOTEC monitoring of the diagnostic system starts in IOT&E while contractor
evaluates/corrects

In the Production/Deployment Phase, the following activities should be planned for later
implernentation.

Inidal Operation Use (OT&E for two- to three-year period)

a, Spccxal reporting of contractor/user problems with contractor on-site techmcal
assistance

b. Enhanced Maintenance Data Collection System (e.g., 66-1) reporting of
maintenance actions

¢. Streamlined Government controt of TPS and BIT/SIT change activity; link to
problem reporting with a positive tracking system

d. Incentdve contracted responsibility for resolving all identified problems; incentives

linked to measurable integrated diagnostic parameters (e.g., MTTR, CND/RTOK,
False alarm Rates MMI—UFH\

CASCAL 1Al ANnilAbrdy ATAITRA ML LAJ

e. Contractor works problems with SPO/AFLC monitoring
. Transidoning of data system from cﬁnuactor 1o Air Force finalized

Full Operational Use

-y

a. T. O. 0035D-54 Material Deficiency Reporting and Investigation System reporting
of problem symptoms -

b. Contractor/AFLC engineering team works problems under SPO/SM direction
pre/post PMRT

¢. Enhanced Maintenance Data Collection System reporting of maintenance actions
d. Contract Formal OT&E of depots as organic capability achieved

3.1.3.6 Diagnostic segments to specifications. The results of Dem/Val effort shall
be introduced into the diagnostic segments of specifications for Full Scale Development.

Requirement Rationale _
Continuation of the diagnostic capability acquisition into the FSD Phase depends on
establishing requirements that can bc incorporated into the solicitations, proposals, and
contracts for that phase.

Requirement Guidance
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System and element specifications are to be updated using the guidance contained in Appendix
A of AFGS-87256, 3.1, 3.2, and 3.3. Profiles of development specifications for subsystem
and assembly/element levels are to be prcpared using the guidance contained in Appendix A of
AFGS-87256, 3.5 and 3.6.

4.1.3.6 -Diagnostic segments to specifications. Verify that diagnostic inputs have
been made 1o the system specifications by inspection.

Verification Rationale

Inspection is an effective way to verify that diagnostic requirements have been entered into the
specifications.

Verification Guidancc

See Appendix A of AFGS-87256, 4 for verification of specific diagnostic requirements that
lead to the creation of diagnostic related specifications.

3.1.3.7 Diagnostic inputs to the System Operational Requirements Document.
Update diagnostics inputs to the System Operational Requirements Document (SORD).

Requirement Rationale

The SORD is the requirements and planning document that addresses operational and support
needs It amphfies and rcf'mcs the SON The SORD and its anached chuircmcms Correlation
Nldm U\\..-I\"l} QULUIHCHI d.l'l(l U‘dbl& IHC gUd.lb dﬂ(] rcqun’cmcmb Lﬂdl ll’IUUCIILC UIC UCMEH Uf Lhc
diagnostic capability. Therefore, diagnostic inputs to the SORD must be updated to establish a
sound basis for developing and tracking the diagnostic capability.

Requirement Guidancc

Use AFR-57-1, Operational Needs, Requirements, and Concepts, as a guide. An RCM is
attached to the SORD. Formats for both the SORD and the RCM are included in AFR-57-1.
The RCM lists parameters and requirements that the system must have to accomplish its
intended mission. It is nsed 10 document and track the farmulation of and r'ham:rPc to these

user requirements as they evolve through the program acquisition process.

Arnachment 6 to AFR-57-1 provides the format for the SORD. The content of the SORD
evolves with the design of the weapon system. The initial version is required at Milestone 1.
Inputs relative to the system's diagnostic capability should be reflected throughout the SORD.
Particular attention should be paid to the paragraph dealing with combat or mission reliability
and maintainability. This paragraph discusses the need for different performance capabilities,
depending on mission profiles and environmental conditions. These performance capabilities
are some of the major requirements that influence the design of the diagnostic capability.

The format for the RCM is contained.i.n Atachment 8 to AFR-57-1. The RCM contains both
requirements and goals, which become requirements as the design of the weapon systern

. progresses. The RCM is a key part of the diagnostic maturation process (see Appendix C).

Updates to the SORD and RCM should be based on the results of wadeoffs and analyses that
define the diagnosnc capability.
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Updatc SORD diagnostic inputs wnh two concerns. First, address the general concepts and .\
needs that will be expanded or clarified by the RCM parameters. Second, avoid specifying :
diagnostic-only requirements uniil trades or analyses have been made to determine values that

best support operational needs. Appendix E, 60.2, lists operational parameters, along with

their diagnostic impact, that should aid in updating diagnostic staternents for the SORD.

Requiremcrit Lessons Learned

Diagnostic requirements are usually only one facet of a higher operational or support
requircment (€.g., fault isolation is actually a component of requirements for rmission capable
rates, utilization rates, man hours per flying hour, etc.). By specifying proper operadonal and
support pararmeters in the SORD and RCM and by ensuring centractors use these parameters in
a system engineering approach, the resultant diagnostc capability will support the operational
requirements without unnecessarily constraining Contractors.

4.1.3.7 Diagnostic inputs to the System Operational Requirements Document.
Verify that appropriate diagnostic inputs are included by inspecting the SORD and RCM.

Verification Rationale

Inspection is the most effective verification method, as guidance is included in AFR-57-1 and
in the following checklist .

Verification Guidance

Inspecuon of i f inputs to the SORD/RCM should be the responsibility of the impiementing -\
command. Guidance in AFR-57-1 should be followed, in addition to the following checklist. '

1. Are the proper operational and support parameters specified to drive development of
diagnostic requirements? See Appendix E, 60.2

2. Are any diagnostic-only requirements based on mission needs and operational
constraints and are they verifiable?

3. Are diagnostic issues, goals, and requirements reflected throughout the SORD for all

alamante thar malr- 1o the Ain ot panahilisg?
CCIOTIIG Mase Jdp uic u.ulsuuauu capacuily .

4. Have provisions for diagnostic growth been included?
Verification Lessons Leamned

Establishment of inadequate or inappropriate diagnostic requirements often result in an
inadequate diagnostic capability.

3.1.3.8 Update diagnostic inputs to the Depot Support Requirement
.Document. Update diagnostic inputs to the Depot Suppon Requirement Document (DSRD).

Requirement Ra_nqnalc
The DSRD is the planning document for Depot support. It supports the SON and the SORD.

Diagnostic inputs to the DSRD must be updated to ensure the plans and requirements for
providing both depot maintenance and material support are adequate. .‘\
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Use AFR-57-1, Operational Needs, Requirements, and Concepts, as a guide. The DSRD is
prepared and issued in paraliel with the SORD. Attachment 9 1o AFR-57-1 is the format for
preparing the DSRD. The content of the DSRD evolves with the design of the weapon system.
The initial version is required at Milestone 1. The system'’s diagnostic capability should be
reflected throughout the DSRD for all diagnostic elements used in the depot. Parucular

artantinn chonld be naid ta the roncent of varical tpcrnl-nhru that at denat level nromises the
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addressed under the MATE section of the DSRD (Section 2d of Attachment 9 1o AFR-57-1).

Requirement Lessons Learmed

Improper attention paid to early planning for Depot support can result in lengthy and costly
periods for transitioning from contractor to Air Force support.

4.1.3.8 Updating of diagnostic inputs to the Depot Support Requirements
Document. Verify that appropriate updates of diagnostic inputs are included by inspecting
the DSRD:

Verificaton Rationale

Inspecton is the most effective verification method. Guidance is included in AFR-57-1 and the
checklist that follows.

Verification Guidance
Verification is achieved by inspection and analysis of inputs to the DSRD by responsible
ns. This verification should be the responsibility of the implementng command.
Guidance in AFR-57-1 should be foliowed. The following checklist may help.
1. Has the concept of vertical testability been introduced?

2. Have the diagnostic elements which compose the diagnostic capability been integrated?

- 4 AN 'y

3.1.3.9 Diagnostic s gment of ayawm Design Review. The Sysiem Design
Review (SDR) shall include a complete review of the planned development of the diagnostc
capability.

Requirement Rationale
A diagnostic review during the SDR provides an effective evaluation of the diagnostic work
accomplished during the Dem/Val Phase and the data needed to specify realistic diagnostic
parameters for the FSD Phase,

Requirement Guidance

Procedures identifying the diagnostics-related items that must be included as part of the SDR
shall be provided, per MIL-STD-1521.

4.1.3.9 Diagnostic segment of the System Design Review. Verify by inspection
that the proper methods are used to ensure that the diagnostics segment of the SDR will
correctly evaluate the preliminary diagnostic concept of the emerging system/equipment.
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Verification Rationale
Inspection is the most effective verification method during an SDR.
Verification Guidance

MIL-STD-1521, Appendix B, provides procedures and guidance for conduct ing a SDR. The
procedures and listed items should be reviewed from a diagnostic perspective. The following
checklist may be helpful.

1. Does the contractor have a corporate policy identifying procedures for internal reviews
as well as customer required reviews?

2. Is emphasis being placed on technical interchange meetings between contractor and
customer rather than on l_argc-sca.lc reviews?

3. Are qualified diagnostic technical experts, who can challenge the design and assess
risks, included in these reviews?

4. Are diagnostic reviews held as an integral part of the Prime System Review?
Verification Lessons Leamned

Omission of a diagnostic concept review and evaluation during the SDR indicates a lack of
diagnostcs understanding. This lack of understanding will then propagate into the Validation
Phase documents and requirements and result in a less-than-desirable diagnostic capability.

3.1.3.10 Diagnostic inputs to the Test And Evaluation Master Plan. Diagnostic
inputs to the Test and Evaluation Master Plan (TEMP) must be updated.

Requirement Rationale

Test and evaluation is an essential part of the diagnostic capability maturation and verification
processes. Therefore, it is imperative that diagnostic issues be addressed in the TEMP.

Requirement Guidance

DoDD 5000.3 requires the preparation of a TEMP. This directive is amplified by AFR-80-14,
Research and Devc_ignment Test and Evaluation. The TEMP is the basic planning document
for al} test and evaluation related to a pamcular system acquisition. During Dem/Val, test and
evaluation issues play a significant role in selecting the preferred diagnosuc alternatives.
Emphasis should be placed on high-risk development efforts that will be conducted during the
subsequent acquisition phases.

DoD Directive 5000.3-M-1 contains the guidelines for the preparation of the TEMP. Chapter 2
contains the format for the TEMP, in which Part Il relates to DT&E and Part IV deals with
OT&E. Each of these parts deals with a significant number of diagnostic issues, such as
reliability, maintainability, logistics, safety, software, and training. LSA Task 501,
"Supportability, Test, Evaluation and Verification,” is a source of data for making inputs to the
TEMP. Ensure, especially at OT&E, that the entire diagnostic capability will be evaluated.
MIL-STD 1388-1, Tasks 501.2.1 and 501.2.2 (Suppontability Test, Evaluation and
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Verification) data outputs can be used to formulate a T&E strategy and establish T&E
objectives. '

Further procedures and guidance relating to test and evaluation of the diagnostic capability are
contained in Appendix D, 50.4. The material relating to DT&E and OT&E should be
addressed in the TEMP, as applicable. ‘

Requirement Lessons Learned
Initiating the TEMP during the early phases of the weapon system acquisition ensures that the
contractor and the Air Force understand that test and evaluation of diagnostic capability will be

an important factor. Thus, attention will be given to the timely development of the entire
diagnostc capability.

4.1.3.10 Diagnostié inputs to the Test and Evaluation Master Plan. Verify the
adequacy of diagnostic inputs that have been made to the TEMP.

Verification Rationale
Inspection of this plan is the only method available to verify its validity.
‘ Verificaton Guidance

Use DoD Directive 5000.3-M-1 and the following checklist to verify the adequacy of the
TEMP. '

1. Have diagnostic-related inputs to the TEMP been included?

2. Have high-risk items been given special consideration?

3. Has emphasis been placed on evaluation of the entire diagnostic capability as a whole?

4. Is there a logical relationship berween the TEMP and the Diagnostic Maturation Plan?
Verification Lessons Learned

Without proper verification of the TEMP, diagnostc test and evaluation may not occur in a
timely and effective fashion. ,

3.1.3.11 Diagnostic inputs to the Decision Coordinating Paper. .Diagnostic
inputs to the Decision Coordinating Paper (DCP) shall be prepared prior to authorization for
beginning FSD.

Requirement Rationale
The impact of the diagnostic goals and thresholds defined during Dem/Val on the weapon

system operational parameters must be known by the reviewing authority to facilitate decisions
regarding weapon system design, support system design, and funding requirements during
SD. . -
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Requirement Guidance

_ T AT

Diagnostc DCP input guidance is provided in DoD Instuction 5000.2, F9, and in Enclosur
to this instruction.

4.1.3.11 Diagnostic inputs to the DCP. Vefify by inspection that the impact of the
diagnostic capability is included in the DCP.

Verification Guidance
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submittal process contained in AFSCP 800-3.

As part of the DCP/IPS subxmttal process, inspect the documents to verify that the diagnostic
clud of
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3.1.4 Full-Scale Development Phase

3.1.4.1 Diagnostic segments of the Program Management Plan. Diagnostic
inputs to the Program Management Plan (PMP) must be generated/updated.

Requirement Rationale

Integrating diagnostic requirements in the applicable sections of the FSD Phase PMP permiis
planning, management, and specifying of diagnostic tasks. This integration enables diagnostic
tasks to be properly funded, performance to be reviewed, and parametric value FD/FI levels to
be specified prior to development.

Requirement Guidance

For acquisition programs that are initated at the FSD Phase, this guidance can be used 1o
define inputs to the diagnostic-relevant sections of the PMP. For acquisiton programs
contnuing from a Dem/Val Phase, this guidance can be used to update the diagnosuac-relevant
sections of the PMP for the FSD Phase. This requirement is broken into sub-requirements
addressed in 3.1.4.1.1 through 3.1.4.1.3.2 below.

Applicable guidance is contained in the following documents

MIL-STD-499, para. 5.1, 10.1  Engineering Management

MIL-STD-1388-1, task 101 Development of an Early Logistic Support
analysis Strategy.

AFSC P 800-3, atich 3, 4 A Guide for Program Management

AFR 800-2, atch 3 Instructons for Developing and Preparing a PMP

AFR 800-8, atch. 5§ ILS Program

AFR 800-12 Acquisition of Support Equipment

AFSC/AFLCR 800-23, para. 4  Policy for Modular Automatic Test Equipment

AFLC/AFSCP 800-34, ch. 7 Acquisition Logistics Management

AFR 80-14 Test and Evaluation
4.1.4.1 Diagnostic segments of Program Management Plan. Verify that
diagnostic requirements have been incorporated by inspectng apphi r'ahlp ctinng of the PM

diagnostic requirements have been incorporated by inspecting applicable sections of the PMF
Verification Guidance.

The PMP sections identified in the requirement should be inspected for sufficiency and
correctness of the diagnostic requirements. The inspection should be conducted using
guidance provided in the military standards and Air Force regulations and pamphlets identified
in 3.1.4.1 above.

3.1.4.1.a Modification planning. The approach to satisfying diagnostic requxrcmcms
must be included in modification plans.

Requirement Rationale

Prime systems and equipment being modified may also require modifications to their diagnostic
capabilities.
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Requirement Guidance
System and equipment modification pians Classes III, IV, and V, are documented in a Time
Compliance Technical Order (TCTO), in accordance with AFR 57-4, Modificaton Approval
and Management. Pay attention to the following when preparing this document.
Adequacy of the present diagnostic mix at each maintenance level

Possible diagnostic hardware and software changes based on prime equipment
modifications and their integration (e.g., vertical test compatibility).

Test and evaluation of the entire chagnosuc capability relating to the prime equipment
modifications.

Fielding of modified diagnostc capability concurrently with modified prime equipment.
Requirement Lessons Lcamcd

The diagnostic implications of system and equipment modxﬁcauons can adversely impact
performance, cost, and schedule if not managed properly

4.1.4.1.a Modification planning. Verify by inspection that diagnostic implications have
been addressed in the TCTO.

Verificadon Guidance

Use AFR 57-4. ./

3.1.4.1.1 System engineering and configuration (PMP Section 4). Diagnostic
capability must be included in the system engineering management approach in the PMP.

Requirement Rationale
Since the integrated diagnostics process is intertwined into the prime system/equipment system
engineering process, it should be included as part of the program effort that is defined in this
section of the PMP.

chuircmcm Guidance

Ensure the followmg mmcq are included in Lhe svstem gnmneermg management approach.

== ARk A2 == Sed S8 2W2RRRRR 22 R0 27 2N e Al L apfpivas. 1.

Included with each identified topic is the diagnostic element relanonstup
Topic 1

Describe the program effort for defining the preferred system configuration (system
definition), engineering/technical management, and the integration of engmecnn g and

specialty programs.

Include, as appropriate, the identification of both the embedded and external diagnostic
elements in the program effort description.
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Inciude summaries on plans for risk reduction programs, technical reviews and studies,
and analyses (particularly life cycle cost analyses).

Diagnostic Relationship

Diagnostic-peculiar tradeoffs (e.g., BIT vs. offline ATE) and diagnostic-related portions of
tradeoffs and analyses should be included in the summaries or pians.

In the summary of the planned approach for engineering and engineering management,
include the diagnostic relationship, as appropriate, for each topic shown below.

1. Engineering definition of the complete system

Include the diagnostic elements as part of the engineering definition.

Reliability, maintainability, human engineering, vulnerability, value eﬁgincering,
quality assurance, integrity, testability, producibility, and technical performance
measurement |

Include, for each topic, the appropriate diagnostic element impact.

. Computer, computer programs, and associated documentation to be used as part of

the system or equipment and that are necessary for support

Description of diagnostic element (e.g., BI
should be included.

. Brief description of the approach in achieving a total system safety program

Briefly describe the diagnostic impact, as appropriate, on System safety as part of the
overall description.

. Human factors, to include personnel planning information and training requirements

Include the diagnostic capability impact on the personnel and training requirements.

4.14.1.1 System engineering and configuration (PMP Section 4). Verify that
the System Engineering and Configuration section of the PMP addresses diagnostic elements
by inspecing the document.

Verification Guidance

Refer to AFSCP 800-3, Attachm_cnt 4.5, for a checklist that can be used.

3.1.4.1.2 Test and evaluation (PMP Section 5). Test and Evaluation (T&E) shall be
planned to ensure diagnostic procedures and resources are in place.

Requirement Rationale

This requirement provides planning focus and guidance for the DT&E and OT&E to be
performed on the system diagnostics. Planning will ensure timely diagnostc evaluation and
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: o
testing to reduce risks and cost overruns and to implement required procedures. Diagnostic .)
inputs to the PMP will allow for appropriate budgeting of funds to conduct diagnostic test and '
evaluation. _

Requircmcm Guidance

Analyzc the system's operational needs and goals based on procedures contained in the
foliowing.

DoD 5000.3 Test and Evaluation
AFR 80-14 Research and Development Test and Evaluation
AFSCP 800-3, Atch. 4,6 A Guide for Program Management

Requirement Lessons Leamned

Omitting pertinent diagnostic-critical issues, areas of risk, and specific test objectives will result
in the following.
Omission of necessary funding to provide the resources and management required to
perform diagnostics T&E'

Inadequate diagnostics T&E for risk reduction, establishment of test tolerance to
elimnate Cannot Duplicates (CND) and implementaton of activities needed for
diagnostic maturation

4.1.4.1.2 Test and evaluation {PMP Sectmn 5). Verify that central issues, of

are
nisk, and specific test objectives for diagnostics T&E have been appropriately identified
incorporated by inspecting the ?MP Section 5.

a

S
and

v
Verification Rationale
Inspection is the best way to verify proper contents of the PMP.

Verificaton Guidance

Ensure that diagnostics T&E segments (i.c., issues, areas of risk, and specific test objectives)
reflect system operational goals, needs, constraints, environment, and requirements. AFSCP
800-3, Attachments 4 and, 6 furnishes a checklist of information to be inciuded in this section
of the PMP.

3.1.4.1.3 Integrated Logistics Support (PMP Section 9). Implementation
procedures for the interface between integrated diagrostics and Integrared Logistics Support
(ILS) shall be identified and defined from both design and support aspects.

ncqum:rncn[ Rationale

This requirement provides the up-front baseline focus for the studies and trades needed to.
develop integrated diagnostics design requirements and to identify the diagnostc support cle-
ments for the system. This allows appropriate budgetng of funds to conduct proper LSA
analyses.
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Requirement Guidance

Analyze the system’s operational needs and preliminary conceptual specifications based on
procedures contained in the following
AFSCP 800-3, Atch. 4, 10 A Guide to Program Management
AFR 800-8, Atch. 5 Integrated Logistics Support (ILS) Program
MIL-STD-1388-1, Task 101 Development of an Early Logisac Support
Analysis Strategy.
AFR 800-12 Acquisition of Support Equipment

This requirement is subdivided in 3.1.4.1.3.1. and 3.1.4.1.3.2. below.
Requirement Lessons Learned

Top management attention is critical to proper budgeting of funds to perform the system

engineering analyses and follow-on LSAR data development for logistics support acquisition.

Omission of diagnostic planning in the ILS Secdon 9 of the PMP will mean loss of diagnostic
visibility at high management levels. A predictable result is loss of system readiness in the
field due to insufficient O&M funding to keep pace with the maintenance burden (i. ., sparing,
CNDs, TPS support load).

4.1.4.1.3 Integrated Logistics Support (PMP Section 9). Verify that pertinent
diagnostic information is incorporated into the ILSP or ILS, Section 9, of the PMP, by
inspecting this section. :

Verificadon Rationale
Inspection is the most effective way to verify contents of the PMP.
Verification Guidance

Ensure a definitive, coordinated diagnostics program is documented. Guidance material, in the
form of narrative and comparative charts, needs to be developed to assist in tailoring a mix of
the roles of diagnostic design, LSA, and ILS elements for any partcular system. This
guidance material should address such items as the following. -

Identification of the interface between the diagnostic analysis and allocation process in
relation to the LSA

Fuaisenmoan shas o1 Adia : 3 3 e 1
Ensurance that all diagnostic elements are included in the ILS program and sufficient
for de

at
funds exist for development, acquisition, and support of these diagnostic elements

3.14.1.3.1 Manpower and organi_zatiori (PMP Section 10). Diagnostic
manpower requirements shall be introduced into the Manpower and Organization Section of the
PMP. : ' '

Requirement Rationale

Specific attention is required by the Program Office to ensure the acquisition of an effective
diagnostic manpower capability. :
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Requirement Guidance

The Air Force organizational rclétionship berween the Program Office and other Air Force and
Government agencies should be described. Of particular concern are the relationships to the

.operating commands and the Air Training Command. These Air Force agencies, and the

system/equipment contractors, have the responsibility for deriving diagnostic requirements
from weapon system mission and performance requirements. These diagnostic requirements
affect manpower requirements. Manpower implicanons of alternative concepts and designs
should be evaluated and the requirements should be identified and determined to be consistent
with program constraints. The maintenance manpower requiréments should be consistent with
the maintenance testing capability and the technical information supplied to the technician. The
policy and procedures for the integration and implementation of manpower, personnel. and

_training considerations are contained in DoD Directive 5000.53, Manpower, Personnel,

Training , and Safety (MPTS) in the Defense Acquisition Process. MIL-H-46855, Hurnan
Engineening Requirements for Military Systems, Equipment, and Facilities, covers establishing
and defining these requirements. '

Requirement Lessons Learned

Lack of the proper emphasis by the Air Force Program Offices and associated Air Force
organizations on an adequate field diagnostic capability has resulted in contractors not paying
adequate attention to the design of this capability. The result has been inferior performance of
weapon system diagnostic capabilities. ‘

4.1.4.1.3.1 Manpower and organization (PMP Section 10). Verify that
diagnostic requirements relating to manpower and organization have been established by
inspecting the PMP, Section 10.

Verification Guidance

Particular attention should be paid to both the Air Force Management organization, which is
charged with the responsibility for manpower needs, and the methodology used to establish
manpower needs for the weapon system. MIL-H-46855 is the governing document.

3.1.4.1.3.2 Personnel training section of PMP. Plans for training technicians shall
be devised and included in the Personnel Training section of the PMP.

Requirement Radonale

Special emphasis on developing training procedures relared to maintenance diagnostcs is
required to improve the fielded diagnostic capability of a weapon system.

Requirement Guidance

DoD Directive 5000.53 establishes policy and procedures for the integration and
implementation of MPTS considerations throughout the system acquisition process. As -
described in 3.1.3.1.3.1, the Air Force's MPT Directorate, through the IMPACTS Program,
can provide technical assistance in applying these policies and procedures. Specifically, the
Program Office requires inputs from the Air Training Command and operating commands to
define the type, amount, and mix of technician training in maintenance diagnostics. Planning is
required to define zraining requirements and to ensure that maintenance training hardware and
software are available for system/equipment tests, demonstration, test and evaluations.
Consider alternative support concepts, such as the following.

%0
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Use of on-the-job training vs formal schooling
Training times, sequences, and scheduies for both formal and on-the-job training
Embedded maining vs off-equipment training for on-the-job training

Investigate innovative training techniques to provide more productive diagnostc capabilities.
Consider a mixmure of formal schooling and on-the-job training, sequenced at appropriate times
in the technician’s career path. Discussions with the Air Training Command should emphasize
the need for a realistic mixture. New curricula may be required for formal schooling. The Air
Force Training Command's participation in defining on-the-job training will be required, along
with inputs from experienced technicians.

4.1.4.1.3.2 Personnel training section of PMP, Verify by inspection that the PMP
contains adequate emphasis on personne! training for roubleshooting and maintenance.

Verification Guidance
Guidance is contained in AFSCP 800-3, Attachments 4 and 12. Be sure to inspect and analyze
the diagnostic input to the PMP. Pay particular attention to the use of innovatve personnel
training requirements and procedures to ensure that amount, mix, and type will be considered.
Inputs from the Air Training Command and operating commands should be reviewed.

3.1.4.2 Diagnostic segments of the RFP. The various segments of an RFP that ad-
dress diagnostc 1ssues shall be prepared. : '

Requirement Ratonaie

The RFP, which leads to contract requirements, is the key form of communication between the
Government and the contractor. Proper inclusion and placement of diagnostic requirements in
the RFP is key to achieving desired diagnostic goals.

Requirement Guidance

Depending upon the program acquisition strategy, a formal Dem/Val Phase may or may not
have resulted in diagnostic segments of the RFP or an overall diagnostic concept for the system
or the diagnostic elements, If a formal Dem/Val Phase was conducted and resulted in such out-
puts, then these outputs must be updated and reviewed for inclusion in the RFP. If not, then
each diagnostic segment RFP section must be prepared and coordinated with other design, en-
gineering, and logistic segments. Several sections of the RFP will be affected by diagnostic
requirements, including Special Contract Requirements (Section H), Instructions to Offerors
(Section L), and Evaluation Factors for Award (Section M). Preparation of the RFP segments
for diagnostics may also require coordinadon with other design, engineening, and logisuc ac-
tivities to ensure that there are no gaps, overlaps, or conflicts in requirements. Additional
guidance is in Military Handbook 245. )

Special Contractual Requirements

Usually, the Special Contract Requirements section of the RFP will require the preparation of a
System Engineering Master Schedule (SEMS) to be submitted in response to the RFP, and it is
evaluated/negotiated during source selection and subsequently becomes part of the contract.
The SEMS consists of a series of selected events or milestones identifying the key engineering
tasks for each selected eventand the success criteria for each key engineering task. Itisa
schedule ded to specific development event/milestone, rather than to ime. Events/milestones
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may include the following: System Design Review, Software Specification Review,
Preliminary Design Review, Critical Design Review, Functional and Physical Configuration
Audits, Test Requirements Review, IOT&E Testing, etc. Key tasks necessary to be completed
for each event must be identified. Verifiable critenia for task completion must be identified.
These tasks may consist of test plans, support plans, analyses, demonstrations, drawing

releases, tests completed, etc. For each task, criteria must be established that defines
successful complerion of the task. The criteria should be measurable and verifiable, Also, the
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. SEMS can be used to provide a basis for incentives tied to technical accomplishments. The

SEMS should be compatible with the System Engineering Management Plan. Itis the basis for
derivation of all subsequent detail planning. Supporting plans are derived from the SEMS.
Thus, important integrated diagnostics milestones, the tasks that must be accomplished 1o

achieve them, and the criteria used to verify completion of the tasks must be addressed.
Examples of the type of information that should appear in the FSD SEMS are listed below.

a. SOW Task: Preliminary design
Demonstration milestone: Diagnostic preliminary design completed

Technical Tasks: Final diagnostic allocation, embedded diagnostic design, and inherent
testability assessment

Decision criteria: See 4.1.4.4
b. SOW Task: System/subsystem design review

Armnnc nn milacer,
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Technical Tasks: Ensure diagnostc capability performance requirements are met and
specification diagnostc inputs are made

Decision criteria: See 4.1.4.6
c. SOW Task: Detail design
Demonstration milestone: Diagnostic detail design completed

Technical Tasks: Design embedded diagnostic capability, establish vertical testability
requirements, make diagnostic provisions to specifications

Decision criteria: See 4:1 A7
d. SOW Task: Systern/subsystem/equipment design review
Demonstration milestones: CDR, TRR
Technical Tasks: Ensure all hardware and sofrware diagnostic performance requirements
are met; product specification inputs are made; and SORD, DSRD and TEMP diagnostic
inputs are made
Decision criteria: See 4.1.4.10 and 4.1.4.10.1

e. SOW Task: Fabricate/integrate weapon system
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Demonstration milestone: Fabricate external diagnostic elements

Technical Tasks: Offline testing capability, technical information delivery system,
manpower and training capability, technical information development

Decision criteria: See 4.1.4.11 through 4.1.4.11.4

wah

f. SOW Task: Te evaluation

A
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star
Demonstration milestones: Diagnostic segments of DT&E completed, diagnostic segments
of OT&E completed, maintainability demonstraton compieted

Technical Tasks: Test and evaluation of external diagnostic capability, demonstration of
external diagnosuc capability

D:cision criteria: See 4.1.4.12.1 through 4.1.4.12.3

The Special Contract Requirements section of the RFP can provide for contractor incentves
and warranties aimed at motivatng conwactors to provide the required diagnostc capability. -
There are two basic types of warranties, assurance and incentive. Assurance warranties
guarantee a specified level of performance, usually a minimum acceptable specificanon.
Incentive warranties provide some motivation for the contractor to improve upon the minimum
acceptable specification. The levels of performance that incentives are encouraging contractors
to reach are normally stated as goals in the SORD, RCM, DSRD, or specification. This type of
incentive warranty is especially appropriate to the concept of diagnostac growth as described in
Appendix D, 50.4. AFR 70-11, Weapon System Warranties, establishes the basic policies and
procedures for applying weapon system warranties. This regulation is supported by the
following guidance documents.

Program Managers’ Warranty Guide, 1 September 1989. A guide for the warranty
' process.

Weapon System Warranty Planning Guide, 1 March 1989. A guide for program managers
tasked with developing, coordinating, and approving warranty plans.

DSMC Warranty Handbook. A guide for DoD managers developing, applying, and
administering warranties. -

The following three specific warranties are required by the weapon system warranty law.

1. Conformance to design and manufacturing requirements
2. Freedom from defects in materials and workmanship
3. Conformance to essential performance requirements

The latter warranty is particularly suited for diagnostic applications, since it is based on
verifiable operational, maintenance, and reliability requirements, many of which diagnostcs
contributes to accomplishing. For each specific warranty, a remedy that the contractor is
normally obligated to correct must be established. Each remedy is normally based on field data
collection and thus must be supported by an existing data collection system, as defined in :
3.1.3.5 of this appendix. Appendix B of the Weapon System Warranty Planning Guide, 1
March 1990, identifies data systems that collect reliability, maintainability, and availability data.
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All weapon systems over specified dollar values entering into mature, full-scale production
must be covered by a weapon system warranty. However, the intent to use warranties must be

Tl
established early in the acquisition cycle. During FSD a more complete model provision that

sets forth all the warranty terms and conditions should be included in the RFP. If feasible, a
weapon system warranty should be considered for use during FSD. Such a warranty would
probably be an incentive type and should inciude the following items.

Interaction of the diagnostc design process with automated system design, including
establishing and using a shared database

Interactive design of all clements of the diagnostic capability with the prime system design

Concurrent delivery and evaluation of the entire diagnostic capability along with the prime
system for the maimainability demonstration and IOT&E

Further information on warranties can be obtained from the Product Performance Agreement
Center (PPAC), ASD/ALTE.

Instructions To Offerors

The Instructions to Offerors section-of the RFP contains instructions on proposal preparation.

- Mermimnlls mistlinan tha saaiiieed fnmannt mama 1ol tnd mme nd Ammtant canTive,
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Management, Technical, and Cost proposals. Ensure that the concept of integrated diagnostics
is addressed. Although no standard format exists for this section of the RFP, this section must
address the need for ma.nagena.l and technical information relative to integrated diagnostics and
the meeting of diagnostic requirements. For systems entering development after September
1988, the OSD CALS policy of 5 August 1988 requires specific schedule and cost proposals
for integration of contractor technical information systems and processes in acquisition plans,
solicitations, and related documents. Thc contractor must know that he will be judged on how
well this integration is planned and how advanced technology will facilitate this integration.
Refer to the Air Force CALS Application Guide for required implementation activities and
recommended contractual language.

Separate costing of diagnostic activities/tasks in Lhc cost proposal increases management
visibility of integrated diagnostics efforts. A separate breakout of costs is not always
reasonable, due to the interdisciplinary nature of the f.hamosnc tasks, However, certain
activities are appropriate, such as costing of technical manual development (see Sumrnary
Report on the Defense-Wide Audit on Acquisition of Technical Manuals and Related Data from
Contractors, Office of the Inspcctor General, No. 87-115, Apnl 3, 1987), TPS development,

and diagnostic growth efforts. These are appropriate for the FSD Phase RFP.

Automation can provide a more efficient and effeénve design process. Encouraging the use of
automation can be accomplished by adding provisions to the Instructions to Offerors relating to
the following.

A discussion of design aids which facilitate the design and integration of the diagnostic
capability into the system engineering process

The development and use of a diagnostic database that supports the 5pp1ication of these
aids
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Evaluation Factors for Award
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integrated diagnostcs and diagnostic requirements w1ll havc a significant impact on contractor
selection. Evaluation factors should reflect the diagnostic content of the Instructions to
Offerors (Section L) from both technical and management points of view. Evaluation factors
must commumcate that the proposal will be Judged on its approach to mtegrated dlagnosncs as
part of the system engineering process, along with how advanced technology will be used.
The evaluation should stress the need for the contractor to identify the manner in which
oversight and control of the diagnostic requirements allocation process and design
implementation is exercised.

The Fuglnahnr\ Fartar for Award cartinn must ensure fhar rhn or posa_ll writer undersf&r}dc that

Several other evaluation factors are important, such as the following.

The amount and type of specialized education and training given to both contractor
program managers and designers relating to testability and integrated diagnostics

Independent research and development conducted by the contractor relating to testability
and diagnostic design tool development and integrated diagnostics demonstrations

Method and scheduling to ensure the concurrent delivery and evaluaton of the entire

diagnostic capability with the prime system

How diagnostics for both GFE and CFE will be addressed by the contractor to ensure
overall system diagnostic requirements are met

Quality of the diagnostic maturation program proposed by the contractor
Statemnent of Work

The SOW presents tasks to be performed by the contractor during the development program.
The following is a sample SOW for the FSD Phase, which should be tailored before applying
to a specific program. The tailoring process may include requirements for the contractor to
perform specific activities as presented in the ID Roadmap and as deemed appropriate to apply
the necessary emphasis for ID engineering, design, analysis, development, test and evaluation,
and documentation.

Sample FSD Phase SOW
Design of the Diagnostic Capability

As part of the system design, the contractor shall incorporate embedded diagnostic and
testability features and provide external diagnostic capabilities that satisfy the d1agnost1c
performance requirements in the system specification.

Diagnostc Design Analysis

The contractor shall implement a structured design analysis process to assess in detail the
ability of the diagnostic design to meet the system diagnostic performance specification (e.g.,
fault coverage, mean time to diagnose, false removal, etc.); analyze the inherent testability of
the preliminary design; identify areas where the primary means of diagnostics may lead to an
ambiguous result and ways the ambiguity will be resolved; identify areas in which there is a
redundant (overlapping) diagnostic capability; and verify that the detailed design of diagnostics
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is in accordance with the functional allocation established during the previous program phase.
As a minimum, the analytical task shall be performed and delivered as described bclo_w.

Design Analysis of Diagnostics Built into the System

The contractor shall complete a structured analysis of system design implementation to
identify functional areas in which diagnostic requirements allocated in the previous
phase provide an unambiguous capability to detect or isolate a fault to the appropriate
replaceable unit at each level of maintenance. As a minimum, the design analysis shall
be based on maintenance dependency models (or their equivalents) at the system level
to quantify the degree of ambiguity at the lowest replaceable assembly and to assess
inherent testability of the design (Tasks 202 and 203 of MIL-STD-2165), in which
there are large areas of ambiguity. In electronic assemblies consisting of digital logic,
the dependency model analysis shall be augmented with 100 percent fault simulating for
selected samples. In addition, the contractor shall prepare a worst case analysis of
design or tolerance margins at each BIT sensor and test point for the system. The

£ ol 1 3a 11 3 ; P Heli
utcome of these analyses should include an assessment of the capability of the built-in

diagnostics to meet the fault coverage specification, an identification of specific system
areas in which there is ambiguous fault detection or isolation, and an assessment of the
capability to limit the false alarms and false removals. These assessments should
identify the projected causes of false alarms and false removals and ambiguities in terms
attributable to equipment design mechanization (including partitioning, test point
placement, BIT limitations), transients, or maintenance and operational considerations.
These analyses will be used to update the diagnostic functional allocation, where neces-
sary, to resolve ambiguities or reduce overlap. These analyses shall be completed by
the CDR. ' :

FaSE T Yo N Y

Assessment of External Diagnostics

At the CDR, the contractor shall deliver detailed requirements for external test
equipment, troubleshooting approaches to be included in maintenance manuals, TIDS,

and training. These requirements shall be supported by a diagnostic ambiguity analysis
to be delivered at the same time. The analysis shall describe the degree to which
diagnostic ambiguities are reduced and areas in which there is redundancy (overlap) of
diagnostic capabilities. The analysis shall highlight those areas where the combination
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of embedded and external diagnostics cannot unambiguously detect or isolate a fault

within the prescribed diagnostic limits. Its results, modified as necessary to resolve
ambiguities, will be used to update requirements for external diagnostics.

The contractor shall implement the concept of vertical testability to ensure compatibility
of testing among all levels of maintenance, including factory testing. Both
compatibility of the testing tolérances among levels and the testing environments must
be considered. The resuits of this effort must be documented in a Test Requirement
Document per MIL-STD-1519. Specific links among all levels must be established and

documented as referenced and outlined in Appendix G.
Diagnostic Maturation Program

The contractor shall establish and maintain a diagnostic performance data collection system and
conduct diagnostic performance verification tests and demonstrations, in accordance with MIL-
STD-470, Task 301, to evaluate the effectiveness of the diagnostic design. As a minimum,
diagnostic testing should include the insertion of a complete fault sample (approaching 100

percent at each maintenance level, as costs permit) in customer-selected areas of the system 10
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evaluate the accuracy of the fault coverage prediction. In addition, diagnostc testing should
include system operation throughout the specified environmental range in order to evaluate
false alarm and removal deficiencies. Maintainability demonstrations during DT&E and OT&E
and the total diagnostc capability, both embedded and external, should be evaluated
concurrently with the weapon system.

Monitor diagnostic performance whenever the system is operating and determine whether the
diagnostic capabilines are operating in accordance with the design. The contractor shall take
corrective action as necessary to meet diagnostic capability requirements. The contractor shall
provide a diagnostic maturation profile, periodic summary of diagnostic performance
throughout the development cycle, and results of the diagnostic verification.

The diagnostic performance data collection system shall extend through the FSD, Production,
and Deployment Phases. The data systemn shall be designed so that the performance of the
diagnostic capability can be ascertained at any point during the acquisition, production, and
deployment of the weapon system. It shall be compatible with the established DoD data
system, which will be employed after the maintenance of the weapon system becomes the
responsibility of the Government.

The contractor shall also plan for the transition of responsibility to the Government for the
collection and analysis of diagnostics data. The contractor shall make available to the

Government all failure ana.lys1s and trending data coliected as a result of this task. The data
shall be delivered in a digital format acceptable to the government. Field data collection and
analysis should be automated as most pracrical and cost effective.

The system shall be integrated to the maximum extent practical with similar data collection
requirements specified elsewhere.

Integrated Diagnostic Program Plan

The contractor shall develop and maintain an IDPP, that describes how the diagnostic program
will be conducted. The Program Plan shall be in accordance with the format in Appendix C.
The plan describes the time phasing of each task included in the contractual requirements and
its relationship to other tasks. Diagnostic issues that relate to reliability, maintainability,
logistics, human engineering, safety, etc., should be addrcssed in plans for Lhesc disciplines.

Dxagnosnc Program Reviews
As part of the formal reviews {(e.g., PDR, CDR) that are conducied during FSD, the

nrphrnmary and detail desien of the diaenostic capabilitv shall be addressed. These reviews
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shall be coordinated and conducted in conjunction with reliability, maintainability, human
engineering, and logistic support reviews, whenever possible. Use MIL-STD-1521 and
program review criteria contained in MIL STDs 470, 785, 1388-1, and 2165 as guidance.
CDRL recommendations.

The folloﬁng is a recommended list of data deliverables for inclusion in ;hé CDRL.
PDR

1. Embedded diagnostics design assessment results

a. DI-MCCR-80012 Diagnostic Element CSCI Top-Level, DOD-STD-2167
b. DE-T-7199 Testability Analysis Report, MIL-STD 2165, Task 202
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c. DI-E-3102 Prime Item Development Specifications(s), MIL-STD 490
d. DI-E-3102 Critcal Item Development Specifications (s), MIL-STD 490
2. External Diagnostic Capability Requirements
a. DI-L-7147 Personnel & Skill Summary Report, MIL-STD 1388-2 (LSA-
002) .
b. DI-L-7151 Sunnon Equipment Requirements MIL-STD 1388-2 (LSA-013)
c. DI-L-7177 Maintainability Analysis - Level-of-Repair-Report, MIL-STD
1388-2 (LSA-053)
d. DI-L-7178 Failure Mode Analysis Summary Report, MIL-STD 1388-2
(LSA-054)
e. DI-L-7179 Failure Modes Detecion Summary Report, MIL-STD 1388-2
(LSA-055)
3. Vertical Testability
a. DI-ATTS-80041 Test Requirements Document, MIL-STD 1519, Notice 2,
inciuding linking tabies as referenced and described in
Appendix G

System/Subsystem CDR(s)

1. Embedded diagnostic design assessment results
a. DIR-MCCR-80031 Diagnostic Element CSCI Software Detailed Design Document,
DOD-STD-2167

b. DI-E3103 Draft Prime Item Product Fabrication Specification(s), MIL-
STD 400

[T T A

¢. DIE-30132 Draft Critical Item Product Fabrication Specification(s), MIL-
STD 490

d. DI-T-7199 Detailed Testability Analysis, MIL-STD 2165, Tasks 202 and
203

2. External Diagnostic Capability Requirements
a. Update of PDR documents

3. Documented Diagnostic Design Assessment during CDR
a. DI-A-7088 Conference Agenda, MIL-STD 1521, Appendix E
b. DI-A-708% Conference Minutes, MIL-STD 1521, Appendix E
Subsystem FCA (s)

1. Update Diagnostic Performance Specification(s)

a. DI-E-3103 ) Prime Item Product Fabrication Specificadon, MIL-STD 490
b. DI-E-30132 Critical Item Product Fabncanon Specificadon, MIL-STD 490
T&E ‘
1. DIR-7113 Diagnostic Capability Demonstration Results, MIL-STD 470,
Task 301

2. Updated Diagnostics Capabilities Field Maﬁuation Plan

DIDs identified above must be tailored to ensure that diagnostic requirements are included.
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4.1.4.2 Diagnostic segments of RFP. Verify adequacy and completeness of the
diagnostic input by inspecting the FSD RFP.

Verificaton Rationale

Ensure that the contractor performs the required diagnostic activities and incorporates specified
requirements in the final design.

Verification Guidance
The following checklist should be used.

1. Does the RFP/SOW relate the importance of integrating the diagnostic eiements and of
meeting the diagnostic requirements?

2. Is there a requirement that the design of the total diagnostc capability be completed and
evaluated as a whole for OT&E?

3. As a minimum, is there a requirement that the Maturation Program extend through
transitioning of the system to Air Force maintenance, to include operating and
transitioning the performance data collection system?

3.1.4.3 Diagnostic segment of program plans. Integrated diagnostic requirements
shall be incorporated into various contractor-prepared program plans.

Requirement Ratonale

The Integrated Diagnostics Program Plan (IDPP) is a key diagnostic planning document.
Appendix C describes the format and content of an IDPP. As an alternatdve to a separate [DPP,
the required diagnostics planning information may be included in the SEMP, ISP, and various
other management plans. If an aiternarive plan is selected in lieu of the IDPP, the following
guidance applies. The SEMP is the preferred plan for describing how integration of the
diagnostic elements is implemented. However, at this point, relevant portions of the following
plans must also address this issue.

Logistic Support Analysis Plan
Reliability Program Plan
Maintainability Program Plan
Integrated Support Pian

System Safety Plan

Human Engineering Program Plan

Avionics Integrity Master Plan

N ALNe—

chuircmem Guidance

One of the initial contractual efforts undertaken after the award of contract is the preparation of
various management plans. Appendix C describes the content of a separate IDPP. An
alternative to a separate IDPP is to include appropriate information in the SEMP, ISP, and
various other management plans. If the latter option is used in lieu of the IDPP, the following
guidance applies.
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Normally, the initial version of the SEMP was prepared during Concept Exploration and
updated during Dem/Val; thus, only updating is required. This is also true for the LSAP and

the ISP. The other nrogram nlans were usually intnated du‘ﬂ__n_g the Dem/Val Phase.
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System Engineering Management Plan

The requirement for the SEMP, governed by MIL-STD-499, is composed of three parts.
PART1
Technical Program Planning and Control

This part of the plan should describe the contractor(s) organization and internal interfaces
required to integrate the design of the diagnostic capability as an integral part of the system
engineering process. The extent to which integrated diagnostics has been institutionalized
within the contractor’s operating policies and procedures must be addressed. A single person
should be identified who has the overall responsibility and authority for implementation of the
integration process. This person should be the one with the responsibility for the other
aspects of weapon system performance. A review process should be described to ensure that
the task is integrated across all involved functional disciplines and that an adequate feedback
system exists 1o redirect efforts to meet diagnostic goals and requirements. Where

o * * : stk 9
subcontractors, or teaming arrangernents with associate conwactors, contribute to the

integration of the diagnostic capability, describe these organizational interfaces and the (
planning and control functions to be implemented to ensure a totally integrated effort. A
schedule should be established for each of the data deliverables cited in the Statement of
Work. '

PART O
System Enginccring Process

This part of the plan should contain a description of the process to be used in meeting the
overall program objectives and requirements, the general maintenance concept to be used to
support the system/equipment, and the conmractor's methodology for arriving at the desired
diagnostic approach. Analysis and trade studies should be identified, and the proposed
methodology for conducting these studies should be described. Reference to models approved
by the procuring activity may satisfy the methodology requirement. If not, these models
should be described, along with their capabilities and limitations. In addition, the plan should
include the following. '
1. An integrated approach to the maintenance diagnostics design that is an integral pan
the system/subsystem design
2. A description of how diagnostic requirements are to be met and integrated with each
other and with the overall weapon system design. This shall include procedures for
idenufying deficiencies, needed actions, and corrective measures _

3. A description of how diagnostic elements are integrated with each other into a cost-
effective achievement of primary maintenance goals (e.g., 100 percent unambiguous
fault isolation capability) :
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PART III

Engineering Specialty Integration. This part should include a detailed description of the
integrated diagnostic interrelationships involving human engineering, personnel, safety,
reliability, training, logistics, product assurance, maintainability, testability, integrity
programs, etc., and their integration with the system engineering process. The plan should
address the need for combined demonstration programs (e.g., reliability, maintainability).

LSAP (MIL-STD-1388-'1). Define how the integration of data and analysis resulting from
LSA and other system engineering efforts will be.accomplished. ' _

Reliability Program Plan. Address the conduct of the failure modes, effects, and criticality
analysis (FMECA) as the basis for initial diagnostic design. The reliability modeling task,
Task 201, MIL-STD-785, should take into account fault-tolerant design and its relationship to
performance monitoring requirements and meeting diagnostic goals by utilizing redundancy.

Maintainability Program Plan. The basic planning document for ensuring that diagnostic
requirements are met. Each of the MIL-STD-470 200-series tasks has a direct interface with
‘the design of the diagnostic capability. Task 301, Maintainability Demonstration, is the basic
demonstration task for both testability and diagnostics. :

<
Integrated Support Plan. The formal planning document for logistic support is prepared per
DI-L-30318 as required by the SOW. It must reflect how all of the diagnostic elements will be
provided and supported. .

System Safety Plan (MIL-STD-882). Provide diagnostic inputs that impact the determination
and identification of diagnostic requirements for detecting potential safety problems. This
performance monitoring analysis should be closely tied to the FMECA.

Human Engineering Program Plan. Address the technician's role/interface with the entire
weapon system diagnostic capability, including the time required to access technical
information from whatever media is used. Careful attention must be paid to have technicians
evaluate the entire diagnostic capability (at all maintenance levels) during test and evaluation.
4.1.4.3 Diagnostic segment of program plans. Verify by inspcctidn that the
integrated diagnostic process has been included in the SEMP, IDPP, and into other relevant
plans.
_ _ Verification Guidance
‘Review the SEMP to determine if it provides the following.

1. A vehicle for identifying the contractor's roles and responsibilities, thereby helping
direct and control the work of the program.

2. A description of how the parts fit together, providing a basis for coordinating related
activities ' :

3. A baseline for any change of scope

4. Help for everyone to know how to determine when the objectives have been reached
and, therefore, when the effort is complete
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Review of other plans. ' ‘ .
Integrated Diagnostics Program Plan (see Appendix C)
Logistics Support Analysis Plan
Are diagnostic system engineering and analyses an integral part 6f the LSA process?
Reliability Program Plan
~ Will FMECA be used as a basis for.'mitial diagnostic design?
* Maintainability Program Plan

Have diagnostic issues been addressed adequately in each of the elements of the
Maintainability Program Plan listed under Task 101, MIL-STD-470?

Integrated Support Plan

Have all diagnostic elements and support thereof been sdd.ressed? R
System Safety Plan

Are performance monitoring requirements addressed?

Human Engineering Program Plan

Have all technician diagnostic tasks been idendfied?

The main evaluation factor is whether the SEMP and the other relevant plans demonstrate that
integrated diagnostics is truly an integral part of the system engineering process.

3.1.4.3.1 Develop/Update data sharing plans.  The contractor shall establish and
implement formal daia sharing plans 1o ensure that functional organizations, team members,
and subcontractors have access to current diagnostic development information throughout the

Dh e
I‘OU IddC.

Requirement Rationale

See 3.1.2.3.1.
Requirement Guidance

The acquisition agency should instruct the contractor to define/update a formal data sharing

plan (it can be part of the system engineering management plan or the IDPP). The plan should

address the sharing of information used in the dcs:gn of the weapon system. Appcndxx F gives

examples of the type of data elements and information that are required to perform diagnostic

design activities during FSD (data elements listed in Appendix F matrices and that apply to the

FSD Phase are those that reference 3.1.4.4, 3.1.4.7 and 3.1.4.11). The plan should also

address the interface with information regarding the performance of the diagnostic activity as it

proceeds through demonstration, test and evaluation, and maturation. The plan should

describe (1) the types of information that will be addressed; (2) the sources of this information; ' .
(3) the method for sharing this information among the various organizations involved in the
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design of the diagnostic capability; and (4) the method and frequency of updating the
information contained in the data bank.

During the FSD Phase, results of design tradeoff studies and incremental design descriptions
are necessary entries into an information system. Information system aids that facilitate the

integration of R&M into the design process should be disclosed. Provisions should be made
for feedback of data from evaluadons, testing, and field use. Its collection and use should be

firmlv anAd farmally amhadAdad via fasdhasl intn the dacion nrarece Thic data chnn]ﬂ P\]n‘llﬂh’
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the diagnostic design efficiency in light of results from development testing, manufacturing,
and field testing.

See 3.1.2.3.1 for further guidance.
Requirement Lessons Learned
See 3.1.2.3.1.

4.1.4.3.1 Develop/Update data sharing plans. The formal data sharing plan and
implementation shall be verified by inspecton.

Verification Rationale
See 4.1.2.3.1.
Verification Guidance

......... A1 ™A
DCC bCLUUIl “.1.4.0.1.

3.1.4.4 " Diagnostic preliminary design. The contractor shall perform cohesive,
integrated diagnostic design to develop the total diagnostic capability necessary 10 meet weapon
system requirements as part of preliminary design for the prime system. :

Requirement Rationale

Diagnostic capability cuts across many functional disciplines. Without a conscious effort to
establish a cohesive diagnostic design process, there is a potential for increased life cycie costs
due to gaps and mcompanblhnes within the fielded dlagnosuc capabiliry.

Requirement Guidance

The diagnostic design process embraces both the prime equipment design and supporting
disciplines. Itis not the intent of this requirement to establish diagnostics as a "super”
discipline that attempts to swallow up a number of supporting disciplines. However, it is
necessary to clearly establish those components of reliability, maintainability, integrity,
integrated logistics support, testability, human engineering, safety, training, and technical data
that have a diagnostic interface, so that products of these activities are integrated into one
cohesive diagnostic capability. It is also essential that documentation of these products use a
format that serves the needs of all users.

Incorporating diagnostic capability design into preliminary design involves coordinating a
number of engineering specialties to produce a cohesive diagnostic design. This coordination

‘must provide a diagnostic capability that is apportioned between embedded and external

diagnostics to provide a goal of 100 percent fault detection and isolation at each maintenance
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level. The goal of 100 percent unambiguous fault detection and isolation is approached .
through a planned diagnostic maturation process.

There are several diagnostic design activities performed during prime system preliminary
design that support the cohesiveness and integration of the diagnostic capability. These
diagnostic design activities fall into three categories: diagnostic allocation, embedded
diagnostic design, and diagnostic maturation. Each is discussed below.

' Diagnostic Allocation

Preliminary design is essentially the final chance to allocate diagnostic requirements down to

the lowest design levels and to reallocate at all levels, if necessary. At this point in system

design, major emphasis should be placed on allocation at the assembly design level.

Implementation of the diagnostic preliminary design procedures follow MIL-STD-499, 4,
General Criteria. Emphasis is on quantification of diagnostic element requirements (both
embedded and external). This emphasis can be satisfied by applying the generic methodology
contained in Appendix D. Guidance on implementing diagnostic requirements can be found in
AFGS-87256, Section 3. :

Specifically, this requirement can be satisfied through a structured analytical process based on
the generic methodology contained in Appendix B, in conjunction with a multitude of task
descriptions and guidance contained in other programmatic military standards and
specifications. Of particular applicability is Task 201 of MIL-STD-2165, which addresses
establishing testability requirements. Several other military standards and specifications that

have a direct interface with deriving diagnostic requirements are listed below.

w6 Al A I8 WaLI LAY ARAI A AN WAL adAli i) S W AL VAL LA

MIL-STD-470 Maintainability Program for Systems and Equipment

MIL-STD-785 Reliability Program for Systems and Equipment
development and Production

MIL-STD-882 Systern Safety Program Requirements

MIL-STD-1388-1 Logistic Support Analysis

MIL-H-46855 Human Engineering Requirements for Military Systems,

Equipment, and Facilities
These interfaces are depicted in tables at the end of Appendix B.

Diagnostic element parameters are specified in progressively greater detail as the engineering
design optimization process is conducted, in conjunction with operational needs, program
schedule and budoeet. nroducihility, sunnortahilitv. and life cvcle cocts
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In applying the guidance contained in Appendix B, the following activities (steps) should be
undertaken. However, the first action to accomplish when addressing this design level is to
determine if any changes or additions have been made to the weapon system's operational
needs. If changes or additions have been made, then the previous allocation actvities should

be updated.

1. Deriving Diagnostic Requirements. Translation of operational needs and the collation of

these needs into diagnostic requirements normally has been accomplished prior to the FSD

Phase. For any new design levels addressed in this phase, these steps should be repeated, in

particular the collation of all needs and requirements into a cohesive set of requirements for

each new design level. ' ‘ : .
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2. Allocation of Diagnostic Requirements. At the assembly level allocation should focus on
implementing diagnostic requirements. Failure Mode and Effects Analysis is an important
source of data in performing allocation at this design level. Task 101, of
MIL-STD-1629 (FMEA), results in identifying item failures, classifying each potential failure
according to its severity, and identifying the method failure detecdon. Task 102 of this
standard (FMECA) provides a means for establishing a probability of failure occurrence based
on best available data. Data obtained from these analyses are a solid source for allocation of
diagnostic requirements to both émbedded and external diagnostic elements.

The external diagnostic capability required to complement the embedded diagnostic capability
should be defined in terms of maintenance manual-documented troubleshooting procedures,
offline test equipment, TIDS, and training requirements. Requirements need to be formulated

o | Ty A e hiavra th aff, T - : a0 1 F v o 1
and analyzed to achieve the most effective and efficient diagnostic coverage prior to transmittal

to the responsible activity. The MATE program establishes the procedures, tools, computer
programs and documentation to provide the Air Force the capability to acquire and develop
external automatic test systems (MATE Acquisition Handbook, Volume II).

Embedded Diagnostic Design

During preliminary design, embedded design concepts should be incorporated into the design
for each configuration item. Consider the following system-level considerations: maintenance
concept for each level of maintenance; use of reconfigurability and redundancy to meet safety
and reliability requirements; quantitative diagnostics-related performance parameters (i. .,
ambiguity group size, failure latency, fault detection coverage, fault isolation time), and system
status monitoring/reporting. Test sequence must be formulated to achieve an optimum fault
isolation strategy. Software tools, such as the Navy's Integrated Diagnostic Support System's
(IDSS) Weapon System Testability Analyzer (WSTA) are available to assist in formulating this
strategy. ‘

Testability design concepts need to be incorporated. Inputs to the system architecture
alternatives' impact on inherent testability should be madc._ Diagnost:ic architecture
considerations, such as testability bus, system-level BIT, onboard diagnostic data collection,
and sensor locations should be addressed. The Navy's Tcstablhty Analysm Handbook gives
guidance on implementing MIL-STD-2165.

Other embedded diagnostic design considerations, such as mcorporatm g expert dlagnosuc
system technology, technical information delivery systems, and on-the-job training, should be
addressed.

Diagnostic Maturation

System design activity should include a methodology or mechanism to correct any diagnostic
shortfall that may be encountered. For example, inherent testability analysis may uncover
design deficiencies and modifications undertaken.

4.1.4.4. Diagnostic preliminary design. Verify by analysis and inspection that the
appropriate preliminary design tasks related to diagnostics have been satisfactorily addressed.

Verification Rationale
Many disciplines that are governed by independent military specifications and standards require

coordination to achieve effective and efficient diagnostic capability for all levels of
maintenance. Inspecting the diagnostic design process is required to verify that this has been
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achieved. In addition, analyses can be conducted to verify that adequate testability design has
been achieved.

Venfication Guidance

A two-part verification is envisioned. The first part concerns the diagnostic design process,
which is controlled hv a sizable number of m1l1rarv c.nf-mf'rannnq and standards. The tables

contained in 20.6 of Appendlx B can be used to determine that the interfaces among the various
logistic support and engineering disciplines have been adequately addressed during the
allocation process. Additionally, guidance for verifying diagnostic requirements can be found
in AFGS-87256, Section 4.

The second part of the verification deals with inherent testability assessment. MIL-STD-2165,
Task 202 contains an approach to evaluating preliminary design characteristics that support test
and testability requirements: the Inherent Testability Assessment. The methodology ts
contained in Appendix B of MIL-STD-2165. The methodology is a checklist of design
features and is a powerful tool for evaluating testability features. Implemenung the checklist
involves tailoring to make criteria design specific, weighting checklist items in terms of their
overall and relative contribution to testability, setting an inherent tesiability threshold, and
selecting items 1o be included in the assessment. The contractor (design engineer) tailors the
checklist and assigns weights to checklist items, both subject to Government review and
approval. The Government sets the threshold and selects items to be included in the
assessment. Based upon Government and contractor concurrence on these items, the design
engineer completes the checklist. An engineering level of effort is required to complete the
checklist.

Other methodologies are available to evaluate preliminary testability design. There are other
checklist approaches. Automated analysis tools are available, such as the Navy's IDSS

o Weapons System Testability Analyzer, that can be used to perform topological analysis (i.e.,

test point analysis observability/ controllability analyses, etc.) and test sirategy adequacy.

3.1.4.4.1 Diagnostic inputs to hardware and software specifications. The
results of the preliminary design must be documented in the appropriate specifications.

Requirement Rationale

The design process is an iterative (design-test-redesign) and phased (preliminary and detail)
process. In order to proceed from one phase to the next, documentation must be developed
and/or updated.” To proceed from the preliminary design phase to the detail design phase,
development specifications containing quannﬁed diagnostic parametric values must be
reviewed and updated. i

Requirement Guidance

. Guidance for tailoring diagnostic requirements for input to specification development updatc is
contained in AFGS-87256, 3.

4.1.4.4.1 Diagnostic inputs to hardware and software specifications. Verify by

inspection that the results of the diagnostics preliminary design are documented in the revised
versions of the appropriate development specifications.
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_ Verificaton Guidance

See 4.0 of AFGS-87256. | '

3.1.4.5 Diagnostic data collection and maturation planning. Appropriate
segments of the Diagnostic Maturation Program shall continue to be planned and implemented.

Requirement Rationale

Diagnostic capability assessment must be made in conjunction with the prime system

- performance assessment. The diagnostic data collection and maturation approach must
coincide with the prime system assessment approach, e.g., DT&E, OT&E, Production, and
Deployment. Ciose coordination with Milestone IV activities as described in DoDI 5000.2 1s
essential. -

Requirement Guidance

Ensure that as development, test and evaluation, and early operational use of the system
progress, problems presented by new failure modes, test voids, ambiguities, t€st tolerance
difficulties, and interface between the diagnostic elements are recognized and defined and that
their solutions are traceable to needed diagnostic improvements.

Detailed guidance on planning the Diagnostic Maturation Program is in 3.1.3.5 and Appendix
C. In the FSD Phase, applicable portions of this plan are implemented. The Government must
monitor and review this implementation at the technical reviews and audits conducted during
FSD and in the results of the maintainability demonstrations. Appendix F has examples of
specific types of data elements that should be considered in formulating and maintaining a
diagnostic feedback database. The data elements in Appendix F that apply are those that
reference 3.1.4.4.7. Requirements for data collection and storage at a specific design level or
maintenance level are contained in the AFGS-87256, Section 3.

Specifically, the items to be implemented and reviewed include the following.
The diagnostic elements as they are developed (For each diagnostic element, identify
failure modes, test voids, ambiguities, test tolerance difficulties, and interface
deficiencies)

The level of capability and the integration of that capability through development test
and evaluation

A diagnostic data collection systern and the integration of that system with similar data
collection systems

Diagnostics performance assessment
Corrective action implementation, as required

Data Collection, Analysis, and Corrective Action Reports (MIL-STD 470, Task 104) will
contain documentation on the results of these efforts.

Increasing weapon system complexity makes diagnostic data collection more difficult and more

- expensive. Automated concepts should be considered to make data collection more feasible.
With these automated concepts, the data collection may be designed-in. Automation aspects

107



MIL-STD-1814
APPENDIX A

-include user-transparent data collection, trend analysis, statistical analysis, and correlation.
The development of the automated data collection must start early. Often system and diagnostic
eiement links musi be provided.

‘Requirement Lessons Learned

Historically, data collection systems have not been effective. They have not focused on
diagnostics. They have been manual and, therefore, cumbersome to implement and maintain.
They have depended on human mouvauon and interpretation. They have also been very
expensive,
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- Verification Guidance
See 4.1.3.5
3.1.4.6 Preliminary Design Reviews. The diagnostic preliminary design shall be

reviewed to ensure it meets the specified diagnostic capability for the individual configuration
item (CI) or aggregate of Cls,
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Requirement Rationale
Upon completion and approval of the PDR results, the allocated baseline is established. In
order to establish a valid allocated baseline, the diagnostic capability, in terms of parametric
values for the particular CI or aggregate of CIs reviewed, must be evaluated.

Requirement Guidance
The PDR is a formal technical review of the basic design approach for a CI or for a functionally
related group of Cls. It is held after the Hardware Development Specification(s), the Software
Top-Level Design Document, the Software Test Plan, the Hardware Configuration Item Test
Plan, the preliminary versions of the Computer System Diagnostic Manual, and Computer
Resources Integrated Support Document are available, but prior to the start of detail design.
Review the above documents for diagnostic element content and compliance with requirements. -
In addition, the following items should be presented for review at each PDR.

a. Preliminary Failure Modes and Effects Analyses

b. Design data analyses for integrated diagnostics, including requirements and preliminary
design verification results

¢. Maintenance concept for the portion of .the system being reviewed and traceability to the
system maintenance concept ’

d. Operational and maintenance functions
e. Allocation of qualitative and quantitaﬁvc‘ requirements
f. Criteria for support elements

g. Tradeoff studies
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h. Cost/System Effectiveness Modeling and Life Cycle Cost Analysis
1. Preliminary Logistic Support Analysis, including LSAR data relating to maintenance,

task analysis, maintenance concepts, and logistic resource requirements (e.g., support
equipment, training equipment, personnel, tools)

: 71___1--__ R, T
J- Evaluation of alternatives

k. Test plans

1. Preliminary testability design analysis report, including preliminary inherent testability
checklist and calculated inherent testability -

4.1.4.6 Prehmmary Design Reviews. Verify by inspection that the preliminary design |
review agenda contains items for reviewing the diagnostic capability of each CIL.

Verification Rationale

Since diagnostics is an integral part of the system design process, the diagnostic capability
review and evaluation is implicit in the PDR process and should be verified by inspecting the

PDR agenda.

Verification Guidance

The PDR has been structured in MIL-STD-1521 to evaluate the progress, technical adequacy,
and risk resolution of the selected design approach; to determine its compatibility with
performance and engineering speciality requirements of hardware Cls development
specification; and to establish the existence and compatibility of functional and physical
interfaces among the ClIs.The procedure containing the diagnostic-related times should be
included as part of the PDR agenda submitted by the contractor for approval prior to the PDR.

- 3.1.4.7 Diagnostié detail design. Detailed diagnostic design shall be incorporated into

the design of the system/CL
Requirement Rationale

Diagnostic design is characterized by its interactive nature and a high degree of interdependence
with the supportability engineering specialties (i.e., reliability, maintainability, integrated
logistic support, testability, human engineering, and safety). The allocation of diagnostic
resources must be based on inputs from these disciplines. The detail design phase synthesizes
into the weapon system design the allocated baselines of the diagnostic design requirements’
that evolved as a result of the systt\em, element, subsystem, and assembly preliminary designs.

Detail Design Environments

The diagnostic detail design environment is an essential component of the overall diagnostic
design activity, which has been established by the contractor in response to the SOW and
specifications requirements. ‘The environment encompasses both the implementation
methodology and the specialty coordination associated with the diagnostic design process.
Evidence of these should be evident in the products of the detail design effort.
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Diagnostic Related Data Inputs

The data flow required to develop the composite diagnostic capability must be responsive to the
diagnostic mix established for the specific system under consideration. Embedded diagnostic
features, such as BIT, BITE, SIT, performance monitoring, status monitoring, embedded
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an integral part of the prime equipment detail design. For the external diagnostic elements,
_such as automatic test equipment and the associated test program sets, manual test equipment,
portable maintenance aids, technical information (hard copy or electronic), the firm
requirements for associated diagnostic data must flow from the preliminary design phase to the
detail design phase. Inputs or information needs required to undertake diagnostic detail design
include the following.

System/subsystem/assembly configuration item development specifications
System/subsystem/assembly software design documents

Preliminary interface design document

Test effectiveness data for GFE

Description of mcthodologics, models, and tools to be used in system effectiveness
analysis for the detail design

Identification of failure modes and effects and failure rates for each item from Task 204
of MIL-STD-470A to be used to predict BIT, SIT and offline test effectiveness

Preliminary Testability Design Analysis Report

4.1.4.7 Diagnostic detail design. Verify that the incorporation of diagnostic capability
is accomplished in a comprehensive, timely, efficient, and cost-effective manner by cenducting
iN-process reviews.

Verification Rau‘on_alc

In-process verification of the detail diagnostic design activity is the most effective methodology
available for both automated and manual design environments. CI analyses, test, and
evaluation efforts must address the total design which incorporates the functional, diagnostic
maintainability, and reliability attributes necessary to meet specified requirements. A
fragmented approach may permit a CI design to move forward, bascd on partial, inconclusive,
and incomplete evaluation results. .

Verification Guidancc

The SOW would normally éstablish the formal (PDR and CDR) and informal (in-process)
design review requirements. General guidance for diagnostics in-process reviews can be
found in Task 102 of MIL-STD-2165.

Specific guidance for the in-process review activity should be developed by the contractor as
part of the systems engineering and diagnostic planning activity. The selected review
mechanisms will reqmre tailoring to accommodate the automated and/or manual design

environments employed. .
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In-process diagnostic design reviews should assess progress of the diagnostic design in greater

detail than system program reviews, Ensure that the various contractor organizational elements
that affect, or are affected by, diagnostic capability are represented and have an appropriate

“decision-making authority.

Detail dlagnosnc de31gn guxdchncs and checkhsts need to be dcvclopcd on’ thc basis of
gu1c1ance in MIL-STD-2165, Subtask 102.2.2, and Appcnulx A, 50. .'J and the outpuis of
MIL-STD-1388-1, Task 205, Supportability and Supportability- -Related Design Factors; MIL-
STD-785, Task 204, Failure Modes, Effects, and Criticality Analysis; MIL-STD-470, Task
204, Failure Modes and Effects analysis--Maintainabﬂity Information, and Task 205,
Maintainability Design Criteria.

3.1.47.1 Design embedded diagnostics capability. Embedded diagnostic detatl

- design shall be performed for the system, segment, element, subsystem, and assembly.

Diagnostic capability is achieved through the refinement and implementation of the diagnostics
design techniques of the preliminary design.

Requirement Guidance

During diagnostic detail design, the diagnostic capability analyses and allocations performed
during the preliminary design are further refined and synthesized into the segment, ¢lement,
subsystem, and assembly designs. In particular, the following tradeoffs, analyses and
considerations should be addressed.

1. Refinement of test design tradeoffs. The embedded diagnostics design may incorporate
a mix of BIT, SIT, performance monitoring, and status monitoring that provide a level
of diagnostic capability consistent with operational availability requirements, life cycle
costs, and mission constraints. General guidance for BIT design is contained in AFSC-
PAM 800-39, Built-in-Test Design Guide. Alternate diagnostic strategy designs should
be analyzed and traded off against the requirements for performance, supportability, and
cost to arrive at a configuration that best meets system needs. Analyses and trades that
should be refined include the following.

Analysis of BIT, SIT, performance monitoring, status monitoring, and offline test
compatibility -

BIT vs. ATE tradeoffs for each maintenance level

2. General testability considerations. These considerations incorporate testability features
ina systcm, element, asscmbly, or component design to enhance online and offline test.
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where apphcablc The testability features include the following.

in a manner consistent with FD/FI objectives (i.e., I/O pin -
utilization to accommodate both functional I/O and test access requirements,
. digital only and analog only parunomng and localization of large fanouts to lowest
Cl level possible)
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Functional partitioning to achieve straightforward fault isolation through either
having single functions per CI or test independence of multiple functions within a

Electrical partitioning of complcx functions to permit independent testing of a
number of smaller subfunctions .

Initialization capability to place Cls into a well-defined initial state or define the state
of the CI sufficiently for an efficient start of the fault isolation

Ics_];_g_o_m_ for complcx funcnons in order to achieve sufficient control of internal

opcrauon 10 IBCUI[a[B detection and 1scnauon oIl inlemal IaUl[S

Test access through test points, data paths, and circuitry to provide sufficient data
for fault detection and isolation” within the CI :

3. Vertical testability concept. ThlS concept addresses compatibility of testing among all
levels of maintenance, including factory testing, and is key to minimizing CNDs and
RTOKs. The core of this concept is twofold. The first is the establishment of a Cone of

Tolerance among these levels. The second deals with the compatibility of environments
under which these tests are nerformed. Imnlementation of the vertical testabilitv reanires
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the establishment of a "Cone of Tolerance” and specification of test conditions for all
levels of design and maintenance. Establishment of the approach is part of Task 203.2.1
of MIL-STD-2165. Detailed guldancc on implementing vertical testability and
documcntmg the traceability of testing requirements and tolerances is described in

Appendix G.

4. Test effecuveness measures. At the completion of the system, element, subsystem, and
assembly designs, test sequences should be generated for each design and test
effectiveness should be measured. The test effectiveness measures include functional
coverage {an enumeration of which functons in an item are exercised by the test) and
failure-based measures that include fault detection coverage, fault resolution, fault
detection time, and fault isolation time. MIL-STD-2165, Appendix A, 50.7.3, provides
guidance for measuring the test effectiveness.

Requirement Lessons Learned

To be effective and efficient, embedded diagnostics detail design must be integral to the detail
dcsxgn of the segments, elements, subsystems, assembhes, and components; and the test
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4.14.7.1 Design embedded diagnostic capability. Verify that the mcorporauon of
the embedded diagnostic detail design is accomplished in a timely, cfﬁc1ent and cost-effective
manner by conducting in-process reviews. ! .

Verification Rationale

In-process verification of the detail diagnostic design activity is the most effective methodology
available for both automated and manual design environments. CI analyses, test,and
evaluation efforts should address the total de31gn that incorporates the functional, diagnostic,
maintainability, and reliability attributes necessary to meet specified requirements. A’
fragmented approach may permit a CI design to move forward based on partial, inconclusive,

or incomplete evaluation results.
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Verification Guidance

Specific guidance for in-process reviews and CDRs should be developed by the contractor as
part of the system engineering and diagnostic planning activity. The guidelines for the reviews
should include verification of the results of the test effectiveness measures performed as part of
the detail design in accordance with MIL-STD-2165, Appendix A, 50.7.3. Completion of
inherent testability assessment (see 4.1.4.4) is required prior to CDR.

The embedded diagnostic detail design can be verified through the conduct of in- process
reviews and CDRs to ensure that the diagnostic detail design solutions, as reflected in the draft
CI product specifications, the Software Detailed Design Documents, Interface Design
Documents, and engineering drawings satisfy the requirements established by the CI
Development Specifications and the Software Preliminary Design Document. The diagnostic
risks should also be reviewed on a technical, cost, and schedule basis.
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3.1.4.7.2 Interface with ‘c‘ﬁguli‘:‘c‘i’lug unSupuﬁea ana |GgiSLiCS support. The

interface with other disciplines, initiated during preliminary design, shall be continued to
ensure the proper integration of diagnostic elements.

Requirement Rationale

A system diagnostic capability is the result of an iterative and phased design process that must
maintain the interfacing with other disciplines that was established during preliminary design,
to ensure continued compatibility during the detailed design phase.

Requirement Guidance

The dlsc1pl1nes related to the diagnostic des1gn and requiring interfacing to ensure compatibility
are the following.

1. Reliability

A number of significant interactions must take place between reliability and diagnostic
activities 1o achieve an efficient, cost-effective design that meets system availability

requirements.

Prioritization of the incorporation of BIT must be based on the initial failure rate
estimates developed during the preliminary design effort, Also, reliability-critical items
should be identified and included in the prioritization as early in the detail design
process as possible (MIL-STD-785, Task 208).

Reliability estimates and modeling should incorporate factors that account for the
increased component count associated with the incorporation of Bl'I'/SIT hardware
(MIL-STD-785, Tasks 201 and 203).

BIT/SIT implementation should be subjected to sneak circuit analysis to ensure ihat
BIT/SIT failures do not induce additional failures and that fail-safe failure reporting
logic is employed (MIL-STD-78S, Task 205).

The reliability development/growth tcst'-pmgrém must include BIT/SIT functions to

ensure that false alarms due to marginal BIT/SIT performance are addressed (MIL-
STD-785, Task 302).
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2. Maintainability

The following maintainability design criteria need 1o be considered in the design of the
diagnostic capability including BIT/SIT functions (MIL-STD-470, Task 206).

Circuit design techniques for fault detection and isolation

Limitations of numbers and varieties of support equipments

Number of personnel and skill levels

Testability of parts, adjustments, and connections

Training requirements and needs -

Inherent maintenance and maintainability characteristics of components to be used

The irnpact of the composite diagnostic capability must be considered in the following
elements of the maintainability analysis, when appropriate (MIL-STD-470, Task 205).

Mean and maximum time(s) to repair at the appropriate maintenance level(s)
False alarm rates '

Fraction of faults detected at the respective maintenance level(s)

Fraction of faults isolated at each maintenance level

Mix of diagnostic capability associated with each level of maintenance

3. Technical Information

Ensure that the content and organization of the technical/maintenance data to be developed
adequately reflects the built-in and external diagnostic capabilities employed in the
maintenance of the system. Sufficient detail regarding the operation of the diagnostic
capability, correlation of failure reporting to malfunction symptoms, and maintenance
alternatives to inconclusive FD/FI indications must be provided. The media on which the
data is to be stored and made available to the maintenance personnel should be that most
compatible and efficient in terms of the maintenance tasks. Consider electronic delivery
systems and other associated data presentation systems.

4. Personnel and Training Requirements

Implement personnel and training requirements/allocations that were made prior to this

task. Establish a training curriculum concurrently with the systern detail design, addressing
formal schooling, as well as on-the-job training. If electronic delivery of technical
information is employed, consider combining training aids with the delivered technical
information. Aiding and training are somewhat similar in nature and, at times,
indistinguishable. The training curriculum should be aimed at the user(s) and accessed in a
useful manner. '

Training devices can be free-standing or gmbeddéd in the prime system. They can serve as
maintenance training devices or can be incorporated with operational training. Separate and
distinct training devices (maintenance trainers) may be required for formal schooling.

Human engineering principles should be applied to the diagnostic support hardware and
software, in accordance with MIL-STD-1472. In summary, development and delivery of
personnel and training curricula, hardware, and software should be accomplished
concurrently with prime system development, test, and evaluation.
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5. DT&E , _ -

Make provisions in the Test and Evaluation Master Plan for the DT&E of embedded and
cxternal diagnostic capability at the earliest possible point in the FSD Phase. Coordinate to
ensure all elements required for a functioning diagnostic capability are available within the
proper time frame. The decision to proceed with production should not be made without

adequate confirmation of diagnostic performance.
6. Production Requirements

Ensure there is production test capability to vcnfy the performance of built-in capability and
that, once verified, the built-in diagnostic capability becomes an integral part of the
subsequent performance verification process.

In addition, the development of factory test programs should not be undertaken
independently of the target depot test equipment. The benefits of vertical test program
commonality strongly weigh against commirting to dissimilar test systems.

The Production Management Plan, which is prepared per AFSCP 800-3, documents plans
for these production activities.

~ e PP

7. Data Collection and Maturation

Con51der the maturation mechanisms and methodology that can be employed to select
specific diagnostic implementation techniques. For example, performance limits can be -
established using either hardware or software control. The data requirements and revision
mechanisms for each of these implementation alternatives differ; therefore, the data
collection and diagnostic maturation planning must reflect these differences. Coordination
between the implementation activity and the activity responsible for diagnostic maturation
must take place to avoid a costly modifications approach to achieve the required diagnostic
goals. The activities pertinent to production data collection should be documcnted in the

Production Managcmcnt Plan.

8. Offline Testing Requirements

Use procedures defined in the MATE Acquisitio
offline test requirements. These requirements wi

~ the associated offline test equipment.

8.1 ATE Requirements

Determining what part of the diagnostic requirements for each maintenance level will be met
with offline automatic test equipment depends upon the following factors.

System Maintenance Concept

BIT/Offline Test Tradeoffs
Logistic Support Analysis.

Apply these factors to identify the initial candidates for offline test and the associated ATE

st sl et A Yo a TS a
test requirements. Once these requirements have been established, procedures defined in

the MATE Acquisition Handbook, Task 503 should be applied to determine the most
effective ATE configuration.
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The first step is to identify and review the requirements for offline ATE derived from the
diagnostic allocation process.

The second step is to compare offline test requirements to inventoried MATE Systermn
capability and any other ATE that could be used in accordancc with MATE Acquisition
Handbook Task 502.

The third step is to apply the test effectiveness measures that were identified as part of the
preliminary design activity to the designs that are offline test candidates for the level of
maintenance under consideration.
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offline diagnostic allocation process. Upon completion of this iterative process, an ATE

configuration capable of meeting the offline diagnostc requirement will have becn
identified. i

8.2 TPS Requirements

Ensure the Test Program Set (TPS) implements the offline diagnostic capability identified
through the detail diagnostic design activity (see MATE Acquisition Handbook, Task 651
(TPS)). TPS performance requirements must reflect offline test diagnostic requirements,
such as fault coverage, fault isolation ambiguity group size, and time to fault isolate. The
feasibility of meeting these requirements should be substantiated by the inherent testability
analysis and test effectiveness assessment pcrformcd as part of the preliminary diagnostic

design activities.

See Appendix H, 90.4, for matrices that relate the ID process described in this standard to
relevant logistic support and engineering disciplines.

Requirement Lessons Leamed

Designs employing after-the-fact incorporation of diagnostic capability generally are more
.complex and perform poorly as compared to comparable Cls for which the diagnostic design
was performed concurrently. Both schedule and cost may be adversely affected by an after-

the-fact incorporation of diagnostics.

4.1.4.7.2 Interface with engmeermg disciplines and logistic support. Verify
that the interfacing tasks initiated during preliminary design are continued through detail design
by conducting inspections and in-process reviews.

Vertfication Guidance

Verification should focus on how well the various elements of the diagnostic capability are
integrated. Effective integration should consider both vertical and horizontal compatibility that
supports a logical approach to the overall diagnostic capability. Figure 4 indicates the
relationships between the horizontal elements (testing, technical information, and pcrsonnel and
training) and the vertical elements (maintenance levels). Figure 4 can be expanded into
matrices that are useful in verifying the integration of diagnostic elements. The matrices should

be nrapared for various desion levels (gvstem cnhcuctpm accemhlv. etc Y The matricec
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should be tailored to the specific weapon system and may be used in conjunction with data
deliverables (e.g., test requirements document).

Vertical testability verification procedures are addressed in Appendix G.
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Figure 4 Integration of Diagnostic Capability

3.1.4.7.3 Diagnostic inputs to hardware and software specifications.
Diagnostic segments shall be developed and included in the appropriate hardware and software
draft product specifications.

Requirement Rationale
The efforts of the detail design are documented in specifications, drawings, schematics, and
other documentation. To ensure that the designed diagnostic capability will be used during
fabrication, the diagnostic capability must be incorporated into the appropriate draft product
specifications.

Requirement Guidance

Guidance for incorporating diagnostic capability into specifications is included in AFGS-
87256, 3. '

4.1.4.7.3 Diagnostic input to hardware and software specifications. Verify that
the results of the diagnostics detail design are documented in the revised versions of the
appropriate development specifications by inspecting the specifications.

Verification Guidance
See AFGS-87256, 4.0.
3.1.4.8 Diagnostic related plans. The contractor shall address relevant portions of the

integrated diagnostic process and the development of the diagnostic capability in appropriate
management plans. ' _
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Requirement Rationale

Prior to fabricating the protdtype/f"ust article, planning documents must be reviewed and
updated to ensure development of diagnostc capability is adequately managed.

Requirement Guidance
See 3.1.33. |
Requirement Lessons Leamed
See 3.1.3.3.

4.1.4.8 Diagnostic-related plans. Verify that the integrated diagnostic process has been
incorporated into the SEMP and into other relevant plans by evaluating these documnents.

Verification Guidance
See 4.1.3.3, | |
Verification Lessons Learned
See 4.1.3.3.

3.1.4.8.1 Update diagnostic inputs to the Test And Evaluation Master Plan.
Diagnostic input to the Test And Evaluation Master Plan (TEMP) must be updated.

Requn‘emcnt Rationale

Test and evaluation is an essential part of the d1agnost1¢ capability maturation process. During
the later stages of FSD, prior to production, verification of the diagnostic design becomes
critical. Therefore, diagnostic issues must be addressed in the TEMP.

Requirement Guidance

DoD Directive 5000.3 requires the preparation of a TEMP. This directive is amplified by AFR-
80-14, Research and Development Test and Evaluation. The TEMP is the basic planning
docurnent for all test and evaluation related to a particular system acqulsmon During FSD final
test and evaluation plans for DT&E and OT&E are made.

DoD Directive 5000.3-M-1 contains the gmdehnes for the prcpa:anon of the TEMP. Chapter
two contains the format for the TEMP in which Part Il related to DT&E and Part IV deals with
OT&E. Each of these parts deals with a significant number of dlagnosuc issues, such as
reliability, maintainability, logistics, safety, software, and training. Care should be exercised,
especially, at OT&E to ensure that the entire diagnostic capability will be evaluated. Output
from MIL-STD 1388-1, Tasks 501.2.2 through 501.2.4, should be used as inputs to revise the
TEMP.

Emphasis should be placed on ensuring that the entire diagnostc capability will be evaluated
during OT&E and that an interface with maturation of this capability is established.

i
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Requirement Lessons Learned

One of the major lessons learned in the acquisition of presently deployed aircraft is that test and
evaluation of the entire diagnostic capability must be undertaken at OT&E. The updating of the
TEMP during each phase of the weapon system acquisition ensures that the contractor and Air
Force will understand that test and evaluation of diagnostic capability will be an important
factor. 'I'hus, attention will be given to the timely development of the entire diagnostic

capability
‘T

4.1.4.8.1 Update diagnostic inputs to the Test And Evaluation Master Plan.
Verify by inspection that diagnostic inputs have been made to the TEMP.

Lambnnet e D nnnnn
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Inspection of this plan is the only method available to verify its validity.
Verification Guidance

Uuhzc DoD Directive 5000.3-M-1 and the following checklist to venfy the adequacy of the
TEMP.

1. Have diagnostic-related inputs to the TEMP been included?
2. Have final plans been made for DT&E and OT&E?
3. Has emphasis been placed on evaluation of the entire diagnostic capability?

4. Is there a logical relationship between the TEMP and the diagnostic maturation program
plan?

Verification Lessons Learned

Without proper verification of the TEMP, there is considerable doubt that diagnostics test and
evaluation will occur in a timely and effective manner.

3.1.4.9 Update diagnostic inputs to the System Operational Requirements
Document and the Requirements Correlation Matrix. Diagnostic inputs to the
System Operational Requirements Document (SORD) and the Requirements Correlanon Mamx
(RCM) shall be updated.

: Requircment Rationale

The SORD is the requirements and planmng document that addresses operational and support
needs. It amplifies and refines the SON. The SORD and its attached Requirements Correlation
Matrix (RCM) document and track the goals and requirements that influence the design of the
diagnostic capability. Therefore, diagnostic inputs to the SORD and RCM must be updated to
document additional quantitative and qualitative factors relating to diagnostic performance
requirements and to provide for easy comparison and correlation of requirements to
specifications and to test criteria.
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Requirements Guidance

Use AFR-57-1, Operational Needs, Requirements, and Concepts , as a guide. AnRCM is
attached to the SORD. Formats for both the SORD and the RCM are included in AFR-57-1.
The RCM lists parameters and requirements that the system must have to accomplish its
intended mission and is used to document and track the formulation of and changes to these
user requirements as they evolve through the program acquisition process.

Attachment 6 to AFR-57-1 provides the format for the SORD. The content of the SORD
evolves with the design of the weapon system. Inputs relative to the system's diagnostic
capablhty should be reflected throughout the SORD. Particular attention should be paJd to the

paragraph dealing with combat or mission reliability and maintainability. This paragraph
discusses the need for different performance capabilities, depending on mission profiles and
environmental conditions. These performance capabilities are some of the major requirements

that influence the design of the diagnostic capability.

The format for the RCM is contained in Attachment 8 to AFR-57-1. The RCM contains both
requirements and goals, which become requirements as the design of the weapon system
progresses. The RCM is a key part of the diagnostic maturation process (see Appendix C).
Updates to the SORD and RCM should be based on the results of radeoffs and analyses that
define diagnostic

Update SORD-diagnostic inputs with two concerns. First, address the general concepts and
needs that will be expanded or clarified by the RCM parameters. Second, avoid specifying

diagnostic-only requirements untl trades or analyses have been made to determine values that
best sunnort onerational needs Annnndn{ E 6072 lists onerational parameters a]nnﬂ with their
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diagnostic impact. This appendix section should aid in updating d.lagnostlc staternents for the
SORD.

Requirement Lessons Learned
Improper attention paid to establishing and tracking diagnostic requirements in the SORD and
RCM, in most cases, will lead to unsatisfactory performance of the diagnostic capabmty and a
waste of manpower and dollars.
4.1.4.9 Update diagnostics inputs to the System Operational Requirements
Document and the Requirements Correlation Matrix. Verify that appropriate
updating of diagnostic inputs are included by inspecting the SORD and RCM,

Verification Rationale

Inspection is the most effective verification method as guidance is included in AFR-57-1 and
the following checklist.

Inspection of inputs to the SORD/RCM should be the responsibility of the implementing
command. Guidance in AFR-57-1 should be followed in addition to the following checklist .

1. Are diagnostic requirements based on mission needs and operational constraints?

2. Are diagnostic issues, goals, and requirements reflected throughout the SORD for all
elements that make up the diagnostic capability?
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3. Has the concept of diagnostic growth been included?
Verification Lessons Learned

Establishment of inadequate or inappropriate diagnostic requirements often result in an
inadequate diagnostic capability.

3.1.4.9.1 Update diagnostic inputs to the Depot Support Requirements
Document. Diagnostic inputs to the Depot Support Requirements Document (DSRD) shall be
updated.

Requirement Rationale

The DSRD is the planning document for depot support. It supports the SON and the SORD.
Updating of the diagnostic inputs to the DSRD must be provided to assure the plans and
requirements for providing both Depot maintenance and material support are adequate.

Requirement Guidance

Use AFR-57-1, Operational Needs, Requirements, and Concepts, as a guide. The DSRD is
prepared and issued in parallel with the SORD. Antachment 9 to AFR-57-1 is the format for
preparation of the DSRD. The content of the DSRD evolves with the design of the weapon
system. The initial version is required at Milestone 1. Inputs relative to the system's diagnostic
capability should be reflected throughout the DSRD for all diagnostic elements used in the
depot. Particular attention should be paid to the concept of vertical testability that, at depot
level, promises the use of common ATE with that used at other maintenance levels. This topic
should be addressed under the MATE section of the DSRD (Secton 2d of Attachment 9 to
AFR-57-1). .

Requirement Lessons Learned .

Improper attention paid to early planning for depot support can result in lengthy and costly
periods for transitioning from contractor to Air Force support.

4.1.4.9.1 Update diagnostic -inputs to the Depot Support Requirements
Document. Verify that appropriate updates of diagnostic inputs are included by inspecting
the DSRD. _ .

Verification Rationale .

Inspection is the most effective verification method since guidance is provided in AFR-57-1
and the following checklist .

Verification Guidance
Verification is achieved by inspection and analysis of inputs to the DSRD by responsible
persons. This verification should be the responsibility of the implementing command.
Guidance in AFR-57-1 should be followed. In addition, the following checklist should be
used.

1. Have vertical testability .requimmcnts been ir_lcorporatcd?
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2. Have the diagnostic elements that compose the diagnostic capability been integrated?

3.1.4.10 Critical Design Review. The final design review shall ensure that all
diagnostic requirements have been addressed prior to fabrication.

Requirement Rationale

Fabrication/coding of the CI (hardware and software) is initiated upon complenon and approval
of the CDR results. Detail design, as disclosed by the draft product specification, must be
reviewed for its compliance with diagnostic capablhly before thc dlagnosuc elements
fabrication/coding is initiated.

Requirement Guidance -

MIL-STD-1521 contains procedural guidance. The CDR shall be conducted on each
configuration item prior to fabrication/production/coding release to ensure that the detail design
solutions, as reflected in the Draft Hardware Product Specification, Software Detail Design
Document , Database Dcsxgn Document(s), Interface Design Document(s), and engineering
drawings, sausfy requirements established by the Hardware Development Specification and
Software Top-Level Design Document. The CDR shall be held after the Computer Software
Operator's Manual, Software User's Manual, Computer System Diagnostic Manual, Software
Programmer's Manual, and Firmware Support Manual have been updated or newly released.

Each CDR should provide as much ensurance as practicable that all diagnostic requirements are
satsfied. The following data should be presented as an extension of the information presented
at the PDR.

a. Detailed analyses that identify the extent to which BIT/SIT detect and isolate faults and
that identify those failures that will require SE or manual methods to detect or isolate
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(Traceability of these allocations to the Part I CI system specification should be
demonstrated. Flexibility to re-accomplish diagnostic allocations until product baseline
is established at PCA should be provided.)

cr

c¢. Definition of the maintenance plan/concept for the CI, together with supporting LSA
documentation, including support requirement and level-of-repair analysis results
(Logistic simulation results:should be presented to substantiate the plan/concept.)

d. Presentation of testability analysis/assessment results for the CI design to substantiate
the fault detection/fault isolation analysis (Tasks 202 and 203 of MIL-STD-2165)

€. Appropriate updates to the items reviewed during the PDR

Further guidance on the review of diagnostic issues is included in the following.
MIL-STD-499, 5.2 Engineering Management
MIL-STD-1388-1, Task 103.2.2 Design Reviews
MIL-STD- 785 Task 103.2.2(b) CDR
MIL-STD-470, Task 103.2. Z(b) CDR
MIL-STD-2165, Task 102 Testability Reviews
DoD-STD-2167, 5.8.1.3 _ Formal Reviews

122




MIL-STD-1814"
APPENDIX A

4.1.4.10 Critical Design Review. Verify that the detail design of the system Cls is
evaluated for their specified diagnostic capability during the CDR.

Verification Guidance

The procedure containing the diagnostics-related items is included as part of the CDR agenda
submitted by the contractor for approval prior to the CDR. See 3.1.4.4.10 for a checklist.

3.1.4.10.1 Diagnostic segments of the Test Requirements Review. The
developer's readiness to begin diagnostic element-related CSCI testing shall be determined.

chuiremcnt Rationale

The diagnostic segment of the TRR consists of a review of each diagnostic-related CSCI to
determine whether the software test procedures are complete and to ensure that the contractor is
prepared for formal CSCI testing.

Requirement Guidance

The diagnostic segment of the system/CI TRR(s) shall be a formal review of the contractor's
readiness to begin formal diagnostic-related CSCI testing. The review is conducted after the
software test procedures are available for diagnostic-related CSCI, such as CI BIT, System
BIT and SIT, and after computer system component (CSC) integration testing is complete.

The items to be reviewed include the following.

1. Requirement Changes. Any changes to BIT, SIT, or testability requirements contained
in the system/CI Software Requirement Specificadon or Interface Requirements
Specification that have not been approved and which impact CSCI testing.

2. Désign Changes. Any changes made to the BIT, SIT, or testability design parameters
contained in the Software Top-Level Design Document Software Detail Design
Document, Interface Design Document(s), since the PDR and CDR, which impact CSCI
testing.

3. Software Test Plans and Descriptions. Any changes to the embedded diagnostic
element portion of the approved Software Test Plans and Software Test Descriptions.

4. Software Test Procedures. Test procedures to be used in conducting BIT and/or SIT
test effectiveness validation as part of the CSCI testing, including retest procedures for
test anomalies and corrections.

5. Integration Test Cases, Procedures, and Results. Any embedded diégnostic element
CSC (e.g., BIT components, SIT components) integration test cases, and procedures
used in conducting informal diagnostic element CSD integration tests and the test results.

6. Software Test Resources Status of any software test resources that are required
specifically for embedded diagnostic element CSCI testing. Such resources may include
diagnostic test personnel and supporting test software and materials, including software
test tool qualification and review of the traceablhty bctween requirements and their
associated tests.
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7. Test Limitadon. Identification of all software test limitations associated with cmbeddcd .
dmnnncnc element CSCI/CSC teqnng

8. Software Problems. Status of the embedded diagnostic element's software problems,
including all known discrepancies of the CSCI and test support software.

o)
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4.1.4.10.1 Diagnostic segments of the Test Requirements Review. Verify that
the system test docurnentation and specifications are current, technically accurate, compatible,
and consistent prior to development and fabrication of cuagnosnc elements through review of
test requirements.

Verificaton Guidance

Reviews must be conducted as a single review, not a number of reviews that are conducted in
parallel (e.g., logistics, maintainability, prime system). ' Integration of diagnostics mandates
integration of reviews.

IL.-STD-1521 provides the framewnrk far a checklist and onid

an be
1tcms should be added to define diagnostic. test requn’ement {See

ce t ed. Diagnostic

u
4.)

3.1.4.11 Fabricate and provide external diagnostic elements. External diagnostic
elements shall be fabricated and provided to comply with specified requirements.

e
3.1

Requirement Ratonale
‘After final requxrements for the external diagnostc elements have been established, it is
necessary to fabricate these elements so that they meet requirements in an effective and efficient
manner.

, Requirernent Guidance

See guidance in 3.1.4.11.1 through 3.1.4.11.4,
4.1.4.11 Fabricate and provide external diagnostic elements. Verify
development of maintenance diagnostic elements and the support mfrastructurc by reviewing
fabncanon process.

Verificaton Guidance

Develop a checklist to ensure that both the online and offline diagnostic systems are properly
developed.

3.14.11.1 Offtine testing capability. Offline testing capability shall be fabricated.

Requirement Rationale

At the completion of the system/Cls CDRs, the offline testing capability must be fabricated to
provide an offline testing capability for the system/Cls that is timely and effective.
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Requirement Guidance

The offline testing requirements may be manual or automatic. The requirements are determined
from the following system/CI analyses, trades, and documents.

1. Repair Level Analysis (RLA). Defines the system indenture level (subsystem, LRU,
SRU) test at designated maintenance levels (Operational, Intermediate, Depot).

2. Logistic Support Analysis Record (LSAR). Identifies testing performance reqmremcnts
and identifies suitable existing test equipment (manual or automatic).

3. Support Equlpment Plan (SEP). Identifies the quantity, schedule, and fundmg
requirements for test equipment.

4. Support Equipment Requirements Data (SERD). Defines the test equipment
requirements and is the document that-initiates the test equipment acquisition.

5. Test Requirements document (TRD). Defines testing performance requirements in
terms of UUT stimuli and measurement requirements.

The process for ATE and TPS requirements definition, acquisition, development, production,
and deployment is delineated in the MATE System. ATE fabrication is covered by MATE
Acquisition Handbook, Tasks 610 (ATE) through 620 (ATE). TPS generation is covered by
MATE Acquisition Handbook, Tasks 658 through 666 (TPS). In accordance with
AFSC/AFLC R 800-23, the program offices are responsible for the implementation of the
MATE System in order to provide automatic testing support for systerns/equipment.

4.1.4.11.1 Offline testing capability. Verify the fabrication of offline testing
capability by reviewing data and tools employed.

Verification Guidance

Review the specifications, data, and MATE tools employcd in fabncaung the offline testing
capability. Requisite to accurate verification is full disclosure of prime system
design/development data.

3.1.4.11.2 Technical information delivery systems. Technical information delivery
systems shall be defined, developed, and fabricated as part of the cxtemal diagnostic capability.

‘Requirement Rationale

There is a need to present technical information and u'oubléshooting advice to the technician on
location and readily available for use. The technical information delivery system (TIDS),
sometimes called job performance aid, provides such information.
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The TIDS provides the following.

~ Historical information on what fault was found in previous symptoms of a given nature.

Troubleshooting logic to assist in finding the fauit.
Procedural information that assists the technician in finding and correcting a failure (eg.
diagnostic procedures, functional descriptions, interface and interconnect information)
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Normally, a TIDS is used in conjunction with a testing capability. TIDSs could be paper-bascd
or could employ electronic dehvery systems.

Electronic delivery promises 1o solve some of the problems associated with paper TIDS. Two
atributes of electronic delivery systems are discussed below.

Information can be available to the technician in a matter of seconds by carefully
constructed menus, in lieu of having to page through a paper document.

The collection of historical data and subsequent modification to the software programs that
deliver technical information can be accomplished in a matter of seconds, instead of a in
matter of months.

This latter attribute lends itself to the introduction of expert systems. The expert system can
combine various pieces of information to lead the technician to a logical decision on what is
faulty and how it can be repaired.

Essentially, there are two types of expert systems. The first deals with model-based
diagnostics. It solves diagnostic problems by reasoning from a device model, which is a
symbolic reprcscntauon of components that constitute a device, together with their input/output
behavior and interconnections. The other type is symptom-based diagnostics. Diagnostic '
problems are solved by manipulating a set of associations between symptoms and faults.
Generally, the associations in the symptom-based approach are founded on simple, empirical
observations, but there may aiso be logical consequences deduced from a device model of the
system under test. Probably a hybrid model, which employs both approaches, is the more
cost-effective approach.

An important aspect of the TIDS is its ability to train technicians on the job. Thus, training
programs must be closely associated with the design'and development of a TIDS.

During the mid-80s, such programs as the Integrated Maintenance Information System (IMIS),
sponsored by the Air Force Human Resources Laboratory at Wright-Patterson Air Force Base,
are in the process of developing specifications, standards, and guidance on the development
and acquisition of TIDS.

A few facts should be remembered when applying TIDS and expert systems.
TIDS must be designed in conjunction with the user. Once a working model of the
equipment is available, there should be a dynamic interchange of information between the
maintenance technician and the design engineer.

User acceptance and adopnon of TIDS will be facilitated when potcnual users are given a
trial period in which to become familiar with these devices.

A system must be devised to ensure timely updating of information to correct errors and to
add newly acquired information.

Requirement Lessons Learned
The Failure Reporting Manual/Failure Isolation Manual (FRM/FIM) concept is a paper form of

TIDS that has been apphed to both the F-15 and F-16. When the air crew reports a mal- ' .
function during debriefings, the FRM provides logic to bridge the gap between the air crew and
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the maintainer. Together they use the FRM logic to develop a fault code that describes the
malfunction in standard terms. This fault code leads the maintainer to the proper
troubleshooting logic ree in the FIM. Problems were found with this concept. The faulit isola-
tion logic trees were sometimes inadequate or erroneous. Although these problem areas were
identfied, the documents were not updated as the system matured, thus making them less
useful. '

4.1.4.11.2 Technical information delivery systems. Verify that technical
information delivery systems meet their intended function by reviewing development
specifications.

Verification Guidance

Verification is difficult because of the lack of available specifications, standards, and guidance.
Verification can be achieved by ensuring that a development specification has been prepared
and reviewed for its adequacy. Final verification is achieved when the entire diagnostic
capability undergoes IOT&E. Maturation of the software program is essential.

Verification Lessons Learned

Absence of verification can lead to inadequate software and hardware being deployed, such as
ha EDAA/TL

the FRM/FIM deploy‘ed for the F-15 and F-16.
3.1.4.11.3 Training. Training curriculum and training devices shall be developed
concurrently with the prime system fabrication.

- Requirement Rationale

Guidance is required to ensure that weapon system developers pay adequate attention to
satisfying training requirements for diagnostcs.

Requirement Guidance

Prior to this requirement, personne! and training allocations have been made. This requirement
involves implementing these allocations. The skill levels and quantity of technicians allocated
should be considered when developing diagnostic hardware and software. The training
curriculum should be established concurrently with the system fabrication. This includes the
formal schooling curriculum as well as on-the-job training. If electronic delivery of technical
information is employed, consider combining training aids with the delivered technical
information as aiding and training are somewhat similar in nature. The training curriculum

should be aimed at the user and accessible to a variety of users.

These training devices can be freestanding or embedded in the prime system. They can serve
as maintenance training devices or they can be incorporated with operational training. Separate
and distnct training devices (maintenance trainers) may be required for formal schooling.

4.1.4.11.3 Training. Verify that training requirements are satisfied in the fabrication of
the prime system through review and evaluation.

Verification Guidance

Verification criteria are in the following MIL-STDs and MIL-SPECs.
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MIL-STD-1388-1 Logistic Support Analysis, Task 303.2.6
MIL-STD-2165 Testability Program for Electronic Systems and Equipments,
201.2.4¢

3.1.4.11.4 Diagnostic requirements for technical information. Succinct,
accurate, and timely information shall be provided for the maintenance technician.

Requirement Rationale

Avoid expensive, voluminous, inaccurate, and untimely delivery of technical orders by
generating technical information in a form that is easily accessible, understandable, and
revised. These deficiencies are described in the DoD Aundit Report No. 87-115, of April 3,
1987, "Summary Report on the Defense-Wide Audit on Acquisition of Technical Manuals and
Related Data From Contractors.”

Requirement Guidance

Previously, there has been no firm guidance furnished by the Air Force relative to innovative
means for generating and delivering technical information. It is necessary to seek ways to
generate and deliver this technical information in a less costly manner without compromising its
quality. There are a number of tools available, or under development, whick can assist the
designer of technical information in authoring the text when electronic delivery of technical
information is contemplated. Guidelines and standards for automatic generation of technical
information and its delivery electronically can be obtained from the Human Resources
Laboratory at Wright-Patterson Air Force Base. This guidance information has been developed
under the Integrated Maintenance Information System (IMIS) Program.

Innovative ideas for displaying this technical information are encouraged, as stipulated in Task
303, MIL-STD-1388-1. Care should be taken to provide quick access to the required data.
For electronic delivery of this data, formats may vary substantally from paper-based technical
Urdc.lb Pi'l;‘vxuua DP‘-LLﬁCd a\.bcaa LI,ILIUB a.ud utfu.r.umuuu uu".n‘.";.uﬁbauuu L.u.llb-) ahuuld Jllﬂuhllb‘v
the type of generation and delivery methods. DoD INST 4151.9 requires the services to plan
and schedule the acquisition of technical manuals (technical information) to ensure their
availability in final form before, or concurrently with, delivery of the system to the field.
During design, final plans should be developed along with the support equipment.

4.1.4.11.4 Diagnostic requlrements for technical information. Verify diagnostic
requirements for technical infonmation through analysis.

Verification Rationale

Analysis is required to verify that the criteria established under this task and controlled by the
appropriate military standards have been met.

Verification Guidance

~ Cnteria for verification is in two military standards.

- MIL-STD-1685 (SH) Comprchcnsxbahry Standards for Technical Manuals (Metric)
RATT T 17 /TTQ AN Dandin al Danitiraseamts £ Dear mam Af Tarhnisral
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Orders.
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. If electronic delivery of technical information is employed, the format and content may be
modified.

Standards for the elecﬁronic delivery of technical information are contained in MIL-STD-1472,
Human Engineering Design Criteria for Military Systems, Equipment, and Facilities.

3.1.4.12 Diagnostic segment of Development Test and Evaluation. The
diagnostic capability shall be tested and evaluated during detail design.

Requirement Rationale

The DT&E assists the diagnostic design and devélopment process by providing feedback to the
integrated diagnostics activities in progress. This feedback helps the diagnostic design mature.

Reguirement Guidance

DT&E may be performed throughout the development of the system. However, sufficient
diagnostics DT&E must be accomplished before the Milestone Il decision to proceed to
production to ensure that the major diagnostic requirements for the FSD Phase have been met.

Perform diagnostics DT&E in accordance with T&E plans for diagnostics contained in the
PMP, Section 5, and in the TEMP. Guidance information‘is contained in applicable policy
documents, including the following. o

DoDD 5000.3 Test and Evaluation
AFR 80-14 Research and Development Test and Evaluation
. AFSCP 800-3 A Guide to Program Management

The major approaches of DT&E for diagnostic include the following.

Proceed in phase with system and support equipment development, so that BIT is tested
and evaluated concurrently with system performance; BIT and SIT are tested and evaluated
concurrently with subsystem integration and system testing; and system integration and
flight safety testing are concurrent with diagnostic testing of BIT and SIT features.

Implement the Diagnostics Maturation Plan so that deficiencies, ambiguities, and additional
failure modes identified during DT&E are recorded in a timely manner to ensure traceability
and appropriate corrections are made to the integrated diagnostic procedures.

Evaluate embedded diagnostic design as a separate entity in order to ensure it has been
incorporated adequately as part of the system design. ’ ‘

Evaluate the diagnostic capability in selected critical areas of system design using fault
evaluation.

Analyze the system design hierarchy of test tolerances (e.g., between system BIT and
LRU/SRU level of BIT) to minimize false alarms.’ :

Complete feasibility DT&E on prototype and preproduction units to assess technical risks
and develop solutions to deficiencies. '

During FSD, specific diagnostic capability segments of DT&E effort include the following
. requirements. ' '
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When available, ATE shall be evaluated for initial use supporting build and checkout of
flight test aircraft. Manual procedures and associated operational prototypes shall be
developed for support of flight test activities.

Engineering evaluation of the diagnostic elements capability at subsystem and system levels
shall be conducted in concert with system integration testing activities, including evaluation

tests in the engineering laboratory and system integration test facilides. -

Effective development of a diagnostic capability requires that testing of diagnostic
capabilities proceed concurrently with prime and support equipment development. The
object of the following diagnostics testing approach 1s to provide a viable diagnostic
capability for use in support of flight and operational testing activities to provide for early
maturation of the diagnostic capability. It should also be a program objective to validate the
diagnostic capability, as well as the initial reliability and maintainability requirements,
before production. :

During early equipment development tests, built-in test features should be tested and
evaluated concurrently with equipment performance testing. BIT performance is just as
important to overall weapon system performance as the usually emphasized aspects of
equipment performance. Simulated equipment failures shouid be used to assistin BIT
testing and evaluations. ' '

As equipment progresses to subsystem integration and performance testing, BIT and SIT
features should be concurrently tested, evaluated, and corrected. Simulated equipment

T B I I f ey gy toctimer and avmliiatian
failures should again be used for BIT/SIT testing and evaluation.

System integration and safe-for-flight testing of equipment should include diagnostic
testing of BIT and SIT features to ensure that this capability is ready for flight test support.
Concurrently, organizational level support equipment required for diagnostic support
should be tested to enable its use in the flight test program, together with preliminary
T.O.s, which will evolve into final T.O.s for initial OT&E. Simulation of equipment
failures to evaluate diagnostic capabilities should be included in this testing effort.

Qualification testing of both prime and support equipment shall include validation of
diagnostic capability, which is a required aspect of both equipment and system
performance. Simulated equipment failures should be included in the diagnostic validation
test program. Evaluation of BIT/SIT should also be conducted during environmental
extreme testing of the prime equipment and support equipment to ensure its proper

functioning throughout the required equipment performance envelope.

Further procedures and guidance on the interface of DT&E activities with other verification,
demonstration, and evaluation activity is contained in Appendix D, 50.4.
4.1.4.12 Diagnostic segmeni of Development Test and Evaluation. Verify that
diagnostics DT&E testing and engineering analysis functions have been adequately and
definitively performed through checklist evaluaton.

Verificadon Guidance

Verification of diagnostics DT&E for a weapon systemn in development consists of many
interrelated tasks performed in parallel with the diagnostics DT&E functions. A number of _ .
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techniques and methods will be used, dependent upon the specific test or engineering analysis
being verified. .

The starting point should be a verification baseline consisting of a checklist of diagnosucs
DT&E objectives related to the diagnostics-critical issues and diagnostics areas of risk. The
objectives should be stated in terms of specific diagnostic engineering criteria for judging the
system's performance. i

Diagnostics DT&E data and results must be reviewed for completeness and soundness.
Include correlation with data and results from prior diagnostics T&E to verify improved
systems performance vs diagnostics DT&E objectives when diagnostic design
corrections/updates are made.

3.1.4.13 Maintainability demonstrations. Diagnostics shall be incorporated into
maintainability demonstrations.

Requirement Rationale

Maintainability demonstrations are required to verify the overall effectiveness of the dlagnosnc
capability.

Maintainability demonstrations are performed in accordance with the appropriate demonstration
method contained in MIL-STD-471. Notice 2 of MIL-STD-471 contains requirements for
demonstration and evaluation of system BIT/external test/testability attributes. This method
should demonstrate the integration of the diagnostic capability for the system (e.g., integraton
of embedded test software and hardware techniques, automatic and manual test, BIT/SIT,
training levels, human interface). The scope of the diagnostic portion of the maintainability
demonstration includes the following.

. Demonstration of testability parameters
BIT fault detection
BIT fault isolation time
BIT fault isolaton level (ambiguity group)
BIT accuracy

o

2. Demonstration of Test Effectiveness (ATE)
ATE/TPS fault detection
ATE/TPS fault isolation time ;
ATE/TPS fault isolation level (ambiguity group)
UUT/ATE compatbility

Demonstration of technical information
Technical i.nfonnau'on access time

Tarhniral infreen rala s e masn
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Technical information format
Technical information usability

w

4. Demonstration of training/skills
Relationship between maintenance procedures and skills
Relatonship between formal training and actual maintenance job flow
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5. Demonstration of vertical and horizontal compatbility

Compatibility and consistency of test results between maintenance

levels and their respective diagnostic elements.
An overall diagnostic capability results from the interplay of all the diagnostic elements that
were used. A requirement should be established for early demonstration of this diagnostic
capability so that the integration of all diagnostic elements can be assessed. This is referred to
as a concurrent demonstration.

Further procedures and guidance on maintainability demonstrations and their interface with
other test and evaluation activities is contained in Appendix D, 50.4.

4.1.4.13 Maintainability demonstrations. Verify by checklist evaluation of
demonstration results that the diagnostics portion of the maintainability demonstration has
provided a valid verification of the effectiveness of the diagnostic capability.

Veﬁﬁcaﬁon Rationale
A checklist is the most effective way to verify this requirerhent.

Verification Guidance

The verification checklist may be derived by referring 1o the contents of the maintainability
demonstration. _

3.1.4.14 Diagnostic segment of Initial Operational Test and Evaluation. The
overall effectiveness, operability, and sunablhty of the diagnostic capability shall be tested and
evaluated.
Requirément Rationale
Evaluating diagnostic performance during Initial Operational Test and Evaluation (IOT&E)
helps to determine diagnostic capabilities achieved and to identify any deficiencies in the
diagnostic capability. Diagnostics IOT&E should focus on the integration of the planned
diagnostic elements into a comprehensive, cohesive diagnostics subsystern.
Requirement Guidance
IOT&E must be accomplished prior to the Milestone ITI decision. Diagnostics IOT&E
estimates the operational effectiveness and suitability of the system's integrated diagnostcs
design and procedures using test items representative of the expected production items.
Major approaches to diagnostics IOT&E include the following.
Testing in an environment as operationally realistic as possible
T & E initiating as early as possible during the FSD Phase
Testing for adherence to overall IOT&E objectives, with respect to diagnostics

Continued coordination with Diagnostics Maturation Program

Evaluation for 100 percent diagnostics testing
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Further aﬁalysis of test tolerances related to the system hierarchy and
embedded/external diagnostic procedures in order to minimize false alarms

Testing (particularly operational tests) and data collection should focus on the 100 percent
diagnostics requirement. Testng and data collection should also evaluate the specified
parameters, namely identfication of critical failures, the false alarm rate, the percentage of
faults detected and isolated automatically or manually, associated repair times, the unnecessary
removal rate, consistency of test results, and the adequacy of personnel skills. :

Use the diagnostic capability that is planned for field maintenance personnel whenever there is
a need for system maintenance. This use of planned diagnostic capability applies to
maintenance performed by either the contractor or the user. Contractors should use the
diagnostc capability in acceptrance and qualification tests and in the manufacturing and guality
assurance process 1o the maximum extent possible. In addition to contributing to the
maturation of the diagnostic capability, greater contractor use of diagnostics in these processes
could result in production cost savings.

The diagnostic capability should be evaluated with respect to the Diagnostics Maturation Plan.

During IOT&E, system performance, operational suitability, and supportability factors are
evaluated in an operationally realistic environment. There are two types of informaton that can
be obtained for Diagnostics T&E: (1) faults within the system and how those faults were
identified (diagnosed) and (2) faults/deficiencies within the diagnostic capability. For the
larter, this includes evaluation of each element that contributed to the total diagnostic capability,
as well as to the capability achieved by integration of the diagnostic elements. The former type
of data can be obtained as a result of Reliability Growth Testing. The following specific

info_rmation should be evaluated for each fault occurrence.

How did the failure manifest itself? .
Was the manifestation due to stressing of the system beyond normal operational limits?
If a BIT alarm occurred, was it the result of a confirmed failure?
What techniques were used to isolate the fault?
How long did fault isolaton take using those techniques?
Was the failure mission or operation critical?
Was the fault the result of a new or unplanned failure mode? Was BIT supposed to
detect the failure? Did BIT detect the failure?
Is this failure mode expected to be encountered in the operational system?
Should provisions be included in the diagnostic capability to deal with this failure
mode?
. Will this provision involve a modification/addition to BIT, ATE, Manual Test
Equipment, Maintenance Procedures, Skill Levels, Technical Data or TIDS?
. Is an ECP required? ‘
Is further investigation required?
If yes - what plans have been made?
If no - why not? (brief description) ‘
13. Is correction of the diagnostic deficiency part of contractual requirements? Is it tied to
incentive or warranty provisions? :
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Further procedures and guidance on the interface of OT&E activities with other verification,
demonstration, and evaluation activities is contained in Appendix D, 50.4.
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4.1.4.14 Diagnostic segment of Initial Operational Test and Evaluation. Verify
by checklist evaluation that the diagnostic IOT&E have provided a valid estimate of the
operational effectiveness and suitability of the diagnostic capability.

Verification Rationale
Verification by checklist is the favored method
' | Verification Guidance
The following is a checklist for verifications.

1. Are déagnostic IOT&E test articles sufficiently representative of the expected producton
items?

Is the diagnostic IOT&E environment as realistic as possxble"

. Do diagnostic IOT&E plans include evaluation for 100 percent diagnostic capability in
selected critical areas”?

Do IOT&E plans include analysis of test tolerances related to the system hierarchy and
offline/online diagnostic procedures in order to minimize false areas?

Is diagnostic evaluation included in broad spectrum of IQT&E activities?

Is the scope of dlagnosnc IOT&E broad encughtodo a prehnnnary evaluation of the
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3.1.4.15 Diagnostic input to Production Readiness Review. The Production
Readiness Review (PRR) shall certify that the embedded diagnostic capability is ready for
quantity production.

Requirement Ratioqale

A review is required to determine the status of specific diagnostic-related actions that must be
accomplished prior to executing 2 production go-ahead decision.

Requirement Guidance

The PRR is accomplished incrernentally during FSD, usually as two initial reviews and one
final review to assess the risk in exercising the production go-ahead decision. In its earlier
stages, the PRR concerns itself with gross-level manufacturing concerns, such as the need for
identifying high-risk/low-yield manufacturing processes or the requirement for manufacturing
development effort to satisfy design requirements. The embedded and external diagnostic
elements shall be reviewed at the final PRR to ascertain the following.

1. Are the embedded diagnostic element designs ready for production?

2. Is the use of any of the external diagnostic elements (e.g., ATE) appropriate for the
production testing environment? .

4.1.4.15 Diagnostic input to Production Readiness Review. "Verify by check list
that the various diagnostic elements are ready for production.

Verifi ILdUUl’I KdElOl'ld.lC

Verification by checklist is the most effective method.
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given in AFSCR 84-2, Production Readiness Review.

3.1.4.16 Functional Configuration Audit. The Functional Configuration Audit
(FCA) shall address the embedded diagnostic capability.

Requirement Rationale

The FCA is normally conducted on a prototype or preproduction item. The FCA certifies that
the item meets its specified performance requirements and is ready for production and
acceptance into Air Force Inventory. It is imperative that the diagnostic capability be checked
against its specified performance requirements so that diagnostic deficiencies can be identified
and corrected before the item proceeds into production.

Requinefncm Guidance

The diagnostic element-related test procedures shall be identified for inclusion in the contractor
test plans, procedures, and test data that must be submitted by the contractor prior to the
commencement of the FCA. The procedures for conducting an FCA are delineated in MIL-
STD-1521.

4.1.4.16 Functional Configuration Audit. Verify that the diagnostic capability is
validated prior to the producton of applicable CI/CSCIs by reviewing applicable documents.

Verification Guidance.

Review the test plans, procedures, and test results (submitted by the contractor pnor to the
FCA) for necessary diagnostic capability content and their implementation during the FCA.

3.2 PRODUCTION

3.2.1 Maturation inputs to production RFP. Inputs to the Production Phase RFP
should be prepared relative to the maturation of the diagnostic capability. :

Requirement Rationale
It is important to mature a weapon system'’s diagnostic capability during the Production Phase.
Requirement Guidance

The special Contracts Requirements Section (Section H) of the RFP should include the
warranty requirements contained in the Weapon System Warranty Plan. This plan was
developed during the DEM/VAL and FSD Phases and updated prior to issuing a production
RFP. Guidance on the content of this plan is contained in the Weapon System Warranty
Planning Guide,” 1 March 1990, which is issued by the Product Performance Agreement
Center (PPAC), ASD/ALTE. Diagnostic inputs to this plan are discussed in 3.1.4.2 of this

apnendix
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Sample inputs to the Production Phase SOW follow.
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The contractor shall mature the diagnostic capability in accordance with the established
maturation plan. Ensure that required improvements are made to satisfy updated diagnostic
specifications at each maintenance level. These improvements should include the following.
Maintaining and using the diagnostic data system to measure diagnostic performance and
take required corrective action, in accordance with the warranty provisions contained in
Section H of the RFP
Planning transition of the da;é anélysis system to the Government
Demonstrating that the diagnostic capability satisfies the diagnostic requirements

CDRL Recommendations. The following is a list of recommended data deliverables to include
in the CDRL.

1. External Diagnostic Demonstration Results (DI-R 71113)
2. Maturation Results (DI-R-7105)
3. Warranty Status Report (DI-A-1025)

4.2.1 Maturation inputs to production RFP. Verify adequacy and completeness of
maturation inputs by inspecting the Production Phase RFP.

Veriﬁcation Guidance

- The following checklist may be used to ensure the contractor is required to perform the
necessary maturation activities during producton.

1. Are the warranty provisions, including remedies, contained in Section H of the RFP?

2. Have the provisions in the diagnostic maturation portion of the IDPP been incorporated
into the SOW?

3.2.2 Diagnostic segment of Follow-on Operational Test and Evaluation.
Diagnostic Follow-on Operational Test and Evaluation (FOT&E) shall verify that first article
production items meet diagnostic requirements.

Requirement Rationale

FOT&E checks that the first article production 1tcms'do not differ from preproduction units to
such a degree that the desired capability is degraded: Diagnostic capabilities should be subject
to this check.

Requirement Guidance

Perform diagnostic FOT&E in accordance with T&E plans for diagﬁostics contained in PMP
Section 5 and the TEMP. Guidance is contained in applicable policy documents, including the
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DoDD 5000.3 Test and Evaluation . '
AFR 80-14 . Research and Development Test and Evaluation
AFSCP 800-3 A Guide to Program Management
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4.2.2 Diagnostic segment of Follow-on Operational Test and Evaluation.
Vpnfy that the diagnostcs FOT&E have validated the suitability of the dia anmnc capability of

the first producuon items of the system through checklist evaluation and tcsnng
‘Verificatdon Guidance

The checklist employed as a verification baseline for diagnostics FOT&E should be similar to
that used for diagnostics IOT&E except that the objectives listed (and related to the operational
effectiveness and suitability requirements for the integrated diagnostics of the systemn) may be
modified to accommodate diagnostics FOT&E.

Review diagnostics FOT&E data and results for completeness and soundness. Include
correlation with data and results from prior T&E in order to verify improved system
performance when diagnostic design corrections or updates are made. Tools and models
should be developed to assist in verifying the effectiveness of diagnostic corrections and
updates.

In central areas (e.g., where 100 percent d1agnosnc fault detection is mandatory), tests should
be repeated for verification.

Maodification of the diagnostic capability after production has begun can increase the cost of
modification significantly.

3.2.3 Diagnostic segments of Physical Configuration Audits. Requirements,
guidance documents, and procedures to conduct Physical Configuration Audits (PCAs) shall
be defined for the embedded diagnostic segments of configuration items.

Requirement Rationale

The PCAs of the configuration Items validate that the diagnostic element satisfies the hardware
and software product specifications.

Requirement Guidance

The PCA is the formal examination of the as-built version of the diagnostic element against its
design documentation. After successful completion of the audit, all subsequent changes to the
d.lagnosnc elements are processed by an engineering changc action. Thc PCA also dctcrrmnes
Uld.l l'.l'lC mdgnosuc ClCII]CIlI aLch[an(.,c u:.bung pl’CanDCU is aCI.CL[UdIC 101' d.L(.CpldﬂLC DI IHE
production units by quality assurance activities. The procedures for conducting a PCA are
contained in MIL-STD-1521, Appendix H. Sample PCA certification attachment checklists are
contained in MIL-STD-1521, Appendix I.

4.2.3 Diagnostic segments of Physical Configuration Audits. Verify that the

diagnostic segment of the PCA has been satisfactorily accomplished by reviewing the PCA
agenda and rclatf:d data.
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Review of the contractor-supplied agenda and data for the PCA, participation in the audit, and
review of the minutes and the PCA certification checklist will verify the satisfactory audit of the
diagnostc elements.

Verification Guidance
MIL-STD-1521, Appendix H, contains requirements for conducting this review.
' Verification Lessons Learned

Without prior planning and identdfication of the requirements for validating the diagnostic
elements during the audit, the diagnostic element, or portions of it, wiil not be audited, and
deficiencies will not be dlscovered untl producnon 1s started, or until the Configuration Item is
deployed.

3.2.4 Diagnostic production data collection and maturation. Requirements estab-
lished during the preproduction acquisition phases for diagnostic elements data collection and
maturation shall be implemented during the Production Phase

Requirement Ranonale

Diagnostic maturation requires efforts in each acquisition phase that build upon the previous
phase efforts.

Requirement Guidance

This task is divided into several subtasks to implement the diagnostic maturation mechanism.
During the FSD Phase, a Production Management Plan (PMP), required by AFSCP-800-3 for
the Production Phase of the prime system/subsystem/Cls, is developed. The production-
pertinent requirements developed as part of the data collection and maturation activities, in-
cluded in this appendix in the preproduction acquisition phases, should be included in the
PMP. Before the start of production activities, review the plan to ensure that the diagnostic
elements’' requirements are included.

Additionally, the production acceptance test plans and test procedures shall contain plans and
the procedures necessary to verify that the production units satisfy the specified diagnostic
elements’ paramemc values. Diagnostic data collection is reqmrcd for all acceptance test results

’—nnn ~
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4.2.4 Diagnostic productloﬁ data collection and maturation. Verify by inspection
that a diagnostic maturation program plan is continued during the production of the embedded
dxagnosuc elements. . _
Verificatdon Guidance
Before produénon go-ahead, inspect the PMP to determine its sufficiency for managing the

diagnostic maturation during Droducuon The following actions should be undertaken as part
of the verification. :

1. Inspect the production acceptance test plan for vcriﬁcation of diagnostic capability.
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. 2. Inspect the production acceptance test procedures to ensure that the procedures are
comprehensive enough to verify the diagnostic capability.

3. Develop a verification procedure tailored for the specific application and production
facility that may include either resident Government personnel, contractor personnel, or
a combination of both.

Verification Lessons Learned

Implementing the verification process is enhanced by using'qualiﬁcd Government or contractor
quality assurance pcrsouncl.

.
3.2.4.1 Establish/update data sharing plans. The contractor sha

implement, or update, formal data sharing plans to ensure that functional organizations, team
members, and subcontractors have access to current diagnostic development information
throughout the production phase.

(‘l’Q

Requirement Rationale

Much of the technical data necessary to effectively develop and monitor integrated diagnostics
in a system already exists within a contractor's facility and from user maintenance data. Some
of this information, however, is not available to each group that is involved with the
developrhent or operation of the system. This' information is either not distributed to the
organizatons that need it, is distributed too late to be of any practical use, or is not collected.
Contractors that are involved in the defense business are typically subdivided into functional
organizations with specific areas of responsibilities. Several of these organizations have an
. important part to play in developing, monitoring, maintaining, or redesigning (modifying) high

quality diagnostics.

An effective means must be established to allow communication of iterative information
between groups, contractors, and team members as'the weapon system is produced and tested.
Merely communicaung necessary information within the company and among team members or
vendors is not sufficient, however, unless it is done early and frequently in the production
process. Otherwise, it becomes a documentation task rather than a sharing of information for
the purpose of enhancing the design. Similarly, much of the information gathered on the user
systems, such as CAMS, is hindered in its flow between units with the same weapon system,
systemn managers, and other agencies by poor or non-existent data system
interaction/networking, and must rely on tape, disk, or manual transfer of information.

Requirement Guidance

The acquisition agency should instruct the contractor to define/update and implement a formal
data sharing plan (it can be part of the system engineering management plan or the IDPP). The
plan should address the sharing of information used in the design of the weapon system and
should be in operation prior to first production article acceptance by the user, even if that article
is to be used for training purposes. Appendix F gives examples of the type of data elements
and information required to perform diagnostic design activities during Production (data
elements listed in Appendix F matrices applying to the Production Phase are those that
reference 3.2.3.1 through 3.2.3.5). The plan should also address the interface with

information regarding the performance of the diagnostic activity as it proceeds through
demonsu*anon test and evaluauon and maturation. The plan should be required to include (1
information elements, (2) method of communicadon (hardware, software, languages,

. networking, network maintenance responsibilities), (3) sources of the information, (4)
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cxpectéd users of the information, (5) methad, frequericy, and responsibilities of updating
information contained in the data bank, and (6) security (classified, proprietary, limited
access).

See 3.1.2.3.1 for further guidance.

Réqui.rcmem Lessons Learned
See 3.1.2.3.1.

4.2.4.1 Establish/update data sharing plans. The formal data sharing plan and
implementation shall be verified by inspection.

Verification Rationale
See 4.1.2.3.1.

Verificaton Guidance
See 4.1.2.3.1.

3.2.4.2 Update vertical test traceability matrix. Organizational, depot, and
intermediate TRDs, including VTTM, that document test relationships between levels of test.
shall be updated.

The data will ensure that each function is tested at each higher level of test. The data, in
correlation with actual maintenance results, will be useful in solving CND/RTOK problcms by
providing traceability as to which tests are directly related at the different levels of test.
Verification of vertical test compatibility can be accomplished by using the data to- 1dent1fy
related faults at the different levels of maintenance. TPS qualification would be accomplished
by inserting the same faults as insertéd at maintainability demonstration.

Requirement Guidance |

Vertical Testability, to ensure compatibility of testing among all levels of maintenance,
including factory testmg, is key to minimizing CNDs and RTOKSs. The core of this concept is
twofold. The first is the establishment of a Cone of Tolerance among these levels, and the
second deals with the compatibility of environments under which these tests are performed.
Implementation of the vertical testability requires the establishment of a "Cone of Tolerance”
and specification of test conditions for all levels of design and maintenance. Establishment of
the approach is part of Task 203.2.1 of MIL-STD-2165. Detailed guidance on implementing
vertical testability and documenting the traceability of testing requirements and tolerances is
described in Appencnx G.

Requirement Lessons Learned

The F-16 Central Air Data Computer (CADC), Inertial Navigation Unit (INU), and the Low
Power Radio Frequency (LPRF) LRUs have experienced CND/RTOK problems. It is
believed that vertical test incompatbilities are a contributor to some of these problems. Vertical
test traceability matrix data was compiled as a too! to isolate and solve these problems. During
compilation of this data, it was discovered that formal documentation concerning the CADC
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and INU BIT did not exist. If the BIT is properly documented, as well as the vertical test
relationships between levels of test, CND/RTOK problems would be fewer and more easily
isolated.

4.2.4.2 Update vertical test traceability matrix. Verification is accomplished by
analysis and formal demonstration.

b JFULY . LR |, N

Verificagon Rationaie

Verification would be accomplished by both analysis and formal demonsmation. Analysis

.would show that each test was documented properly. M-demo and TPS qualification

demonstration would demonstrate the accuracy of the data.
Verificaton Guidance
The data analysis would be accomplished by comparing the BIT data with actual BIT operation

and the intermediate and dppm level TPSs with the r-nrrr-cpnndmcr TRDs. The analveie would
also verify that each lower level test has related test(s) at each higher level of maintenance.

This would verify the linking table data. The formal demonstration would be accomplished by
inserting faults at TPS qualification that are the same as those inserted at the maintainability
demonstration to verify the failures as those predicted by the data.

3.2.4.3 Diagnostic performance assessment and evaluation. Performance of the
diagnostic elements on the production line shall be assessed and evaluated, and needed
corrective action shall be defined.

Requirement Rationale

Production test results can provide data to assess the performance of each element of the
diagnostic capability, so necessary corrective actions can be identified.

Requirement Guidance
The production acceptance test results must be analyzed to assess the following.

1. Diagnostic element performance acceptance
2. Diagnostic element performance deficiencies

If diagnostic element performance deficiencies are found, the cause of these deficiencies must
be determined through analyms of the acceptance test results. The following are common
causes.

From a system perspective

SIT decion
-

WFA A RAwed

Embedded status monitoring design

Unachievable specified diagnostic parametric values

Integration of the specified diagnostic subsystem/Cls causes diagnostic values specified
for various system levels to be incompatible

Previously undefined failure modes
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From a subsystem/CI perspective

SubsystermyCl design
Subsystem/CI BIT design
Subsystem/Cl interfaces design
Previously undefined failure modes

From a production test perspective

The test equipment design
Test equipment/UUT interface incompatibility
. Test program performance deficiency

Test program/UUT incompatibilites
Acceptance test procedures

From a production management perspective

Manufacturing methods

Incoming inspection of components
Deficient materials

"Batch"” problems _
System/subsystem/C] reliability
System/subsystem/CI maintainability
System Safety

Once deficiencies are identified, formal corrective actions are required. At this time, production e
units are under configuration control, in accordance with requirements stated in MIL-STD-480

and MIL-STD-481. As such, any changes to production units must be approved by the
- cognizant authority, in accordance with configuration change control procedures. Changes in

the diagnostic capability product baseline are classified as either Class I or Class [l changes, .

according to MIL-STD-480. Class I changes affect contractually specified form, fit, function,

cost, or delivery schedule of a diagnostic element CI; must be in an engineering change

proposal; and must be approved by a Configuration Control Board (CCB) chairman before

Lhexr mplcmcntauon Class II engineering changes are not approved per se but are 1 revmwed

ha rvoanirant mlan sanracamtoe. v e cifinneian Doosae 1 AFTY

UJ’ uxc \.ugluu;uu iall lcylcacumuvc AL uuun.mu;ﬁt.c hl blﬂbbulbdll\)ll rngc 11Ul UU F\Jllll
1692, or the contractor's intemal form, is used for submitting Class Il changes for concurrence
in classification or approval/disapproval. \

4.2.4.3 Diagnostic performance assessment and evaluation. Verify by testing that
an assessment of the diagnostic elements capability is performed during the system/subsystem/
CI production test phase and verify that proper corrective actions are taken.

Verification Rationale
Including verification requirements in the acceptance test procedures is the most cost-effective
and reliable method for verifying that the 1rnpact of a diagnostic deficiency on diagnostic
elements has been con51dercd
Verification Guidance
When the verification procedures are incorporated in the acceptance test procedures, the .

verification is accomplished as part of the acceptance procedure. Implement configuration
control change procedures delineated in AFR-14-1 and MIL-STDs-480, 481, 482, and 483.
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Verification Lessons Learned

Effective verification can best be achieved when there is a minimum impact on funding
requirements, when it is integrated into the mainstream of business, and when it will not create
additional personnel qualifications.

Configuration control procedures have a long history of effectiveness and have mcorporated
many lessons learned. Adherence to the published configuration control procedures is the best
way to verify configuration control.

3.2.5 Change approval process. Identified dlagnosuc element performance deficiencies
shall be corrected and the impact of system design changes on the diagnostic capability shall be
considered.

Requirement Rationale

Diagnostic element configuration control must be exercised by both the contractor and the
Government to ensure that all desired changes to the diagnostic capability are incorporated in a
technically sound and cost effective manner and that non-diagnostic changes do not degrade the
required diagnostic capability.

Requirement Guidance

The Configuration Control Board (CCB) is the agency that acts on all proposed changes. The
Program Office should establish internal procedures for assigning change priorities and

p'mwnwAm»a that include the d.na"ncauy elements. The de"’ iled checklist d‘“"‘ln?"d h‘;’ each

office to review the proposed ECP, using MIL-STD-480 and AFR 14-1, should contain the
appropriate references to the diagnostic elements.

A Technical Data Review, using AFTO Form 22 (Technical Order Systcm Improvement

Report), AF Form 847 (Recommendation for Change) and T.O. 00-5-1 Guidelines, would
COITECt eITOTS Or Omissions in existing technical documents.

4.2.5 Change approval process. Verify through inspection that the change process for
correcting diagnostic deficiencies is implemented.

Vernficaton Guidance
Implement the ECP change process described in AFR 14-1 and MIL-STDs-480, 481, and 482.
Perform the technical data change process using T.O. 00-5-1 guidelines. Inspect the results of
each change using the procedures described in 3.2.3.
3.2.6 Program management responsibility transfer. All diagnostic elements shall
be included in the Program management responsibility transfer (PMRT) and responsibility for
continued engineering management and logistic support shall be a551gned

Requirement Rationale

Since maintenance diagnostic elements are included in the prime weapon system platform as an
entity (e.g., SIT), embedded in the prime system/subsystem/equipment (e. g., BIT), or stand-
alone support system Cls (e.g., ATE), guidance and procedures must be provided to ensure
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that all of the diagnostic elements are included in the turnover agreements either separately or as .
part of a CI.

Requirement Guidance

Implement procedures in the form of a checklist and guidance material to identify the various
elements of the diagnostic capability that must be considered for PMRT.

4.2.6 Program management responsibility transfer. Verify through checklist
evaluation that the PMRT for the diagnostic elements has been accomplished.

Verification Rationale

The use of a checklist by both the implementing command and the supporting command will
ensure that the responsibility for all the diagnostic elements has been assigned.

The diagnostic element checklist should be formulated for each PMRT and, as a minimum,
should include the following.

Has the product baseline been established for the diagnostic element
(e.g., BIT, SIT and ATE)? :

Has the PCA been sat:isfactorily completed for each diagnostic element?

Have identification and documentation of remaining tasks been completed?

Has availability of diagnostic element data needed to support the diagnostic element been
ascertained?

Have diagnostics-related PMRT plans been approvcd by thc AFSC SPO and the proper
AFLC organization?

Has a PMRTWG agenda been published?
Have the PMRTWG activities been completed?

Has the diagnostic element wransfer milestone chart been kept current and action initiated,
when necessary, to correct deﬁc1enc1es and schedule shppages"

Verification Lessons Leamed

Failure to verify that appropnatc actdons have been taken to transfer respon51b1hty to supporting

Ao rland s tha 1 A
CoOminanas um_y Tl e Lussau\, auppuu. 5;1.1.13 Once e wvayuu ay stemis u»?leCu-

3.3 DEPLOYMENT

3.3.1 Deployed diagnostic element performance assessment. A method for

identifying and tracking diagnostic element performance during deployment shall be established

by implementing data collection and maturation plans developed during the Development and

. Production Phases in concert with Milestone IV, Logistic Readiness and Support Reviews, ' .
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Requirément Rationale

The development and maturation of diagnostic capability is not complete when the weapon
system is initially placed in field use. It is necessary 10 continue reporting, invesugating,
tracking, and resolving sources of diagnostic errors to continue the maturation process.

Requirement Guidance

Plans for data collection and diagnostic maturation should include the interface with, and use -
of, existing Air Force Maintenance Data Collection and Material Deficiency reporting systems,
to enable timely assessment of deployed diagnostic element performance.

Data collection requirements defined in the Development and Production Phases should be
implemented. Data collection should include a description of diagnostics-relevant operational
anomalies and maintenance actions, Data collection should be integrated with similar data
collection procedures, such as those for reliability, maintainability, and logistic support
analysis. Analyze the data to determine if BIT/SIT hardware and software, ATE, TPS,
maintenance information, training results, skill levels and manpower, and diagnostic reliability
and maintainability are meeting specifications in terms of fault detection, fault
isoladon/resolution, false indications, fault dctccnon times, fault isolation times, et., for all
levels of maintenance.

The diagnostic element performance assessment should identify both satisfactory and deficient
diagnostic elements. Capture the analysis results in the diagnostic database established as part
of the development process for use by future dcvelopmcnt programs. Initiate corrective action
in accordance with guidance contained in 3.3.2.1

4.3.1 Deployed diagnostic element performance assessment. Verify diagnostic
clement performance in the field by assessing the implementation of the maturation plan.

Verification Rationale

The verification of the deployed diagnostic capability should be included in the Diagnostics
Maturation Plan, as this plan is part of the development process, and should be updated
periodically as new data is made available.

Verification Guidance

The Diagnostic Maturation Plan provides procedures for verifying that the data collected is
analyzed and incorporated in the diagnostic database established for the particular program.
Addidonally, the plan should include procedures to verify that Material Deficiency Reports are
processed in accordance with the current Air Force procedures. Thus, the information
contained in the plan can be used as a checklist to determine if the methods used for identifying
and tracking diagnostic performance are adequate.

h ALY . LS g _.._._AJ

Y Eriicaaon LJCbbUHb L.cdmcu
The absence of procedures to verify the collection of djagnostic data and its analysis to assess
the diagnostic performance will result in the orission of pertinent activities, since diagnostic
performance assessment has little or no management visibility. ‘ :
3.3.1.1 Depioyed diagnostic element corrective action. Procedures and guidance
for implementing diagnostic deficiency corrective action shall be provided.
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Requiremnent Rationale

Diagnostic elements are integral to the weapon system and to the associated support system and
span all levels of maintenance Therefore, cohesive procedures are required to implement an
effective diagnostic corrective action.

Requirement Guidance

Conduct engineering investigations for diagnostic deficiencies identfied through analysis of

data referenced in 3.3.2 and for deficiencies identified in Material Deficiency Reports generated

by user organizations. These investigations should be conducted by the organizations assigned

program management responsibility for particular diagnostic elements. Contractor support for

investigations may be arranged, if necessary. Investigations should accomplish the following.
t .

Verify the existence of a problem
Investigate alternative solutions
Recommend a specific practiéa.l solution

As a result of the investigation, a Modification Proposal and Analysis (MPA) is prepared and
processed in accordance with AFR 57-4. The MPA may lead to the generation of an
Engineering Change Proposal (ECP). As soon as a change is deemed necessary, notify all
user commands of the existence of the problem and give a brief description of the expected
correction, a work-around procedure for the problem, and the approximate date the corrected
item is expected to be available in the field.

Review in detail the ECP and Deficiency Report that initiated the diagnostic element corrective
action. Cover the particular diagnostic element deficiency, other embedded and external
diagnostic elements, and all the associated logistic support elements. Mark up the diagnostic
element-relevant product specification with changes generated by the diagnostic corrective
action. The resulting document will be a diagnostic element modification product
specification/segment.

Requirements defined in the above diagnostic element modification product
specification/segment will be reviewed by Air Force personnel prior to contracting. The Air
Force will decide on the proposed modifications, on the basis of diagnostic element warranty
or maintenance contract, available Air Force assets, use of these assets, criticality of diagnostic
modification schedule, cost to make the change, and cost to contract out. Cost to contract will
be estimated from the procurement cost of the diagnostic element. This procedure will ensure
that all major items are considered in defining the requirements. This task will also provide for
an Air Force decision on whether the diagnostic element corrective action should be
accomphshod orgamcally The 1mpact of the dlagnosuc com:cnve action on support of the
diagnostc Ca‘paumty during ucpxc‘)yﬁieﬁi will be provided as part of the plan for accomplishin 18
the corrective action.

As atesult of the make or buy decision, generate a plan of action for accomplishing the
corrective action. Include schedules and cost estimates; use of outside contractor's help, where
required; detailed listing of all support assets that will be impacted by the corrective action; and
a detailed listing of all organizations that must be notified of the diagnostic element final
configuration.
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4.3.1.1 Deployed diagnostic element corrective action. Verify through checklist
evaluation implementation of the diagnostic deficiency corrective action.

Venﬁcauon Ratonale

Corrected diagnostic deficiencies are best venﬁed by monitoring the Air Force-established ECP
process with a checklist.

Verification Guidance
The verification checklist should provide answers to the following questons.
Have cost estimates been generated and analyzed for implementing the. corrective action?

Have provisions been made to update all affected diagnostic element data?

If the change is the result of unsatisfaciory diagnostic paramedic values, such as fa
detection/fault isolation levels, have updated values been specified prior to estimating the
cost?

Have diagnostic element product specification/segment updates been completed prior to the
start of the corrective action? :
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20 REQUIREMENTS DERIVATION AND ALLOCATION PROCESS

20.1 SCOPE. This appendix outlines a requirements derivation and allocation (RDA)
process that can serve as the backbone for developing the proper diagnostics for a weapon
system. This process is described as it might apply when addressing any design level for any
acquisition program. To determine how allocation would apply to specific acquisition phases,
refer to Roadmap activities in Appendix I and related guidance in Appendix A. Referto

- Appendix B.1 for an example of the process.

20.1.1 PURPOSE. The purpose of the RDA process is to describe how diagnostic
requirements and associated verifications may be generated that accurately depict operational
needs. This RDA process is iterative and results in clearly worded diagnostic requirements that
do not unnecessarily constrain design options. There are many ways to derive and allocate
requirements. This appendix addresses one method for diagnostics.

20.1.2 APPLICATION. This RDA process includes activities accomplished by both the
Government and contractors. In general, the Government begins the process by specifying
operational needs in contractual documents and then ensures that contractor efforts to derive
diagnostic requirements and to allocate these requirements accomplishes the needs. In practice
there may not be clear cut distinctions between Government and contractor responsibilites for a
given step, or this distinction may be different for individual programs. This appendix
describes the process as it should be performed by whoever has been tasked to perform each-
step for a given program.

This RDA process is designed to work within a system engineering environment. System
engineering interactively considers all aspects of designing a product in all design phases. This
method makes possible tradeoffs with timely inputs from all design disciplines and results in
initial designs that meet overall system requirements.

To perform the various activities of this RDA process information is needed, manipulated. and
produced. Specifics on RDA information flow is provided in Appendix F.

References are made to design levels throughout this appendix. Figure S lists these levels and
provides examples of what each level covers. System is considered the highest design level
and assembly the lowest. ‘

DESIGN Systern Segment Element Subsystem Assembly

LEVELS : .

Typical items | (Top level, noj Vehicle, Electronic, RADAR, LRU,

under levels | breakout) Support Avionic, Sensors, Flight |LRM,
system, Structures, control, SRU, ~

Training... | Mechanical, | Communications, | Card...
Propulsion... | Navigation,

Electrical power,
Crew station...

Figure 5 Design Levels
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20.2 APPLICABLE DOCUMENTS.

(NOTE: These documents are not to be applied contractually except to the extent that specific
portions are cited in the requirement statements or verification statements.) '

20.2.1 Government documents

20.2.1 Specifications, standards, and handbooks

MIL-STD-470 _ Maintainability Program for Systems and Equipment

MIL-STD-785 Reliability Program for Systems and Equipment Development
, and Production

MIL-STD-882 SyStem Safety Program Requirements

MIL-STD-1388-1 _ Logistic Support Analysis

MIL-H-46855 | Human Enginecring Requirements for Military Systems,

Equipment, and Facilities
AFGS-87256 Integrated Diagnostics

20.3 PROCESS. The RDA process includes three major activities: translation, collation
and allocation. Translation and collation together derive a set of diagnostic requirements that
can lead to satisfying the established needs. Allocation shapes and moves those requirements
to the appropriate resources and design levels for implementation. These activities are repeated
at each design level, by building upon earlier efforts, to ensure integration. The quality and
quantity of information available to perform the process may vary. It is important to perform
the process early, even if rough or speculative information is used. Waiting for precise data to
accomplish the process the first time runs the risk of missing the initial design and involving
expensive retrofits. Figure 6 illustrates these acuvities. : :
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N- : DIAGNOSTIC NEEDS

RANSLATE“

ESTABLISHED NEEDS

+Requirements
+Scenarios

+ Decisions Needing Diagnostic Information
- Functions Needing to be Diagnosed
« Constraints on Diagnostics

, COLLATE
' . ) / f -t
WITHIN A SYSTEM -—

ENGINEERING ENVIRONMENT 4

~o -

DIAGNOSTIC
REQUIREMENTS w—_ o we

Elements of The Disgnostic Mix

Embedded Support Equip. | Manual

System
Segment
smen|

[Subsysiem
ASsEmtY

Design ~
Levels

Figure 6 Requirements Derivation and Allocation Activities

The RDA process provides traceability of diagnostic design requirements to the operational
needs they are supporting. This traceability, when adequately documented, validates the need
for diagnostic requirements and helps perform i in-process verification of the design.

RDA is iterative as a program moves through acquisition phases. Revisions occur under the
following conditions.

As more time or better information becomes available
As tradeoffs indicate a need to reapportion resources or Constraints
As driving requirements change

20.3.1 TRANSLATE ESTABLISHED NEEDS. Translation breaks a program'’s
established needs into terms meaningful for creating diagnostic requirements. Established
needs are considered to be the statements of what the product must be that are driving the
program activity. The source of these statements will vary depending upon where a program is
in its acquisition process, typically beginning with a SON and going through SORDs, DSRDs
and RFPs. Translation is critical as it establishes a link between operational needs and the
diagnostic requirements that are to be derived.. This link can be used in system engineering
tradeeffs to evaluate the criticality of diagnostic capabilities. This link, when adequately
documented, also validates that operational needs are being addressed by the systemn's
requirements and provides a framework for in-process verification. Translation details are
covered below and summarized in Figure 8.

20.3.1.1 Established needs. A system's established needs should accurately reflect
what must be provided without unnecessarily restricting how it can be done. Operational

needs, such as system safety, sortie generation rate, and mission completion success
probability, and support needs, such as maintenance man hours per flying hour and two-level

—
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maintenance concepts, all drive the need for diagnostics. The prime source of established
needs are the following documents..

Staterment of Operatonal Need, Requirements Correlation Matrix and Preliminary System
Operational Concept. The SON, its attached RCM, and the PSOC, if one is available, are
the initial documents for specifying operational requirements. Appendix A, 3.1.1.1,
discusses preparing a SON and RCM and Appendix E, 60.2, contains a matrix to assist in
creating RCMs.

System Operational chuirements Document and RCM. As a program progresses through
acquisition phases the SORD and its attached RCM document the evolution of operational
requirements. Appendix A, 3.1.1.1, 3.1.2.8, 3.1.3.7, and 3.1.4.9 cover preparing
SORDs and RCM updates.

Depot Support Requirements Document (DSRD). The DSRD describes the supporting

command's plans and requirements for providing both depot maintenance and material
sunnort Annpndw A 3129 3138, and 3.1.4.9.1 cover diagnostic inputs to DSRD

rr"'" ahaaih Thy RS TrS ek WAV WA WAGSLO LAY I MRS A L w A

Other key program documents are based upon the abovc sources and should also accurately
reflect operational and support needs. One such document is the Request For Proposal (RFP).
REFPs rclay Govemmcm rcqmrcrnents fora system to contractors and form the basxs for the

uuum ucmgu WUI!K that bllULllu 1[1(-1[1(1!: il’lllld.l Qldgl’lUbﬂL CHUI'[S Appenmx 1‘\ J 1.2. L

3.1.3.2, 3.1.4.2 and 3.2.1 discuss incorporating diagnostics into RFPs.

20.3.1.2 Determine d:agnost:c needs. Assess established needs to determine three
types of diagnostic needs: decisions/events, constraints, and functions.

20.3.1.2.1 Determine decisions/events. Diagnostics provides information about the
state (health) of a system that supports various decisions, such as deciding what part to replace
or whether a missile may be safely launched. Identifying the decisions that need diagnostc
information provides both the rationale for having diagnostics and the initial timing and quality
criteria (an inflight decision on whether a function needs to be reconfigured may require fault
detecton, isolation, and reporting with tight time and accuracy constraints). Consider all
mission, safety, and mmmenancc decisions to cover all needs for diagnostic information.

™ YT netin infarmmanan uill he naadad
lAlnaln]yze uJSSlQﬂ S{:cnanos to detCuu}ne whc'} dlﬂsm"\}ﬂ A% ullUllmuUll Wil Lie ut.s.u\.u

to sup
identified decisions. Points when diagnostic information is needed are referred to in this
standard as diagnostic events. A particular system might require some of the follow ing

diagnostic events, several of which are illustrated in Flgurc 7.
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Mission
Premission/use (e.g., preflight checkout)
During mission initiated (e.g., pilot inidated self test)
During mission continuous (e.g., inflight flight control monitoring)
During mission restoration (e.g., inflight reconfiguration or redundancy)
Safety
Premission/use (e.g., preflight checkout of safety-critical items)
During mission initiated, continuous, or restoration (similar to mission, but oriented
toward safety functions)
- Maintenance
Premission/use (e.g., maintenance preflight checkout)
Postmission/use (e.g., postflight inspection)
Scheduled inspections (e.g., 200 hr inspection)
Restoring system functionality (e.g., organizational troubleshooting)
Restoring asset functionality (e.g., intermediate or depot troubleshooting)

It may be possible to group decisions under diagnostic events to simplify diagnostic
requirements (there are several maintenance decisions applicable to diagnostics during
postflight, etc.). '

Non-diagnostic design decisions can also create diagnostic decisions and events. An event,
such as loss or degradation of a reconfigurable resource during use, may not have been
established in the original system operational requirements but may have been created by a
decision to use reconfiguration to solve safety and reliability conflicts. i

Diagnostic events may also serve information needs that are not directly related to operational
needs. Design verification, engineering change proposal kit proofing, training, acceptance
testing, etc., are some areas that aiso need diagnostic information. Providing events to address

the need for such information early in a program may result in savings by eliminating

redundant test algorithms, test setup, and test execution.

20.3.1.2.2 Determine constraints on diagnostics. There are established needs that
constrain options available for obtaining or reporting diagnostic information. Such established

needs may not indicate that diagnostics is needed. However, they do specify that if diagnostic
capability is required, it must be provided within certain limitations. Constraints may play a
driving role in determining the diagnostic mix for a system. An example would be mobility
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requirements that constrain the use of support equipment at deployed locations. Constraints
may also drive diagnostic accuracy. A critical diagnostic event with constraints limiting weight
and space may drive the need for highly accurate information from a single diagnostc source.
A similar event with few constraints might be satsfied with a set of less accurate diagnostic
sources that combine to provide the required accuracy.

20.3.1.2.3 Determine functions needing to be diagnosed. It is necessary to
determine what system functions (destroy tanks, carry cargo, detect targets, communicate, €tc.)
should be diagnosed 1o provide the diagnostc information needed to make any identified
decisions. Using functions allows diagnostics to be specified early in a design. Design teams
deciding how a system should pérform the navigation function (i.e., provide navigational
information to the operator) can also decide how to provide needed chagnosuc information on
the navigation function to the operator and maintainer. Design teams can then address
diagnostics interactively with performance.

The functional orientation also allows requirements to be allocated in a top down fashion. As
efforts progress, the design betomes more detailed and functions break into subfunctions at
continuously lower design levels undl functional reqmremcms are implemented as physical
design requirements.

20.3.1.2.5 Methods for determining diagnostic needs. Diagnostic needs may
either be directly stated in a weapon system's established needs or they may be derived from
operational and support measures that diagnostics contributes to meeting.

Operational needs might include requirements for preflight verification of mission critical
functions, inflight notification of loss of safety critical functions, or similar requirements. In

ARG, ARSI P4 O 52 2 24 00 Y L2205 IR, LR A A A RANIRR S, 28

these cases dJagnosnc needs are directly stated and translation is straight forward.

It is most likely, however, that diagnostic needs will have to be derived from a program's
operational and support needs. A need for a sustained sortie rate should lead to a need for
diagnostic information to help decide how to quickly restore a function or to decide whether an
aircraft should be turned, repaired, or set aside for later maintenance. Analyze the constituents
of such operational and support measures to break out the contribution that diagnostics must
make. Sources of useful information are LSA Tasks 101 and 201, engineering information
bases of comparative analyses and new technologies, and outputs from any prior acquisition
phases of the program, ,

20.3.1.2.6 Inputs from design decisions. As a program progresses solutions to non-
diagnostic requirements are decided upon. These solutions may call for additional diagnostic
information. An example is a decision to extend dormant reliability by periodic function
testing. Such design decision-derived needs for diagnostic information should be added to the
diagnostic needs that were derived from the established needs.
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Figure 8 Translation Activity

20.3.2 COLLATE NEEDS INTO DIAGNOSTIC REQUIREMENTS. Associate
the functions for which diagnostic information is needed with the events when the information
is needed and with applicable constraints, accuracy, and metrics. Bring them together into a
complete set of diagnostic requirements, with associated verifications, for the appropriate
design levels. Collation is described below and illustrated in Figure 9.

20.3.2.1 Collation inputs. There are several sources of inputs to the collation activity.
Translation is the primary source for initial phases. In later phases, design decisions and
diagnostic requirements derived in earlier phases and allocated to the level at which the current
collation is taking place become primary.

20.3.2.2, Determine needed diagnostic requirements. Determine for each of the
diagnostic events the system functions that must be reported (or conversely, for each system
function, determine at which events diagnostic information is needed). Functions may be
grouped by category, such as mission critical. For each of these events (or groups of
functions), select a generic diagnostic requirement and its associated verification from the
AFGS-87256. Translation may identify the need for diagnostic information pertaining to
functions or decisions at several design levels. An early "system-level” SORD and RCM may
contain weapon system needs, specifics on air vehicle performance requirements (segment
level), and specifics on using Government furnished equipment, such as engines or radios
(subsystem and assembly levels). Select generic requirements from the appropriate design
level in AFGS-87256 to cover the level of the functions or decisions being addressed.

If collation inputs include previously derived diagnostic requirements that have been allocated
to the design level at which the collation is taking place, they should be combined with the
above inputs to ensure complete coverage and minimize duplicaton.

20.3.2.3 Tailoring diagnostic requirements to meet system needs. Tailoring
requirements means wording them to say what is required for a specific system and phase
without saying how to do it, unless a system constraint or design decision has been made that
mandates saying how. Tailoring guidance for each requirement and verification selected from
AFGS-87256 is provided in Appendix A of AFGS-87256. These requirements should satisfy
a wide range of needs. If necessary, create new requirements using AFGS-87256 for
examples and provide update/revision feedback per instructions in AFGS-87256.
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To tailor diagnostic requirements, determine which specific functions rieed to be diagnosed to
accomplish each decision/event. These functions should have been identified during translation
(see 20.2.1.2.3).

For each blank in the requirement statement, insert the word, phrase, or reference that clearly
describes that need for the weapon system. If the structure of the sentence interferes with
clearly stating what is needed, rephrase it. The same functions may need to be diagnosed in
support of different events, such as fault detection and isolation of safety critical functions in
support of both inflight reconfiguration and turnaround maintenance. Similarly, a given
decision/event may need diagnostic information on several functions. Diagnostic requirements
can be formed in any of the following ways.

a. Each function and decision/event combination may form a separate requirement.

b. Each function may form a separate requirement that includes a list of all decisions/events
for that function (may refer to an external list). '

¢. Each decision/event may form a separate requirement that includes a list of all functions
needing diagnostics for that decision/event (may refer to an external list).

d. A wable with events and functions on separate axes may be used, with applicable
intersections checked. ' ‘

Including decisions/events in-diagnostic requirements maintains the link between diagnostcs
and operational needs. It also relays any timing and criticality implications without having to
establish specific ime or accuracy constraints any sooner than necessary. There is a point in
the design process, however, at which mentioning decisions/events should give way to
specifying specific timing and accuracy criteria. This point will depend on the acquisition
phase, the design level being addressed, and the design decisions made.

Timing. Diagnostics to support inflight reconfiguration will need rapid fault detection,
whereas depot maintenance may be satisfied with more time consuming diagnostcs.

Accuracy. Accuracy of diagnostics affects user confidence in diagnostics, needs for
alternate diagnostic resources (TO coverage to compensate for inaccurate BIT fault
isolation), and needs for compensating non-diagnostic resources (more spares needed due
to high CND rates). Inflight events tend to need higher accuracy than a depot repair event
as the consequences of making a wrong decision are greater inflight.

When accuracy is specified in a diagnostic requirement, it should be in terms related to the
language of the diagnostic requirement. Top level requirements should relate accuracy to
top level measures that diagnostic accuracy will influence. Top level measures may also
depend on other factors, such as reliability and maintainability, but should be used until
systemn engineering efforts isolate the specific diagnostic factors for lower level
requirements. These measures can be broken into the need for confidence in fault
indications being accurate (limits on false-alarms) and confidence in the accuracy of
indications that no faults exist (limits on missed faults). Confidence in the accuracy of
diagnostic indications should eventually give way to firm requirements for fault coverage
and for reliability of the diagnostic method chosen in both reporting faults it was designed
to cover and in not reporting faults that do not exist. See Appendix D for more details on
accuracy mefrics. - - . ' '

Relate constraints on diagnostics to diagnostic requirements. Constraints should have been

identified during translation (see 20.2.1.2.4). They may be incorporated into the wording of
the requirements or added as a constraint listing referenced in requirements. Constraints to top
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level diagnostic requirements may be incorporated into the wording of lower level
rcquu"cmcnts, or eventually disappear, as design decisions are made and the allocauon covered
in 20.2.3.3 occurs.

Create verifications for each requirement. Determine the proper verification method for the
particular program and phase, as discussed in Appendix H and in the guidance for each
verification in AFGS-87256, Appendix A. Consider that there are three relevant aspects of
verification. The first is validation of requirements to ensure that requirements fully describe
the diagnostics needed to do the job, no more and no less. The second aspect is in-process
verification, assessing the probability that the design effort will achieve contractual
requirements within acceptable risk. The third aspect is qualification, determining if the final
product meets its requirements. See 20.3 for the relauonshlp of this RDA process to these
aspects of verification.

20.3.2.4 Collation outputs. The resuit of collation activities should be a consolidated list
of diagnostic requirements and associated verifications. This list should define what
diagnostics must provide to meet the established needs. The list should cover all needs,
address all elements of the diagnostic mix, preclude conflicts, and avoid unnecessary
duplication. The list may end up as specifications between Government and contractors,
between prime contractors and sub contractors, or as internal design guidance. The following
sections in Appendix A discuss specifications: 3.1.2.7, 3.1.3.6, 3.1.4.4.1 and 3.1.4.7.3.
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Figure 9 Collation Actvity

20.3.3 ALLOCATION. The objective of allocation is to propérly implement the
diagnostic requirements derived by the translation and collation activities. There are two
aspects to allocation. One is determining how each element of the diagnostic mix should
contribute to satisfying diagnostic requirements. The other is to determine at what design level
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functional diagnostic requirement should be implemented as physical design requirements.
These deterrmnauons should be based on analyses, tradeoffs cormdcrauons of capabilities of
lower ucalgn levels, the diagnosiic mix ai higher levels, and non-diagnostic system engineering
assumptons or design decisions that were influenced by diagnostic capability or accuracy. The
task is similar to filling in the matrix in Figure 10 with diagnostic requirements applicableto a

specific program

. Diagnostic MiX e

Embedded | Support EqQuip.| Manual
Weapon System |
Major System . ' Design
| Segment i Levels
Subsystem ) *
Assembiy

Figure 10 Two Aspects of Allocation

Implementation is the core of the allocatlon activity. Implementation is the transition of
functdonal diagnostic requu'emcms to physical items that meet these requirements. This
transition should take place in the following stages.

Determining the diagnostic mix

Passing down requirements to enable mix decisions
Establishing requirements for physical items
Building the items

Only the first three stages are addressed in this appendix. Production Phase activities on the
Roadmap cover building diagnostic capablhty Allocation is expanded in the following
sections and illustrated in Figure 11.

20.3.3.1 Determining the diagnostic mix. The first stage is assigning resources to
obtain the required diagnostic information. Diagnostic information may be obtained using
resources from several categories, such as BIT, SE, instructions in technical manuals, etc. An
example 1s a requirement for dxagnosuc information on safety and mission critical aircraft
functions to support a preflight decision on whether an aircraft should be accepted for a
mission. The first stage in implementing this requirement is deciding to use embedded
resources on the aircraft, TO checklist pages, and trained personnel to obtain the diagnostic
information . The combination of resources from each category used to satisfy diagnostic
requirements is called the d13gnosnc mix.

This stage sets the initial d1agnost1c mix and should oceur at the design level appropriate to the
event/decision needing the information. In the above example, the preflight event is pertinent
to the entire vehicle and should be addressed, therefore, when considering the segment design
level, The resources available for implementing a requirement can be dictated by the mix

established at a higher de51gn level. See Append1x H for a breakdown of dxagnosuc mix
elements.

20.3.3.2 Passing down requirements to enable mix decisions. The next stage in
implementation is to pass down any need for supporting diagnostic information or interfaces.
In the 20.2.3.1 example, the safety and mission critical functions could result in requirements

for diagnostic information from flight control life support, target detection, navigation, and
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communicaton subfunctions, which could continue to pass down requirements to their relevant
subfunctions. Additionally, any needs for interfaces between the vanous mix elements might
need to be passed down.

20.3.3.3 Establishing requirements for physical items. The last stage addressed is
establishing detailed specifications to produce the items that will make up the diagnostic
capability. Some examples are (1) algorithms and circuitry for BIT, (2) interfaces and Test
Program Sets for support equipment, (3) and instructions for inclusion in the T.O.s. Once
established to meet a diagnostic functional requitement, these physical requirements can be
implemented like those for any other algorithms, circuitry, and instructions not necessarily
related to diagnostics. This appcndlx focuses on the first two stages. Once detailed
specifications are established, they may then be furiher broken down, if necessary, using
conventional techniques into lower level physical requirements until the complete

hardware/software solution is defined.

20.3.3.4 Passing down requirements without implementation actions. There are
situations in which no implementation stages should be taken. Instead, the applicable
diagnostic requirement should be passed down to lower design levels for action. If 2
diagnostic requirement concemns events applicable to a design level below the level currently
being addressed it should be passed down to that level for implementation. (A requirement to
provide diagnostic information to validate intermediate or depot level repairs on SRUs may be
known while addressing the segment design level but should be passed ‘down to the subsystem
level for implementation.)

A functional rcquirémcnt should be passcd down if implementation at a lower design level is
beneficial. Consider characteristics such as COsi, cfﬁucu\..y, pcI'fOITﬁE‘mCE, or fcambuuy of
design. A source of information for the analysxs is an information basc, such as designers who-

deal with those levels.

20.3.3.5 Ways to pass down requirements. There are several ways requirements can
be passed to lower design levels.

They can be passed straight through to one item or many items in the next level with only
minor wording changes. An example is for "all mission critical failures of the avionics
element 10 be reported..." to be allocated to "all mission critical failures of the fire control
function to be reported..." and also to the navigation function, etc.

They can be expressed in terms of different resources needed to implement them. An
example i is the requirement to indicate the status of an cngmc to the aircrew during use.
'lr.‘hlb lluEIll lCLlullC fullluLIUl.ld.l LWUUCLHCHLD fUl l.hC PIU}JUIQIUII ayalplu D})Wlﬁbauull ic
provide the information and physical requirements for the controls and displays subsystem
specification to display the information.

More than one requirement can be combined into a single requirement. An example is
requirements for status of certain subsystems for supporting an inflight go/no-go decision
and for supporting inflight reconfiguration decisions that might be combined into one
requirement for a particular subsystem.

See Appendix B.1, Process Example, for samples of the various ways to assign requirements

to lower design levels.

Requirements for new design levels may be selected and tailored, along with their associated
verifications, from the generic requirements in AFGS-87256. As the level of design changes,
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changes, so does the language of the requirements. Prime system requirements expressed in
terms of range, payload, and delivery accuracy may translate 1o requirements in terms of
pounds-thrust, wing loading, and pointing accuracy. Diagnostic requirements also should be
expressed in terms applicable to the level of design and the capability being specified. In early
acquisition phases, functions should be addressed rather than specific hardware, and

. decisions/events should be addressed rather than specific time or quality criteria. Hardware
and specific timing and quality criteria should be addressed only after design decisions have
been made that mandate such detail or if program constraints force this detail. See 20.2.2.3 for
tailoring guidance. ,

20.3.3.6 Requirements unable to implement. If a requirement can not be
accomplished at the current level of design or below, determine if it may be accomplished by
reiterating collation or changing the implementation approach for the current level. If not,
determine if it may be accomplished at a higher level or whether the diagnostic concept or
requirements, up to and including operational requirements, should be reassessed. The system
design might need to be modified and the system engineering process might need to be

" reiterated. If this step changes higher level requirements, reiterate the RDA process starting at
the level where the change was made.

20.4 RELATIONSHIP OF PROCESS TO VERIFICATION. The RDA process
results in lists of diagnostic requirements and verifications, along with the knowledge of which
operational needs or design decisions they came from and the reasoning behind their selection.
When adequately documented, this information provides a framework for accomplishing the
validation of requirements, in-process, and qualification aspects of verification. See Appendix
H for an additional discussion of verification. ‘

To validate requirements, synthesize and analyze subordinate functional requirements and
physical implementations to determine if they properly describe a design that can meet the
established needs. Documentation from the RDA process can accomplish this validation, since
the logic used to create subordinate requirements can be used to evaluate their validity. If a
requirement can not be validated, the RDA process was faulty or the established needs can not
be met within given constraints.

To perform in-process verification, analyze the design at its current stage to determine if it can
meet contractual requirements. Address validity of the requirements and the risk of their being
accomplished. This is a more complex aspect of verification. It should still be based on
documentation of the RDA process, with the addition of risk data, until the design is close
enough to completion that physical items are available for evaluation.

The qualification aspect of verification determines if the item being verified meets its
requirements and is accomplished by techniques, such as simulation, test, demonstration,
evaluation,or operation of the item. Qualification is not usually performed using the
requirements derivation and allocation process but is in effect a measure of the effectiveness of
the process.

The following sections in Appendix A cover in-process verification activities by.phase:
3.1.2.6, 3.1.3.9, 3.1.3.11, 3.1.4.4, 3.1.4.6, 3.1.4.10, and 3.1.4.10.1.

160




MIL-STD-1814

APPENDIX B
prmmmssssanaas
OTHER i ESTABLISHED E
SYSTEM ENGINEERING NTERACTIONS } OPERATIONAL
v Herations N TS 3
. Trage Ofis {Incl. diagnostic 4 3
o Aand arcura~yy 392922209090 1 ... imessewwswsmgeswmww A}
. L;‘:wwm’ e ~~
" basign Dechions {_JRANSLATE &
« Detine Requiremants \ ““\::‘i.“
N et E\-ZQIZ:::Z“‘ “““““ =
..' ...... A Nt ' VT Rse ‘\\
) e ~ \.: . -
s-—-::'-'." ~~~~~~ \ A hats
L FERATEEE TR v mewansesanesaw -
v A { CONSTRANTS } WEAPON SYSTEM §
! omanosmc N\ : sre | I ORACTONS
! INFORMATION | N\ i DN ! ! e )
v Yo \ ! METHODS AND } ! DIAGNOSTICS |
L PmAtneadsd | \ i _Accumacy ! i :
+  * Whan needed ! femmamanammnan M e L
! (cnvcality) | BN Vi B
\“n““\-::.- \ =' :. .'. :'
o ‘.‘.‘.‘.‘.‘.’:‘:‘\r“ U1 eessTzIzIIIIIOINIILLSS
i, LT . :._.. .........
DERIVE DIAGNOSTIC LY \\\s,--
REGUIREMENTS EKEER NS LI
¢" COLLATE
\‘h---\.“ ------
NS
DAGNGSTIC
REQUFEMENTS
TOMEET ESTR.
\ _|operaTiona: NEEDS
ALLOCATE DIAGNOSTIC
REQUIREMENTS
CAPABILITIES
|
- -
T Embedded §uppon Equip.| Manual
Weapon System . '
Major >§ystem - J
Segment .
Subsystem
Assembly
E

Figure 11 Allocation Completing the Requirements Derivation and Allocation Process
20.5 PROCESS RESULTS. The result of the requirements derivation and allocation

process is a logically derived sei of diagnostic requirements and verifications, for ail availabie
diagnostic resources and at each applicable design level, that fully describes the needed
diagnostic capability of a system. The requirements end up as hardware or software
specifications, the verifications state how compliance with the specifications is to be evaluated,

and the process itself is a structure for performing in-process verifications.

The transladon, collation, and allocation activities should be accomplished for each design level
and and reiterated as stated in 20.2. Each iteration should build upon previous efforts. The
activities may vary with each iteration. Early efforts should focus on translation and collation
with tentative allocations. Subsequent efforts should build upon earlier effonts and focus on
translation of changes or additions to established needs, collation at new design levels being
addressed, and more concrete allocations. Final efforts should concentrate on collation at

lowest design levels and finalizing allocations. The following sections in Appendix A discuss
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how the requirements derivation and allocation process may be accomplished in specific phases
or between specific design levels: 3.1.2.4, 3.1.3.4, and 3.1.4.4.

20.6 INTERFACE WITH LOGISTIC SUPPORT AND ENGINEERING
DISCIPLINES. The RDA process is accomplished in conjunction with the LSA process
and other engineering disciplines (i.e., reliability, maintainability, human engineering, and
safety). Integration of the diagnostic capability is dependent on good and timely
communication with the various tasks under these areas. This section identifies the
relationships between inputs and outputs of the RDA process and such tasks.

Tables 2a, 2b, 3, and 4 depict relatonships between other disciplines and the RDA process as
addressed in Roadmap Activities 3.1.2.4, 3.1.3.4, and 3.1.4.4. For each major RDA activity
listed on the vertical axis, inputs from tasks in the other disciplines are shown, along with any

outputs from the activities that feed 1 into the tasks Documents referred to in the tables are listed
below.

i

MIL-STD-1388-1 LOngth Support Analy51s

MIL-STD-785 Rehablhty Program for Systems and Equipment Development
: and Production

MIL-STD-470 Maintainability Program for Systems and Equipment

MIL-H-46855 Human Engineering Reqmrements for Military Systems,

Equxpment and Facilities |

MIL-STD-882 Sys;cm Safety Program Requirements
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Table 2a LSA Interface with Allocation Process
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Table 2b LSA Interface with Allocation Process
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Table 3 Maintainability and Safety Interfaces with Allocation Process
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Table 4 Reliability and Human Engineering Interfaces with Allocation Process
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30. EXAMPLE OF DIAGNOSTIC REQUIREMENTS DERIVATION AND
"ALLOCATION PROCESS

This section clarifies the use of the requirements derivation and allocation process by providing
a simple example of its application.

30.1 SCOPE. This exampie is limited to a simple weapon system so the interactions
between steps of the RDA process may be readily illustrated.

nnnnnnn N
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30.1.1 Purpose. This appendix illustrates application o he requiremen ts denvati

*
v i C\.Luu willviiio

30.1.2 Application. TBD
30.2. APPLICABLE DOCUMENTS. TBD

730.3 EXAMPLE. The example has been removed and will be updated for inclusion in
future versions of this standard.
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40. FORMAT FOR INTEGRATED DIAGNOSTIC PROGRAM PLAN

40.1 SCOPE. The ID Program Plan can be applied to any weapon system acquisition in
any phase.

40.1.1 Purpose. This appendix contains guidance for preparing an Integrated Diagnostics
Program Plan (IDPP). This guidance is in the form of topics to be included in the IDPP.
Evaluation criteria for guidance as to what constitutes an acceptable rendering of those topics is
also included. :

The IDPP is a coordinating and communication document between the contractor and the
Government. It sets forth the contractor's proposed plan for conducting and managing the ID
effort. It shows how the contractor intends to satisfy the requirements of MIL-STD-1814 as
implemented by the contract schedule and/or statement of work. It also shows how the

AL ACLLT IR WAL B v Wl QLN DU AR VL oLl il LB dl.yd

contractor intends to meet the imposed specification requirements, including their allocation and
control to lower design levels.

40.1.2 Application. The information described in the following paragraphs should be
documented for all programs in which diagnostics are of significance. It may be presented as
part of the System Engineering Management Plan (SEMP), the Integrated Support Plan (ISP),
or various other management plans. It may also be a stand-alone IDPP. The format offered in
this appendix is suggested for a stand-alone document. It should also serve as an outline for

information to address when incorporating the IDPP into a SEMP or ISP.

40.2 APPLICABLE DOCUMENTS. Not used -

40.3 REQUIREMENTS. The requirements for an IDPP are as follows.

40.3.1 General requirements. The IDPP should describe in detail the specific

techniques and tasks to be performed and their integration with other specified plans and
contract tasks. At a minimum, the IDPP should address how the contractor will organize,

- manage, and achieve the ID requirements of each contracted phase. In addition, it should show
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how this activity could lead to the final ID capability in any following phases not under the
current contract.

The IDPP should contain sufficient detail to establish that the contractor's process (including
internal procedures, management and the extent of the planned application of this process) will
satisfy all of the ID requirements. '

The IDPP should be prepared and submitted as part of the contractor's response to the Request
For Proposal. An update should follow the contract award to incorporate any negotiated
contract changes. When approved, the IDPP should become a part of the governing contract.

Subsequent revisions should be made only if significant program changes are negotiated.

The IDPP should consist of the following parts.
~ Part 1. Current policy and objectives
Part 2. Program summary :
Part 3. Organization and interface requirements
Part 4. Task requirements
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Part 5. Tradeoff and cost optimization

Pant 6. Diagnostc requirements

Part 7. Validation/Verification requirements

Part 8. Vertical and horizontal integration

Part 9. Maturation

Part 10. Data .

Part 11 Program schedule, data, and other deliverables

Overall evaluation criteria. The IDPP should provide sufficient detail to
a. Clearly identify the contractor's roles and responsibilities.

b. Show how all related parts fit together in a correlated program.

¢. Provide a baseline from which changes in scope can be defined.

d. Identify all criteria for knowing when the objectives have been reached.

More specifically, is Part 1 statcd in clear, unambiguous terms that are
measurable?

Does Part 2 define the whole program and the relationships between
deliverables?

Does Part 3 show an ID organization that has a management interface with
Program Management?

Are solutions described to all requirements in Part 67

Are trade studies scheduled sufficiently early to be meaningful?

Are schedules presented in Parts 4 and 11 companblc with each other and the
overall program milestones?

40.3.2 Specific requirements. Specific
40.3.2.1 Current policy and objectives. Part 1 of the IDPP should describe the
contractor's overall existing ID process as it relates to achieving the system design,
development, test and evaluatdon requirements. This part should also address the extent to
which ID has been institutionalized within the contractor's operating policies and objectives.

Evaluation criteria. Existénce of Corporate policies indicates prior
knowledge and planning related to the attainment of diagnostic objectives.
Reference to existing, workable, and clearly worded policy statements,
corporate directives, internal policies, etc, indicates some degree of cxpenence .
and/or planning for diagnostics. Visibility of objectives that have been
specifically set or tailored to the subject program demonstrate an understanding
of the program at hand.

40.3.2.2 Program summary. Pant 2 should describe the program objectives and
requirements, prime mission system/equipment, the general maintenance concept to be used to
support the systerm/equipment, and the contractor's approach to prov1dmg the required level of
fault detection/fault isolation,

Evaluation criteria. Is 2 thorough understandinga,of the total program
demonstrated including all related aspects of the maintenance environment.

40.3.2.3 Contractor organization and interfaces. Part 3 should describe the
contractor's organizanon and internal interfaces required to perform the ID tasks. The plan
should describe the processes used to ensure that integration of tasks is accomplished across all
involved functional disciplines and that adequate feedback systems exist to redirect efforts to
meet ID goals/requirements. Special note should be made of how data sharing plans will resuit
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in a common data poo!l for all design activities. Where subcontractors, or teaming

" arrangements with associate contractors, contribute to satisfying ID requirements, describe the
organizatonal interfaces and the planning and control functions to be implemented to ensure an
integrated effort results.

A single individual should be identfied who has overall responsibility and authority for
implementing the ID program.

Evaluation criteria. Does the organization demonstrate the abiliry to manage
to the achievement of the ID requirements? Does the person who heads the ID
program have equivalent leverage with the attainment of other requirements
such as performance and cost? Is a workable data sharing plan described which
involves all data developers and users?

 40.3.2.4 Program tasks. Part 4 should describe the tasks to be performed to accomplish
the ID program. ID program tasks should be portrayed to establish the hierarchical and
sequential relationship between tasks. Direct correladon should be made to the contract work
breakdown structure, if applicable. Describe the resources to be employed to accomplish each
task required by the RFP. Follow-on tasks, scheduled in subsequent contract/development
phases, should also be described.

Describe the interrelationships of ID tasks and activities and describe how ID tasks will
interface and be integrated with other program tasks to avoid duplication of effort.

Evaluation criteria. Are all tasks that are required by the Request for
Proposal described sufficiently to show understanding, linkages, and
dependencies? Does the implementation of each task described meet the
objectives described in the earlier sections? Do the tasks defined adequately
sansfy all aspects of the more broadly defined RFP task requirements?

40.3.2.5 Tradeoffs and cost optimization. Part 5 should identify expected trade
studies to be accomplished and the proposed methodology. The methodology should include
both the models and the data sources to be used. Trade studies planned/conducted should be
documented to show how contractor derived requirements and solutions will result in cost
effective achievement of the primary goals. Indicate planned tradeoffs in the master ID
program schedule described in 40.2.8. Correlate the proposed trade studies to their associated
tasks as described in Part 4.

Evaluation criteria. Are tradeoffs described that are consistent with the
program phase and design effort? Is the radeoff methodology complete,
unbiased, and workable in near realtime? Is feedback into the design process a
reality? '

- 40.3.2.6 Diagnostic requirements. Part 6 should describe how the performance
requirements specified by the procuring agency are expected to be met by the contractors
design. Also, describe the derived diagnostic requiremnents developed during the proposal

effort and how they were obtained/allocated from the overall system requirements.

This section should cover separately the fault detection/fault isolation requirements for each

piece of prime mission, support and test, and training equipment at ail levels of maintenance as
applicable to the subject contract.
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Evaluation criteria. Are all requirements specified for the subject hardware
addressed? Is justification provided for the approach selected? Have top level
specified parameters been properly and completely allocated to lower levels so

that the probability of attainment of the 10p requirements is near certain.

40.3.2.7 Validation/verification. Part 7 should define the contractor's plan to verify,
demonstrate, and evaluate (VDE) the required level of diagnostic capability, including all
proposed modeling, simulation, demonstration and field tests. Appendix D, 50.4, provides
procedures and guidance for VDE activities and discusses relationships to the Maintainability
VDE Plan and the Test and Evaluation Master Plan (TEMP). Ensure VDE covers all diagnostic
needs (mission, safety, and maintenance).

Part 7 should also define in-process reviews and other quality control activities planned.
Described in-process activities should ensure a high probability of success when the end of the
activity is reached. '

Evaluation criteria. Are the validation/verification requirements of the RFP
completely and clearly described without unnecessary test redundancy? Are the
described test sample and resources sufficient to provide the required
confidences and risks? Is it convincing that described in-process reviews are
sufficient to ensure success at the task's end?

40.3.2.8 Vertical and horizontal integration. Part 8 should define the approach and
methodology for vertical and horizontal integration of diagnostics. Address integrating
requirements across all diagnostic elements and maintaining test tolerance and diagnostic
decision consistency between maintenance levels and dissimilar test equipments. Describe how
such consistency will be demonstrated for factory, on-hardware, intermediate and depot testing
specifications, procedures, and software programs. '

Evaluation criteria. Is a feasible mechanization presented to ensure vertical
and horizontal integration? Does the plan include feedback and corrective action

methodology for dealing with early field expenience?

40.3.2.9 Maturation. Pari 9 should describe, in detail, a structured plan for evaluating the
as-to-be-deployed diagnostics in an operational field environment, correcting any deficiencies

in the diagnostic design noted during field operations, and incorporating those corrections in all-

production items. Part 9 should include the following,

. Expected achievements (goals) from maturation
. Identification of resources to be used S
Planned contractor and customer organizational involvement
. A schedule of all phases of the maturation effort, such as data gathering, analysis,
redesign, retrofit and new production
¢. Data collection and analysis methods
- f. Rewrofit methods and plans if required :
g. Maturation activities conducted as part of interim contractor support

oo

Maturation planning should be started early and accomplished to the extent applicable even
though field maturation is not a part of the program phase being proposed. Plans for early
program phases should address how efforts in the current phase can lead to an adequate
maturation program in subsequent phases. '
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Evaluation criteria. Is the described maturation plan consistent with all
other program planning and resource availability? Does it provide the
necessary depth and scope to achieve the established goals? Does the timing
provide for feedback prior to a significant production commitment? Does the
plan include feedback and corrective action methodology for dealing with early
field experience? Are the proposed benefits realistic and consistent with the
remainder of the plan?

40.3.2.10 Data. Part 10 should describe data to be provided by the contractor to meet
contract requirements, including approval requirements. Address data elements, such as failure
modes and effects analyses, test requirements docurnents, acceptance test specifications,
logistics support analysis documents, technical manuals, system and subsystem hardware, and
software development and operational test and evaluation planning documents.

Evaluation criteria. Does the plan describe how all ID data requirements of
the RFP will be supplied and the source of the information for each data item?
Will the data as described be complete, accurate, tmely, and not conflicting
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with other data items?

40.3.2.11 Program schedule of ID tasks, data, and other deliverables. Part 11
should provide a schedule for each of the tasks described in 40.2.4 above and each data item
described in 40.2.10 above. The schedules should be presented in a manner that shows time
phasing and interrelationships of the tasks and data. An overall master milestone schedule
should also be presented to reflect key activities and events during each program phase, to

ensure that final system requirements are met.

The schedule must be tied to the System Engineering Master Schedule (SEMS) events and
should be prepared under SEMS ground rules. Criteria should also be identified for each task
in the schedule that describes by what means the task will be considered complete.

Evaluation criteria. Are schedules feasible with some slack time to recover
from inevitable slippages? Are all data sources available at the time required to
meet the data submittals? Are all interdependencies reflected correctly in the

schedule? Is the criteria which defines task completeness practical, measurable

and sufficient?
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50. QUANTIFICATION OF DIAGNOSTICS IN WEAPON SYSTEM DESIGN

If rational decisions are to be reached regarding the role of integrated diagnostics in a weapon
system design, it is necessary to provide quantitative means for evaluating the costs and
benefits of the diagnostics relative to the goals of the weapon system. This appendix sketches
a process for quantifying the diagnostics and discusses related issues of validation and
verification of the diagnostic design and design phase dependence.

50.1 SCOPE. This appendix provides a rough outline of the process to be used to derive
diagnostic accuracy requirements from the weapon system Statement of Operational Need
(SON). Itis expected that the details of the process will vary from application to application
and that the tools used to carry out the process will frequently be developed by the contractor as
proprietary technology. The examples presented in this appendix are deliberately simplified to
avoid use of proprietary technology and in order to focus attention on the diagnostic aspect of
the process.

The emphasis of this appendix is on diagnostic accuracy, even though accuracy is only one of
the quantifiable attributes associated with diagnostics. Other parameters that need to be
considered as part of the diagnostic quantification are diagnostic coverage, mean time to
diagnose, cost, weight, etc.

50.1.1 Purpose. This appendix answers the following four questions concerning the
development and implementation of diagnostics for weapon sysiems:

1. How are diagnostic accuracy requirements derived from the weapon system level
metrics that are included in high level requirements documents such as the SON or the
System Operational Requirements Document (SORD)? .

2. How do detail designers achieve the diagnostic accuracy requirements that are allocated
to their weapon system component? :

3. How is the achievemnent of diagnostic accuracy requirements validated and venfied?

4. How do the answers to the questions given above change during the program life cycle
(from Concept Exploration Phase through Deployment)?

These questions are answered somewhat sketchily because detailed answers will vary from
weapon system to weapon system. The goal of this appendix is to provide sufficient definition
so that the user can adapt the methods described here to solve a specific problem.

50.1.2 Definitions and Abbreviations

CND (Cannot Duplicate). An operationally observed/recorded system malfunction that
maintenance personnel are unabie to duplicate at the Organizational Level.

False Fault. An event that consists of the reporting, by the diagnostic system, that a fault has
occurred, when the fault has really not occurred.

‘Fault. A physical condition of a component or system that results in the failure of that

component or system to carry out one or more of its essential functions.

175



MIL-STD-1814
APPENDIX D

FMECA (Failure Modes, Effects and Criticality Analysis)

Hit. An event that consists of the reporting, by the diagnostic system, that a fault has occurred,
when, in fact, that fault has occurred.

Miss. An event that consists of the failure by the diagnostic system to report that a fault has
occurred, when, in fact, that fault has occurred.

ReTOK (ReTest OK). A unit that is identified as malfunctioning at one maintenance level, but
fails to exhibit the same malfunction at a subsequent maintenance level. (Also RTOK)

Validation. The act of comparing a model to a set of relevant data, or to established physical
principles, to evaluate the correctness and completeness of the model for the situation under
study. ‘

Verification. The act of carrying out a test sequence, analysis or some equivalent procedure to
determine that a stated requirement has, or has not, been satisfied by a given design.

50.2 APPLICABLE DOCUMENTS.

(NOTE: These documents are not to be applied contractually except to the extent that specific
portions are cited in the requirement statements or verification statements.)

50.2.1 Government documents
50.2.1.1 Specifications, standards, and handbooks
MIL-STD-471A Maintainability Demonstration

50.2.1.2 Other Government documents, drawihgs, and publications.

AFR 80-14 Research and development Test and Evaluation
DoDD 4245.7-M Transition from Development to Production
DoDD 5000.3 Test and Eva]uation

50.3 DERIVATION OF DIAGNOSTIC ACCURACY NEEDS. The "design
quanuncatlon process begins with the establishment of one or more models that express SON
* metrics in terms of design paramcters Most engineers in the aircraft industry have some
familiarity with aircraft or engine performance models that achieve this purpose. Many
engineers are also aware of Life Cycle Cost models (or sub elements thereof) and of reliability
models that address other SON metrics. Full design quantification requires that all quantifiable
parameters from the SON be modeled in terms of design variables. If diagnostics is to be used
1o carry out the design intent, then the diagnostic metrics must be included in the SON models.

Dlagnos1s of  weapon systems problcms is accompllshcd through use ofa numbcr of different
lecnmqucs Many proolcms may be deiected and/or isolated through use of Buili In Test
(BIT). This technique is especially common for electronic systems. Often, one or more
sensors may be used to derive the health of a component. Such derivation might be
accomplished in onboard software or after the flight, using ground based systems. Ground

based systems frequently make use of trending to recognize the onset of a problem. Still other
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problems are recognized during periodic inspections either visually or through use of support
equipment. Support equipment may also be used to isolate problems that are detected during
flight. Yet another technique that is used for diagnosis involves manual resolution of the
problem. In this case, a maintenance manual or "Tech Order"” (T.0.) describes the procedure
to be followed. If all other methods are unavailable (or sometimes for other reasons) the
diagnostician may use selective parts replacement as a diagnostic technique.

The development of diagnostic accuracy requirements must cover each of the above diagnostic
techniques. Diagnostic accuracy has just as much meaning when applied to manual techniques
driven by a T.O. as it does when applied to built in test. Both techniques are subject to human
frailties in their application, as well as other classic error sources. The derivation of diagnostic
accuracy requirements must be data driven, in order to succeed, because of the human element.
It is tempting to include only those error sources that are well understood and readily modeled,
but this approach is sure to fail because the more difficult to model error sources are generally
the most significant. ' '

It is also important to note that diagnostic accuracy is inextricably linked to other parameters in
the analysis. For example, if diagnostic coverage is reduced, there are a greater percentage of
problems to be solved by arbitrary change of modules. For problems that are extremely rare or
which can obviously be traced to a particular module, this may be acceptable. However, in
general, as diagnostic coverage is reduced, diagnostic accuracy is likely to decrease as well.
Another factor which should be considered is the time available to perform the diagnosis. As
this time is reduced, the mechanic is forced to make a decision with less information. In the
extreme, the mechanic is forced to change a module based on instinct rather than reasoned
isolation. This, again, will decrease diagnostic accuracy.

In some instances, an element of a weapon system cannot be permitted to fail because it is
critical to flight safety. (Actually the failure rate must be extremely low; a zero failure rate is :
unachievable). Various techniques are available to address this problem. The most common is
to adopt a very conservative policy towards the replacement of a component that calls for it to
be replaced long before it is likely to fail. This approach is commonly used for critical
propulsion system components. Electronic systems that are critical are frequently designed
with redundant copies, so that if one system fails, another copy can pick up the load.
Reconfigurable systems are also sometimes employed in this mode. These deviations from the
normal design process must all be considered when executng the diagnostic design and its
associated modeling.

Figure 12 shows a view of the process that is proposed for the derivation of diagnostic
requirements. The source of the highest level requirements may be a SON, a SORD, a

‘Statement of Work (SOW) or some contractual agreement between a contractor and a

subcontractor. In the figure, this highest level requirements source is illustrated as being a
SON. Many of the requirements expressed in this document are quantifiable. Some typical
examples are shown in Figure 12 and a more complete list of potential parameters is provided
in Table 5. For each of the quantifiable parameters identified in the SON (or other source
document), a model which is capable of predicting the values of the parameters using design
variables as inputs should be generated.
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Figure 12 Diagnostic Accuré.cy Design Process A
Table 5 System Level Performance Metrics
Lite Cycle Cost Accident Rate
Development Cost Incident Rate
Production Cost Sortie Rate
Support Cost Time to Launch
. | Mission-Success Probability Maintenance Delays
Availability On-Time Takeoff Rate
Turn Rate Supply Delays
Maintenance Man Hours per Flight Hour Break Rate
Maintenance Concept (2 or 3 Level) Fix Rate _
Mean Time to Repair Suppart Equipment Requirements
ReTest OKs MOblllty/A.lﬂlft Restrictions
Bench Check Serviceables Mission Scenario’
Can Not Duplicates Manpower, Personnel, and Training
Crew Size Survivability '
-Skill Level Size and Weight Restrictions
Ambiguity Group Limit Testability
In Commission Rate Hardware Reliability
Mean Time to Diagnose Confi gurability
Abort Rate Reconfigurability
Safety and Mishap Rates Fire and Forget Capability

Perfonﬁancc models are regularly generated for this pur:'pose For example, a propulsion
system cycle model is capable of predicting thrust, fuel flow and other performance parameters .
as a function of propulsion system design variables. These propulsion system models are
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linked to airplane models to predict aircraft performance, fuel usage, etc. with the additional
input of airplane design parameters.

A life cycle cost model is another type of model that is used to predict high level figures of
merit from design parameters. These models are substantially different from the performance
models described above; yet, they serve the same type of role in the design process.
Operational effectiveness models of various types are yet another example of a model used to
relate design variables to weapon system level figures of merit.

The underlying purpose for generating and maintaining these models is to permit the
performance of trade studies to evaluate various design solutions to satisfy the statement of
need. Thus, the various elements of the design that are being considered as possibie solutions
must be included in the models. This appendix suggests the addition of diagnostics $o that it
can be evaluated against other schemes for achieving the design goals. Clearly, some of the
individual weapon system goals can be accomplished in more than one way. For example,
availability can be achieved by high reliability, or at a lower reliability level with excellent
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may recommend itself on a cost basis. This is the type of trade study that is carried out to
evaluate alternate design solutions.

If trade studies involving diagnostics are to be accomplished, then diagnostc design parameters
must be included in the requirements models. A subsequent paragraph of this appendix
illustrates the addition of diagnostics to a mission model. At this level of the design, itis
proposed that diagnostic accuracy be expressed in terms of "false faults” and "misses.” A
subsequent step will convert these measures into more fundamental diagnostic design
parameters (sensor accuracies, eic.). The models may be based either on observed empirical
relationships between the design variables and the weapon system metrics, or on a physical
understanding of the relationship. The physically derived reladonship is preferable, but cannot

always be achieved.

Once the higher level trade studies have been completed and the values for false fault rate, miss
rate, etc. have been derived, allocaton to lower levels of the design is accomplished through
the use of more detailed models. Clearly, the false fault rate {(expressed as number per flight or
in some similar manner) for the weapon system is the sumn of the false fault rates for all of its
elements. Thus, the use of more detailed modeis permits a partition of the false fault rate
among the various weapon system components in a manner that achieves the high level
metrics. In some cases, trade studies that evaluate various approaches to meeting SON figures
of merit will be repeated at the component level. This might be done to trade off diagnostcs
against reliability, as an example. These lower level trade studies must be traced back to the
top level to confirm the achievement of SON metrics.

The allocation process will continue down to the smallest elements of the weapon system,
where it should be possible 10 evaluate the allocated requirements against past experience for
any component. This reference to prior experience may be modified to reflect the insertion of
new technology. At this lowest level, it should be possible to confirm that the allocated -
requirements can be achieved, or, failing this, to consider design changes that may lead to their
accomplishment. In any event, the results of this analysis should be added to the system of
allocation models so that the details may be accumulated to confirm the achievement of the

SON figures of merit.
The results of this process can only be as reliable as the data that are the basis of the estimates

for the model. Thus, it is important that the participants in the design process have access to
relevant data from other designs so that the model estimates will, as far as possible, be based
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on sound empirical evidence. Appendix F of this document describes the type of information .
that should be available in a data base in order 10 support this type of allocation process.

50.3.1 Example of mission model adapted to include diagnostics. It is not the
intent of this appendix to fully define the techniques to be used to add diagnostics to the
weapon system Statement of QOperational Need (SON) models. However, the techniques are
sufficiently new that an illustraton of their addition to a particular model seems to be in order.
A relatively simple, top level, mission effectiveness model has been chosen for this purpose.
A simple model was selected to emphasize the diagnostics representation rather than mission
effectiveness modeling issues. The techniques that are described here are equally adaptable 1o
more sophisticated models.

Mission effectiveness is almost certain to be addressed in a weapon system SON or other
source document. For example, for an offensive weapon system, the number of target kills in
some established time period, based on defined starting resources, is likely to be expressed in
some form in the SON. Mission effectiveness models are used to predict such parameters from
design variables in order to facilitate trade swudies betwcen proposed designs with regard to
their "kall effectiveness".

Diagnostic performance attributes are generally not included in mission effectiveness models at
present, regardless of sophistication. A possible exception is general measures such as
CND's. Any general diagnostic figures of merit that are included are likely to be empirical so
that they do not reflect the diagnostic design. Thus the current models cannot be used to
evaluate the benefits associated with effective diagnostics. It is essential that the models have
the capac1ty to reflect the actual dlagnosnc des:gn so that meamngful trades can be made to

evaluaie diagnostcs as a design soluton. (Empirical models may, however, be usefui to
establish initial goals for the diagnostic system).

The model to be used for the present discussion addresses a scenario where a fixed number of
aircraft are deployed to a remote location together with sufficient logistic support to provide
some level of repair capability. Available awcraft fly sorties at some frequency for a given
number of days with the objective of achieving a specific type of strike against the enemy.

Each successful strike is designated a "kill". The aircraft are subject to attrition either as a

result of enemy action or due to the malfunction of a critical subsystem. The aircraft are also
subiect to incurring malfunctions that increace their vulnerabilitv 10 enamv action and/or reduce
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their likelihood of achieving their mission.

The details involved in the physics-based prediction of the influence on loss and kill rates of
weapon system design parameters and of system malfunctions does not directly impact
diagnostic questions. For present purposes, it will be assumed that these details are generated
using the individual weapon system's single mission simulation. The focus of the present
analysis is the addition of diagnostic parameters to the mission effectiveness model.
Specifically, two attributes of the diagnostics system will be added to the mission effectiveness
model:

Hit Rate represents the fraction of weapon system malfunctions that are detected and
enunciated correctly by the diagnostic system. The assumption is made that the
enunciation of the fault will lead to an appropriate response by the recipient. The
compliment of hit rate is "miss rate”, which refers to faults that are not enunciated.

which are incorrect in the sense that they induce the recipient to respond to a fault that

False Fault Rate represents the fraction of diagnostic system fault enunciations .
has not occurred.
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Note that it is possible that an event would simultaneously add to the miss rate and the false
fault rate when the diagnostic system correctly indicates that a fault has occurred, but
incorrectly diagnoses the fault, leading to an inappropriate response by the recipient of the
enunciaton.

The addition of diagnostics should increase the effectiveness of the weapon system by reducing
the impact of malfunctions on weapon system performance. Thus, when maifunctions are .
detected that could place the weapon system at risk, the mission can be scrubbed to avoid
costly losses. Similarly, the detection of a fault which jeopardizes the ability of the weapon
system to achieve its mission (kills) could lead to scrubbing of the mission to avoid
unnecessary risk of loss due to enemy action when the mission cannot be successfully
achieved. Both of these actions should reduce the loss rate, and, as a secondary effect,
increase the kill rate (due to more aircraft being available for later missions). These benefits are
offset by the adverse impact of scrubbing missions that were likely to be successful due to the
enunciation of false faults by the diagnostic system.

To make these benefits quantitative, it is necessary to evaluate the impact of the hits and false
faults on the loss rate and the kill rate. Diagnostic system hits will reduce the loss rate due to
the avoidance of enemy action and of malfunction induced losses. False faults will also reduce
the loss rate for a fixed squadron size by reducing exposure of the weapon system to enemy
action. (The penalty -~sociated with false faults is that a larger squadron is needed to achieve a
given mission). The kul rate per completed sortie should increase due to the elimination of
those weapon systems with defective offensive armaments.

This discussion suggests the addition of some parameters to capture the affect of diagnostics on
the weapon system's mission effectiveness. These parameters are as follows.

Fraction of Weapon Systems Continuihg Sortie Given Enunciated Fault
Not all faults will lead to the scrubbing of the mission. In some cases, the decision will
be reached to continue the sortie at a higher risk. '

Loss Probability Increase Given Malfunction The existence of a malfunction
will, in many cases, increase the risk of weapon system loss. The sortie might
continue either as a result of a miss (failure to detect the malfunction) or due to a

decision to coniinue despite an  enunciated malfuncdon.

Degrade in Kill Effectiveness Given Malfunction In most instances, the
presence of a malfunction will reduce the effectiveness of the weapon system to achieve
its primary mission. The sortie might continue either as a result of a miss (failure to
detect the malfunction) or due to a decision to continue despite an enunciated
malfunction.

The special diagnostic inputs and the other standard inputs to the mission effectiveness model
are summarized in Figure 13,
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Number of Aircraft
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Fraction Malfunctioning Aircrait Continuing Sortie
Fraction of Malfunctions on Ingress

Mean EHectiveness Degradation Glven Malfunction
Probability of Loss Given Malfunction

The ability to accurately predict these parameters implies a more in depth knowledge of the
design (i.e. of the Failure Modes, Effects and Criticality Analysis) than is available in the
simple model that is being developed here. These parameters may be estimated for preliminary
analyses from prior experience. It is likely that the parameters will vary as a function of
diagnostic coverage. In fact, the diagnostic design should emphasize those areas of maximal
payoff; hence, there is likely to be a "law of diminishing returns” at work as diagnostic
coverage becomes more complete.

During the early stages of the design process, the knowledge of the weapon system is likely to
be expressed in terms of functional elements. The means of achieving these functions
generally will not be determined. However, the role that each functional element plays in
achieving the mission of the weapon system should be understood. As a consequence of this
knowledge, it should be possible to estimate the impact of losing the functionality. In
particular, it will be possible to approximate the impact of the lost functionality on the ability of
the weapon system to carry out its mission, and to achieve a safe return to base. The results of
these analyses will provide a first indication of whether the loss of the functionality will result
in scrubbing the mission. .

In the absence of a firm design, it will be difficult to accurately estimate the probability of
losing the function, However, prior experience may be used to provide an estimate. In fact,
the specification of reliability rates should be occurring at the same time as part of the reliability
and maintainability analyses. This reliability information provides the failure frequency
required for the diagnostic analysis.

At later design stages, the design implementation of the desired functionality should be
specified. At this point, the emphasis turns toward the physical implementation of the
functional design. The functional data are still used to address question such as the scrubbing
of the mission and the impact on loss and kill rates. However, the malfunction frequencies
should be driven by prior experience with similar hardware, or current available test
experience. Design solutions in critical areas may include redundant or reconfigurable
systems, or diagnostics. The availability of the detailed design should help in estimating the
effectiveness of the diagnostics (hit rate, false fault rate) as a design solution.

LAl aVSaILos WL 250 L2l tRlanild 050 2820 28500 26233 287 82 £ Mk

The results of these detailed analyses may be reintroduced into the mission effectiveness
models to evaluate the attainment of weapon system level requirements as expressed in the
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‘ SON. As indicated, the quality of the information should improve as the design proceeds. The
data acquired during the “functional” phase continues to be useful as the design enters the
"physical” phase for indicating impact on weapon system effectiveness. :

An example of a detailed mission model analysis, including diagnostics, is provided in
attachment A to this Appendix. Some typical results of the analysis are shown in Figure 14.

Impacts of Avioding Losses Due to Maifunctions
P(False Fault) = 0.0 Mean Aircraft Repair Time = 24 hrs
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Figure 14 Sample Qutput from Mission Model with Diagnostics

50.4 SATISFACTION OF DIAGNOSTIC REQUIREMENTS. Once requirements

for diagnostic accuracy have been established, it is the job of the diagnostic designer to select
. measurement devices that will achieve the desired accuracy specifications. The requirements
are apt to specify figures of merit such as hit rate, miss rate or false fault rate. The designer is
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more likely to be able to select sensors that provide a specified accuracy or repeatability. Thus,
there is a need to translate the requirements to a form that can be used to specify hardware or
software. As will be shown in this portion of the appendix, this translation involves the
development of an additional mathematical model.

Perhaps the simplest analytic case to be considered is where a component has a single
performance limit which is amenable to direct measurement. In this case, the component is
concluded to be serviceable if the performance measurement lies below the limit, and the
component is judged to be faulted whenever the measured performance exceeds the limit. If
the sensor used to determine the performance of the component were perfect (no error), there
would be no false faults or misses. The occurrence of false faults and misses in this case

results from the sensor error. (Note that for more complex examples there can be other sources

for diagnostic errors such as faulty assumptions in the component performance model.)

Figure 15 exhibits the occurrence of a miss for an imperfect sensor. In Figure 15, the sensor is
assumed to be without bias; hence, the peak of the sensor error distribution is taken to be the
true value of the performance parameter for the component. In Figure 15, this true value lies
above the limit; thus, the component should be judged to be faulted. However, as indicated by
the shaded area in the figure, there is a non-zero probability that the component will be judged
to be serviceable even though the performance is in the failed regime. The figure graphically
shows the probability of 2 miss given that the performance is located at the precise value
shown. To determine the composite miss rate, it is necessary to consider every possible value
for the component performarce, as suggested by the component variation curve in the figure.
Note that only those cases where the true performance is in the faulted region can lead to a

miss.
l . Sensor
i .Error
- Limit

Component V
Variation \

G

Daviation From Mean

Frequency of Occurrence

~

Figure 15 Diagnostic "Miss" Nlustrated for One-Sided Test
Using the model of figure 15, the probability of a miss can be expressed as:

oo X ~X
1
Py = J[fcm { J[f,md-- } oax
X -00
1
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where
p,, = Probability of a "miss”
x = Value of measurement used to judge go/no-go status of a
component
f . = Probability density function for component variation
| fs = Probability density functioln for sensor error
X, = Limiting value of "x" for the component

Figure 16 illustrates the analysis of a false fault for the same model. A false fault can occur
only when the true performance lies within limits. The mean of the sensor distribution in
Figure 16 is indeed within acceptable perfornance bounds. However, there is some
probability of a false fault for this example, as suggested by the shaded area. Once again, it is
necessary to consider all possible levels of component performance, together with their relative
likelihood, in order to compute the probability of a false fault. The equation that represents the
false fault probability for figure 16 is:

- T
Kl

pf=J {.[f(y)dy}dx
where
- = Nl nlilites mf n "Ealoa £n.. sl
pf— rrO0daouUily Of & 1445C Iaudl

The detailed mathemaucal analysis for this simple model is demonstrated in Attachment B to
this Append1x

Note that the addition of a two sided limit, or of measurement bias (pcfhaps with its own
probability distribution) does not add to the complexity of the analysis, although it does
complicate the interpretation of the results. Figures 16 and 17 suggest the use of the Gaussian

fﬂ' KT{'I""'\')I\ ﬂff\"\ﬂk 1 tup f‘l("“k h n“ﬂr‘nnfl l\ﬂ AscTIrTarail f\"l ﬂ‘r r‘ ‘ﬂl'l! (-1 o1 r‘ L‘ 0 tTats]
\OT aNOTTIHG ;) PTOCA0LULY aisgiouton, « xcquvuuy, e a35umpaon i a \Jaussian aistioutlion

proves to be a poor approximation in practice. In these cases, the appropriate distribution may
be used for the analysis in place of the Gaussian distribution (see Attachment B), and the
resulting integrals may still be evaluated (probably via numerical techniques).
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Figure 16 "False Fault” Ilustrated for One-Sided Test

Design engineers should not be asked to perform the statistical analyses that are outlined in
Attachment B. Instead, they should be supplied with design rules or curves such as those
shown in Figures 17 and 18. The actual curves shown in Figures 17 and 18 are derived using
the simple model of Figures 15 and 16. More sophisticated modcls may lead to different
curves, but the design approach is similar: Figures 17 and 18 may be used to identify a
combination of component margin, component variability and sensor error that yields
sufficiently small values for false fault rate and miss rate. Often, the component margin and
variability will be more difficult to alter than the sensor error; hence, sensor error is most likely
to be derived from the analysis. In some cases it may be necessary to mcrcase component
margin in order to achleve the desired false fault and miss rates.

Note that if the component is very reliable, the assumption that it never fails may satisfy the
requirements for miss rate. In this circumstance, diagnostics may be discarded in favor of
achieving weapon system goals through reliability alone.

Limit
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Figure 17 Example Design Cpm for Miss Rate
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Figure 18 Example design Chart for False Fault Rate

It should also be noted that the relative magnitudes of false fault rate and miss rate may be
adjusted by altering the limit with no change to component margin and variability or sensor
error. Adjustment of the reject limit, without change to the system has the effect of rading
false faults for misses. This strategy might be selected when one of the measures is met with
significant margin while the other is being missed by a small amount.

The designer of Technical Orders or manual diagnostic techniques may be tempted to despair at
the thought of meeting quantitative measures for diagnostic requirements. This despair is
justified, given the current state of data available to reach quantitative decisions. However, it
should be possible to develop workable strategies for improving manual repair techniques. A

ciireecesii]
SULLCHHLUL

1.

Categorize

PPy, RPN SRR DTy ST o & R T
strategy mugint invoive in€ IOLUOWINE SIEPS:

the problem areas associated with manual diagnosis techniques including

specific root causes that frequently lead to false faults or misses.

. Explore whether the use of support equipment or built in test might cost effectively

improve the diagnostic capability.

. If not, try to determine the specific problems that result in misses or false faults. This

might be achieved through interviews of maintenance personnel following known
incidents or calling on expert evaluation of these incidents.

Once problems in the procedures and/or documentation have been isolated, rework the
faulted materials in order to eliminate sources of confusion or to add steps that correct
the problems. If the problem appears to be one associated with the experience level of
the personnel, expert systems might prove to be a solution.

If possible,
conditions.

verify the modified procedures or documentation by testing in actual service

In many instances, the detection or isolation of a fault is not accomplished via use of a single
sensor. For example, jet engine component performance is normally deduced indirectly
through use of pressure, temperature and other sensors. In this case,’one or more algorithms
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may be used to carry out the analysis. The algonthms w111 gcnerally incorporate aSSumpzions
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When making use of one of the multi sensor algorithms, it is important to perform an
appropriate study to properly reflect all of the error sources and their impact on the diagnostic
accuracy. The potential error sources include the errors of the individual sensors, and also the
‘potential errors in the assumptions.

It is also important to consider all sources of error for a specific sensor. A temperature sensor

“may do an excellent job of measuring the tcmperamre at its particular location. Often, the
temperature that is needed for the diagnosis is an average over some area, or at a location other
than the precise location of the sensor. In this case, the error associated with the difference
between the temperature bcmg sensed and the desired sensor input must be included in the
analysis. Frequently, IhlS dlsplaccment error is the most significant element of the diagnostic
eITor. :

50.5 VERIFICATION OF DIAGNOSTIC DESIGN.

50.5.1 Introduction. The specification of the diagnostic design is only the first step to
ensure that the needed dxagnosnc capability has been achieved in the weapon systemn design.
Carefully de51gncd tesung and/or analysis is necessary to prove that the elements of the design

sum up to the required capability.

Normally, the highest level design requirements do not directly address diagnostcs.
Diagnostic requirements are, instead, derived from these highest level requirements. Thus, it
would appear to be most desirable to eliminate diagnostics from the verification process in
favor of the overall weapon system goals. Unfortunately, this is not practical due to the
difficulty of obtaining satisfactory verification of the high level measures. To obtain adequate
assurance that the weapon system achieves its goals, it is necessary to verify that the design
elements perform according to their design requirements, and to validate the model used to
derive these requirements; from the hlEh level weapon system requirements.

Even if this were not the case, it would still be desirable to acquire performance data for the
diagnostic elements of a weapon system. This data is needed, as suggested above, during the
design process, in order to project the capability of funire dlagnosuc systems. The quality of

the indeements reached in the desion nrocess is nnlu ag cmnrl ag the data on which rhpu are
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based.

The verification process is particularly dlfﬁcult for the dlagnosuc elements of a weapon system.

The pnm:lpal reason for this dxfﬁculty is the relative scam:ty of d1agnosuc events. Well
uESq‘:jncu Weapoi system components fail rarely and thus seldom call for use of the diagnostc
system. Hence, extensive testing is required to be able to obtain a statistically 51gmﬁcant
evaluation of the diagnostic system. In many instances, the total experience of a fielded
weapon system would not be adequate to evaluate the diagnostic system at a statistically
significant level. Even special testing (with faults deliberately induced) may be precluded
because of the prohibitive expense of such exercises (this is especially true for propulsion
systems). This difficulty placcs an ‘extra burden on the analytical approaches for diagnostic
design verification.

50.5.2 Verification, demonstration and evaluation (VDE) of diagnostic
design. For every diagnostic quantification method or metric there must be some way to
verify, demonstrate, or evaluate that the method, or metric, is valid or has been achieved. The
major stumbling blocks in achieving this goal are the fact that the diagnostic capability (or any
element of this diagnostic capability) can fail in nearly an infinite number of ways and the
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above mentioned difficulty in sampling a significant number of fauits for evaluation. These
make 100% verification, demonstration, and evaluatdon (VDE) impossible. A number of
statistical and managerial methods have been developed to overcome these obstacles.

VDE for diagnostics is particularly difficult because of the many variables that must be
addressed. Figure 19 depicts some of these variables and their interfaces. The VDE
requirements for each category of diagnostic requirement (mission, safety and maintenance)
varies depending on the operational and maintenance level and weapon system acquisition

"phase. Added to this are the variables for each diagnostic concept (fault detection, fault
isolation and prognostics). *

- .
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E A \\ \\ \\
£ ‘% Full Scale Development
o b % \‘ h %
% Dem/Val
H %,,\ N N\
o\ % \Conceplix oration
°{,¢ —
%, : £
0@6 ¥ 2 ] 3—
” S - E @
e & 3 a
N 7 = — £
3 5
Maintenance Levels

Figure 19 Verification, Demonstration & Evaluation (VDE) Interfaces

As noted previously, the principal quantitative diagnostic requirements (accuzaby and time)
vary with each design level (system through component). These quantitative requirements
must also be specified for each diagnostic element (¢.g. ATE/TPS, TOs, personnel, raining).

Thus VDE is required for the system's diagnostic capability as a whole, for each configuraton

AV/E widwsin ALA & oy WA b

item, and also for each diagnostic element that is part of this diagnostic capability.
All of these requirements and variables complicate the VDE job. |
50.5.3 VDE procedures. Figure 20 is an example of the VDE requirements (see shaded

boxes) that may be applied during a weapon system's development. Emphasis is placed on

mission and safety requirements at the operational and organizational levels. Maintenance has
broader application.
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Figure 20 VDE Requirements

In general, Figure 21 depicts when verification, demonswration, and evaluation are applied in
relation to life cycle VDE activities. The scheduling of these activities varies from system to
system depending on needs. Presently, VDE for diagnostics is part of the following:

Maintainability demonstrations
Development Test and Evaluation (DT&E)
Operational Test and Evaluation (OT&E)

Life Cycle VDE Activities

T T

| Production | Deployment
Cod

Ll 1 :
Concept | pemyval | _Full Scale

Exploration | ! 1 Development |
. 7 4
’ ’
’ Devetopment Test ¢ Operational Test /
’ and Evaluation ’ and Evaluation ¥y
F A ] ’ ! /’
Prototype First Unit
Availabie Deployed
| 1
Phase | Phase I Phase Il|
(Verification’ (Demonstration] (Evaluation)

Figure 21 Life Cycle VDE Activities
Maintainability demonstration can be part of, or separate from, DT&E and OT&E.

Maintainability demonstrations are governed by MIL-STD-471A. Notice 2 of this standard is
particularly relevant to diagnostics. This notice addresses procedures for demonstrating and
evaluating equipment and system built-in test/external test/fault isolation/testability attributes
and requirements. These procedures addresses fault detection, fault isolation and false faults,
and calculate FD/FI rates, ambiguity levels and confidence levels along with reject/accept

criteria.
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DOD Directive 5000.3, supplemented by AFR 80-14, provides policy and guidance for DT&E
and OT&E. No specific guidance is provided in either document relative to diagnostics VDE.
Thus, VDE for the diagnostic capability is accomplished as part of the overali system.

50.5.4 Guidance

50.5.4.1 MIL-STD-471A. MIL-STD-471A, augmented by Notice 2, is the basic
document for diagnostic VDE for maintenance. However, there are some limitations to this
standard that must be recognized. Descriptions of some of these limitations follow.

" 1. The standard does not address mission and safety requirements unless these
requirements also involve a maintenance function. An example of this is the lack of
VDE methods for fault tolerant systems. Therefore, it must be remembered that these
requirements must be validated during other test and evaluation activities, mainly OT&E.

2. Table 3, Notice 2, of MIL-STD-471A breaks down fault isolaton into three categories:

built-in test, external special test subsystem, and manual procedures. If diagnostic
requirements are further broken down into requirements for each diagnostic element
(e.g. technical orders, portable maintenance aids, technical information delivery
systems), then a further breakdown is required to accommodate these diagnostic

elements.

3. Prognostics is not addressed except for calculatons involving preventive maintenance
times. Accuracy requirements are not addressed, thus requiring validation by using
diagnostic performance data received from field operation.

50.5.4.2 Concurrent VDE. The overall diagnostic capability is the sum of a variety of
diagnostic elements. Therefore, a requirement should be established for early demonstration of
the entire diagnostic capability produced by the integration of all these diagnostic elements.
This is referred to as concurrent VDE, where the timing of the various diagnostic element
demonstrations and evaluations is planned and scheduled for concurrency, so that the entire

integrated capability can be assessed.

Concurrency also applies to other VDE activities such as those conducted by the reliability,
human engineering, and safety disciplines. Each of the disciplines plays a part in ensuring an
adequate diagnostc capability. For example, false faults can be detected from field
performance experience and also during reliability environmental swessing. Thus, diagnostic
VDE must be considered as a part of the total VDE activites.

50.5.4.3 Maturation. The difficulty in 100% verification, demonstration, and evaluation
of the diagnostic capability dictates a need for maturation of the diagnostic capability. This
maturation period begins early in the diagnostic design process and extends well into
deployment. This maturation period mandates the concept of diagnostic growth, similar to the
already established concept of diagnostic growth. Figure 22 is a conceptual version of this
growth process. First, goals must be established in SORD and specification requirements.
Then, intermediate objectives should be established in each phase to reflect expected progress
toward meeting these goals. Finally, VDE procedures must be employed to assess
achievement of these objectives and goals. VDE procedures to ensure that these goals, or
objectives, have been achieved in a given phase of the weapon system development must be

tailored to a specific weapon system acquisition strategy. For instance, if the performance of

an aircraft is to be evaluated at the conclusion of the Dem/Val phase, then the entire diagnostic
capability should reach the specified requirernent at that point in time. On the other hand, if
only special units (usually high risk) of a weapon system are developed during Dem/Val, then
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the diagnostic capability for only those special units may be demonstrated. In some cases, .
simulation may be required.
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Figure 22 Diagnostic Growth Concept

50.5.5 YDE Planning Documentation. Presently, planning for VDE is incorporated into

two documents. The firstis a Maintainability VDE Plan (required by paragraph 4.2 of MIL- a
STD-471A) that essentially covers the planning for the three phases identified in Figure 10. W
The second planning document is the Test and Evaluation Master Plan (TEMP), which is

required under DOD 5000.3, with guidance on its preparation contained in DOD 5000.3-M-1.

Essendally, the TEMP apphcs to DT&E and OT&E activities. :Care must be exemsed

ensure that the concemns expressed in paragraphs 50.4.2 and 0 4 3 are addressed. in
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TEMP.

('D

There are other VDE planning activities relating to rehablhty, human engineering, safety, and
supponabxhry Poruons of these activities are d1agnosncs related; thus, it is necessary to

tavknma Alomonles sx.tel S, S

iieTiacc Closc1y wiln these various plans. . g

In some cases, an Integrated Diagnostic Program Plan (scc Appendxx C) may be requlred
Parts 7 and 9 of this plan deal with validation, verification and maturation. The VDE issues
cited above need to be addressed in this pla.n and reflected in both the maintainability VDE plan
and the TEMP.

In an anempt to consolidate the VDE activities incorporated in the above plans, DOD Directive
4245.7 and its implementation manual, DOD 4245.7-M, suggest the preparation of an
Integrated Test Plan (TTP). The ITP includes all development and qualification tests (prime
contractors, subcontractors, and government) at the system and subsystem levels, identifies
duplicate and missing test activities, and provides for the most efficient use of test facilities and
test resources. The essential elements of the ITP are shown in Figure 23.
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Figure 23 Integrated Test Plan

50.6 DESIGN PHASE DEPENDENCE. Major military weapon systems are usually
designed in phases beginning with a Concept Exploration Phase and preceding through
Dem/Val, Full Scale Development, Production and Deployment Phases. As these phases
succeed one another, the information available to carry out the design becomes increasingly
more detailed. At some point in the design evolution, hardware and software are available for
testing and evaluation. Prior to this time, analyses of the design must be based on analogy
from earlier similar designs.

To a very great degree, the information available defines the types of analyses that can be
carried out. At the earliest stages, there is very limited data available concerning the
implementation of the weapon system requirements. The form of this data is more likely to be
a functional Ancm?hrm of the system th thana nh}:mr‘nl Hpcmphnn Even with this limited
information, one can begin to assess the relative criticality of the various functions to the
weapon system requirements. Each of the design disciplines is attempting a comparable
appraisal in order to identify where effort is likely to be needed. In the diagnostics arena, the
de51gner should be concerned w1th d1fﬁculnes assoc1atcd with prcwous dcs1gns for achlevmg
the spcanc function, the availability of new lcc..nnology for achieving the design, and lessons
learned that may dictate design approaches. It is at this stage that the diagnostic designer can
begin to identify the issues that will require the greatest attention during the design. :

As the design precedes, details of the design wﬂi be developed in the various design
communities so that the physical elements of the design can begin to be addressed The
criticality assessments from the earlier phases should still be valid. New data will include the
FMECA (Failure Modes, Effects and Criticality Analysis) results. The availability of this
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information allows the diagnostic designer to transition from a top down, functianal point of
view to a bottomn up, physical point of view. Specific failure modes can be addressed in the
diagnostic design and failure rate statistics can be used to improve the diagnostic allocation.
The diagnostic designer should be especially looking for insertion of new technology into the
weapon system design so that associated diagnostic problems can be identified and addressed.
As the design precedes, details of the design will be developed in the various design
communities so that the physical elements of the design can begin to be addressed. The
“criticality assessments from the earlier phases should still be valid. New data will include the
FMECA (Failure Modes, Effects and Criticality Analy51s) results. The availability of this
information allows the diagnostic de31gncr to transition from a top down, functional point of
view to a bottomn up, physical point of view. Specific failure modes can be addressed in the
diagnostic design and failure rate statistics can be used to improve the diagnostic allocation.
The diagnostic designer should be especially looking for insertion of new technology into the
weapon system design so that associated diagnostic problems can be identified and addressed.

As demonstration or design hardware becomes available and testing is started, it is possible to
accumulate experience on the performance of the diagnostic design. It is important to realize
that these results are not statistically significant; however, they can be useful for detecting
problems in the diagnostic design. It is extremely important to future design efforts that data be

garhm-pd on the effectiveness of the diagnostic design. This begins duning the latter stages of
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the development cycle and continues through the producnon and deployment phases.

ATTACHMENT A

To be supplied at a later date
ATTACHMENT B

To be supplied at a later date
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60. APPLICATION TOOLS

60.1 SCOPE. Tools discussed in this appendix help accomphsh the ID process activities
described in this standard.

60.1.1 Purpose. This appendix contains tools that assist in incorporating diagnostic
requirements in acquisition programs or in complying with diagnostic requirements once they
have been applied to a program.

60.1.2 Application. These tools are provided for use as desired. They are not mandatory
program requirements and should not constrain users from empioying other methods or from
developing additional tools.

60.2 APPLICABLE DOCUMENTS

(NOTE: These documents are not to be applied contractually except to the extent that specific
portions are cited in the requirement statements or verification statements.)

60.2.1 Government documents

60.2.1.1 Government documents, drawings, and publications

Fault Detection/Fault Isolation Allocation, Draft Final Technical Report for GIMADS Task 17,
FZM-7542-2-5, TG2, 20 December 1990. For information contact ASD/AEGB-GIMADS,
Wright-Patterson AFB, OH 45433-6503.

60.3 REQUIREMENTS CORRELATION MATRIX PARAMETERS. This section
indicates how RCM parameters can drive diagnostic requirements. It should be useful in
writing RCM parameters that lead to the desired diagnostic capability. It also indicates typical
factors to consider when conducting analyses that breakout the diagnostic portion of these
RCM parameters.

The following matrix lists RCM parameters that have diagnostic significance. Each parameter
lists the diagnostic system-level requirements that are derived or constrained by this parameter
and then the non-diagnostic design concerns that should be considered in determining what
portion of the parameter should be assigned to the diagnostic requirement.
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RCM PARAMETERS AND DIAGNOSTIC IMPACT

; S -Level R
Diagnostic-Related

en | -

Typical Non-Diagnostc |
Considerations

Man hours/sortie or
flying hour

Manpower,
personnel and

Support mobility
(C-141 loads)

Full/Partial mission
capable rates

Sortie generation
rates

Mission completion
success prob.

Criticality

Turnaround time

Mean time to diagnose
False detections

False isolations
System checkout time

Diaonostic mix
wagnostic mix

SE operating speed

Diagnostic mix

‘Diagnostic human factors design

System checkout time
Frequency of inspections
Mean time to diagnose

Diagnostic mix

SE size

Diagnostic manpower
Facilides -

Tech order sucture

False detections and isolations
Embedded fault coverage
Fault reporting latency

Mean tme to diagnose
Systemn checkout time

False detections and isolations
Fault reporting latency

SE operating speed

Quantity of info. to be stored

Diagnostic mix
Fault reporting latency
False detections and isolations

Diagnostic mix
Fault reporting latency

Systemn checkout time

Time to diagnose quick ﬁxcs
Diagnostic mix

D;ag"uasnc Tates

False detections and isolatons
Frequency of inspections
Diagnostic manpower
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Servicing time
Reconfigure time
Periodic maintenance
Other requirements .

Non-diagnostic training needs

Non-diagnostic SE
Munitions equipment
Supplies and spares
Personnel

Upper limit on break rates
Time to repair
Periodic maintenance time

Turnaround time

Time to repair '

Break rates

Break rates
Reliability enhancements

Servicing time
Reconfigure time
Quick fix time

Dormni 1
renocaic mamtenance

Mission capable rate
Time to repair
Spares
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Operational system
life

Quantity of systems

Number of bases

Frequency of inspecgons

Frequency of inspection
Diagnostic miix
Facilities

Manpower
Technical order structure
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RCM Parameters -Lev 1v R
(Operational needs) | Diagnostic-Related Typical Non-Diagnostc
Considerations '
Inflight engine Embedded fault coverage Upper limit on engine break rate .
shutdown rate Fault reporting latency
False detections and isolations
Unscheduled engine | Embedded fault coverage Spares
removal rate False detections and isolations Break rates
Levels of maint. Diagnostic mix
Diagnostic human factors criteria
Maint. concept Dlagnosnc mix
False detections and isolations
Availability False detections and isolations Spares
Quantity of info. to be stored Break rates
Mean time to diagnose
SE operating speed
Diagnostic mix
Fix rate Mean time to diagnose Time to repair or replace
SE operating speed '
Diagnostic mix
Break rate Embedded fault coverage Spares
» Fault reporting latency Reliability enhancements
False detections and isolations
Diagnostic manpower -
Mission/Sortie Quantity of info. to be stored Other storage demands
length

Spares
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RCM Parameters v irements Driven by RCM Param

(Operadonal needs) | Diagnostic-Related Typical Non-Diagnostc
Considerations

Basing environment | System checkout time

' Frequency of inspections
Mean time to diagnose
SE size
SE operating speed
Diagnostic mix
Facilides

Acquisition cost Embedded fault coverage

' Fault reporting latency

False detections and isolations
Quantity of info. to be stored

Support cost False detections and isolations
System checkout time
Frequency of inspections
Diagnostic mix

Facilites

Life Cycle cost Diagnostic mix Spares
False detections and isolations
Quantity of info. to be stored
System checkout time
Frequency of inspections
Facilities

Failure rate Diagnostic mix Spares
False detections and isolations
Quantity of info. to store down
Frequency of inspections

Size and weight Diagnostic mix Non-diagnostic components or sub
limits Quantity of info. to be stored systems

On-equipment Diagnostic mix
power, processing
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60.4 AVAILABLE TOOLS. There are many tools available to help managers and
designers in designing and acquiring a weapon system's diagnostic capability. This section of
Appendix E lists such tools and indicates what functions they perform, how they can be
applied, how they can be acquired or accessed, and how they relate to the diagnostic acuvities
in the Roadmap and related requirements in this standard.

60.4.1 Application. Tools in this section are organized under the following four
categories.

1. Deriving and allocating diagnostic requirements
2. Designing the diagnostic capability
3. Assessing the performance of the diagnostic capability
4. Maturing the diagnostic capability
Table 6 depicts the functions (subcategories) of each of these four categories.

Table 6 Functons (Subcategories) of Tool Types

[1. DERIVE/ALLOC. [2. DESIGN 3. ASSESS 4. MATURE |
Setting System érchitecturc Inherent testability Feedback
requirements analysis
Allocate Design rules and Diagnostc
requirements practices effectiveness
Optimize mix Diagnostic authoring | Maintainability
demonstration
Risk analysis

60.4.2 Tool descriptions. (This section will contain a list of tools related to the ID
process described in this standard. For now, a diagnostic-related tool listing can be found in
the Draft Final Technical Report for GIMADS Task 17, 8 June 1990. Contact ASD/AEGB,
anht Patterson AFB, OH 45433 for information.)
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70. TECHNICAL DATABASE

70.1 SCOPE. The information structure described in this appendix may be used when
performing the requirements derivation and allocation process in Appendix B. Potential types
of data and information elements that may be used in the design, development, testing, and
support of a weapon system are also provided. These information elements may be used in all
of the development phases of a weapon system.

70.1.1 PURPOSE. This appendix helps provide a well defined, structured information
process to ensure that needed data and generated data are available when necessary. This
appendix also provides guidance on the types of data and information elements a design team
may need to determine and implement diagnostics in a design and which types of data may be
needed by personne! in the field to support a weapon system. Information that impacts or
pertains to the acquisition and design of a weapon system should be considered for inclusion in

" the data sharing plan (See Appendix A, 3.1.2.3.1, 3.1.3.3.], 3.1.4.3.1, 3.2.3.1).

. 70.1.2 APPLICATION. To implement the Appendix B process, data is needed and

generated. This data must move through an information structure that supports the

requirements derivation and allocation process described in Appendix B. This structure should
> . PRovSS LSS rr .

also provide a good foundation for developing information structures in support of other

related processes. The data requirements should be tailored early to the specific program to

prevent loss of needed data and the collection of unwanted data.

Caution should be used when designing a database to implement an informaton structure.
Proper handling of proprietary and classified data is essential but should be accomplished so as
to not inhibit access to needed data by authorized users. Some data may be proprietary and
need to have access limited to those working a specific program or employed by particular
contractors. Other data may be classified and have access limited to cleared personnel.
Protection of classified data is mandated by several existing federal, DoD, and USAF
regulations and documents, such as DoD 5220.22-M and MIL-HBK-59. Any conflict between
this standard and documents covering security will be resolved in favor of security documents,
Particular attention must be paid when unrestricted information is used in conjunction with
proprietary or classified informadon. If this information is needed for diagnostics, procedures
must be developed and followed to ensure against unauthorized disclosure or compromise
during diagnostic design, test, production, or use in the field.

Electronic data handling systems planned to contain classified data must be evaluated for
TEMPEST countermeasures. If it is determined TEMPEST countermeasures are needed, the
contractor and the DoD agency involved in the contract should ensure that security guidelines
are followed. These guidelines may be found in such documents as DoD Directive 5200.19,
Control of Compromising Emanations, 23 February 1990; Classified Confidential and the
National Telecommunications and Information Systems Security Instuction (NTISSI), AFR
56-16; and National Communications Security Instruction (NACSI) 5004 (Classified Secret),

January, 1984.
70.2 APPLICABLE DOCUMENTS.

(NOTE: These documents are not to be applied contractually except to the extent that specific
portions are cited in the requirement statements or verification statemnents. )
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70.2.1 Government documents
70.2.1.1 Specifications, standards, and handbooks
AFGS-87256 . : | Integrated Diagnostics -

MIL-HDBK-59 DoD Computer-Aided Acquisition and Logistics
Support (CALS) Program Implementation Guide

70.2.1.2 Other Government dbcuments, drawings, and publications.

AFR 56-16 Control of Lompromlsmg Emanations (TEMPEST)
DoDD 5200.19 Control of Compromising Emanations

National Communications Security
Instruction 5004 (Secret)

70.3 INFORMATION STRUCTURE. Information must be accessible and processed to -
accurately perform the requu'emcnts dcnvauon and allocauon process presemed in Appendlx B.
LlfUlluau.Ull Wln a.‘lw E lJLUUULCU or BCIICI dlCU ULIIHIB I-[llb pIUbeb rlguu: L"I' IHUDU ates lllC
basic approach to an information structure. This information structure is based on the fact that
each activity in the requirements derivation and allocation process will have information fed to

it (input) and, as a result of pcrformmg the activity, will produce certain types of information
(output).

initial Data

—TECHNOLOGY - '
~TRADE STUDIES ALLOCATION
—HISTORICAL DATA ACTITY
~GTHER DISCIPLINES . ,
: V

RELATIONAL
- TAGS
— FOOTPRINTS
DIAGNOSTIC REQUIREMENTS Z 0Kk
— DENTFFIER
= LOCATIONAEVEL
— RESLTS

MPACTS

Figure 24 Information Structure
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Input information can generally be broken down into two categories. The first (initial data) s,
information that is provided or already available, such as a Statement of Operational Need
(SON). As this information is assimilated, analyzed, and studied, it may be determined that
additional information is needed to perform the allocation activity. This is the second type of
‘input information, information which must be determined, researched, and acquired to help
perform the activity. The results of trade swdies, operational models, and technical libraries
may provide this additional information. This information is meshed together and analyzed as
the allocation activity is performed, and output information (conclusions, decisions, resuits)
emerge. Output information is generally of two types: information that is the product of the
process, such as diagnostic needs or diagnostic requirements; and information that links the
product to the inputs, assumptions, models, tools, etc., that led to the specific outcome of the
process step, which may be considered by-product information. Product information is the
reason the activity was performed. By-product information facilitates in process verification,
auditing of the requirement development process, and future iterations of the activity.

By-product information is a critical aspect of the information structure. As input information is
used to perform a process, by-product information may be generated as an audit trail to tie the
inputs to the specific outcome being produced. The exact method of linking supporting
information to outputs may vary. Supporting information may be attached to the output or may
be linked by simply providing a reference to its source. If the information is accessable in a
shared database, a reference and a link tying that information to the requirement may be
sufficient. However, if the information was retrieved from a separate source, such as a text
book, including it in the shared database in some format should be considered for ease of

"access but not be required as long as the information remains accessible elsewhere. A record
of all information used and its location should be maintained so any user of the process can
readily locate and retrieve the information used in formulating or supporting each outcome.
Each output product should have its supporting input information tied or linked to it by
appropriate by-product information {tags, footprints, hooks, or some other form of relational
tie). In a system engineering environment, all types of input and output information would
become part of a shared database. Additionally, certain types of information may be generated
or modified and should become part of the shared database with the same linkages. Linkages
should be applied to all information used, whether it is included in a shared database or not.
This information (as taken from the tables of suggested data in this appendix) may include
diagnostic criticality, diagnostic event, equipment required to diagnose, and locaton or level of
diagnostic action. When the allocation step is complete, a record of the product, referencing
the information used to generate that product and the rationale for the product, should be
documented. As stated before, some type of relational structure tying the product to its
supporting information should be a part of that record.

Since input information may be used to produce more than one output, by-product links can
reduce duplication by referring to a single information source. Additionally, having only one
source eliminates the problems of updating many versions or using an outdated version. The
goal should be to create the data only once and to make it available to many users. However,
this should not preclude a copy of the source data staying with an output document if this is
considered more expedient or effective. _ ‘

70.3.1 TRANSLATION. The allocation process begins (Figure 25) when a document
establishing operational needs is presented to the system engineer, chief engineer, etc. This
document may be in the form of a SON and/or other documents such as those listed in
20.2.1.1, 20.1.1.3, or 20.1.1.4. These operational needs must then be translated into
diagnostic needs, collated into diagnostic requirements, and allocated to the appropriate
diagnostic element and design level for implementation.
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Algorithma/equations ysed
Assumptions vesd
Linkage batween biished nesds and

diagnoatic needs {decisions, svents,
functions, conatreints)

Lists of docigions, constraints, and

Figure 25 Translation Step

However, sufficient information must be available to translate those operational requirements
into diagnostic needs. Some of the rypes of information needed may include available
algorithms/equations, the role of diagnostics in the program, apportionment of constraints, and
non-diagnostic design decisions. As information needed to perform this task is determined,
that information must be located or generated. Some of the specific types of data listed and
discussed later in this appendix that may be needed include function, diagnostic cost (both
direct and indirect), diagnostic criticality, diagnostic event, and designer. This information
may come from sources as varied as an automated database, CAD/CAM files, or an individuals
personal file in their desk drawer (corporate memory). In other words, information may not
always be formally documented. A data structure is needed to eliminate the loss of valuable
information kept in informal “files,"” loss of the "corporate memory" by the transfer of certain
individuals, or lack of an audit trail to the information used to makKe a certain decision.
Whatever method the designer uses, it should give the exact source of the information used and
how it can.be found and accessed. .

The output products of the ranslation step are diagnostic needs, decisions needing diagnostic
- information, systemn functions that must be reported for each event, and constraints on
diagnostics. :

70.3.2 COLLATION. The products of the translation step become the initial data for the
colladon process, as shown in Figure 26. If clarification is needed or the designer wishes to
verify a certain bit of information, the designer may use the link or tag to locate the
source/supporting data used. Decisions and information from higher design levels or prior
iterations of the process may also be part of the inputs. The designer may aiso need and use
additional information to perform the collation step (such as LSA, rade studies, new
technologies, cooperative analyses, support resources availability, and other studies). When
the output requirements are determined, they should be documented and recorded in the shared
database. The designers should again link the input informarion, including all models used and
any design tool used in each of the steps and additonal supporting data used in the collation
step, 10 the output information to continue the audit trail of the design decision process. This
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. information should include the rationale for writing specific requirements, rationale for’
assigning constraints, and other pertinent data.

DIAGNOSTIC ENTRIES INTOQ
SHARED DATA DASE

Rationaile for gnlrlnq decisions with functions
Rationale for assigning constrains
Linkage betwasn .I:gnootlc requiremaents
and dingnostic nesds
o]  Llst of diagnostic requirements resulting
s trom coilation

\—

TC MEET ESTEL
DFERATIONAL NEEDS

Figure 26 Collation Step

. Once the diagnostic requirement has been derived, it must be properly documented so that
diagnostics design can be accomplished and the appropriate diagnostic mix may be determined
and implemented. The information that forms a requirement can be divided into two basic

_ categories (Figure 27). The first category, information that may be regarded as the actual
requirement, will be referred to as primary information. The second category (secondary
information) is information linked to the primary information to provide an audit trail of the
information and decisions that led to the requirement.

205



MIL-STD-1814

APPENDIX F 3
, TAQGED
PECLIREMENT LNED -y D e T T — TRACEABILITY
CONTAINS e HFGRMATION | INFORMATION
1
PRIMARY - ] — ok
o | 1 {
SUPPORTING DESGN DECISION
WOENnFIc‘TION ping =
T
WEAPON SYSTEM FUNC TONS SUPPOR oo |woResurs
RITERIA .
o Sean mme LT B oo
ORGAMIZATION ORMATION LAS VS FIELD TECHNCLOGY EFFECTS OF DECISIONS
TOR SoWTTRANTS RECENVER ALGORI THMS: Co
PERCATIG o ' AGADEMIA OUANTIFIABLE
CAGANZATION STANCARDS , DATA BANKS QUALITATIVE
S INATOR INDIVIDUAL gy STORAGE (ONOFF Pruse : TRADEOFES " o TERNATIVES-
ORIGINAL DATE cost LESSONS LEARNET
OATE LAST UPDATED EOUP-RETRIEVAL WHY NOT CHOSEN
FORER DOWNLOADAR GIDEP ALEATS
HGHUGHTED CEF;U“S mﬁ_a-‘r; MOOELS RATIONALE/
MAICA SYETEM SRACEIOMENSIONS | m':mn:ssl TOOLS USTIFICATION
CRITICALITY ARCREW TASK LOADING STANDARD
m’ém ) MECHANICAL
" s ELECTAICAL
SUPRORT ECLAPMENT ELaan
MANTENANCE CONCEPT RELATED
ARLIFTAMORILTY ) FEOUREMENTS
TRAINING ARE|
MANPOWEE SISTER
SKILL LEVEL/TRAINING CHLD
ACCURALY VERTICAL
PARAMETERS! . COMPATIBILITY
TOLERANCES 9.1.0)

(.L0)

Primary information is subdivided into four branches. These branches are identification, tasks,
contraints, and interfaces. Identification is such information as the contract number and/or item
the requirement applies to, responsible organizations and individuals, and update information,
such as date of last change and recounting or highlighting of changes. The next branch (tasks)
may be considered the main part of the requirement. It i5 in this branch that the designer will
find the information that will directly influence and impact how the design is to be
accomplished. The parts of this branch will include, for example, the function that will be

diagnosed, the decision that requires the diagnostic information, and the event during which th
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decision is expected to be made. Other branches include constraints and interfaces.
Constraints are information that provide limits for the design. Such areas as cost, schedule,
weight, power, and allowable support equipment are constraints. Interfaces will list the
relationships of the requirement with other areas and how the requirement will interact with
other systems including connectors, power and information transmission means, how the
system will interface with human operators, and relationships between levels of test and levels
of maintenance.

L1

The structure of a single requirement’s primary information is illustrated in Figure 28. Stanting
with the identification information, certain information must be provided to give each
requirernent a unique identity. This information should include the design level at which this
requirement applies, some type of unique identification code or number, who originated the
requirement and when it was originated, and who is currently responsible for it as well as some
means of identifying the most current version. The function to be covered should be identified
and its criticality should be established. System and general constraints that must be met
should be identified. The events in which diagnostic decisions are needed and the diagnostic
decisions within each event should be identified. This may be done either by linking multiple
requirements for each decision or by "layering” the events and decisions within the function
requirement. Each decision may be subdivided into a recommended or estimated design mix
(embedded, support, manual): Each element of the mix should identify applicable event
specific constraints (such as time and accuracy parameters/tolerances), information needs
(includes both needed by the designer about the design and diagnostic data that will be needed
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by the function), information reporting/ generated (includes both generated by the designer
about the design and diagnostic data that will be reported by the function), and interfaces that

musct ha congidared f1nn]nﬂ1ng nhyur‘n] nlpr‘h-lr-n”ugnn] hnmqn ate, \ Since not all of the

FrEL e i P

areas identified will always be needed or available, the suggested structure should be used as a
guideline for tailoring specific requirement structures.
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Figure 28 Requirement Structure

The other category (secondary information), illustrated in Figure 27, is information that is not a
direct part of a requirement but which supports, expands, clarifies, or describes the formulation
of the requirement. This is information that is linked to provide the designer an audit trail on
design decisions, models, tools, data, etc., leading to the requirement. This trail provides the
capability to determine impacts of "upstream” changes or modifications during the allocation

. process and, if necessary, determine tradeoffs later in the process that may be renuu‘ed to meet

the dlagnosnc needs. Flgurc 29 illustrates one way of prcscnung this data by scparatmg it into
several branches, including design decision documentation (data used, effects of decision,
rationale, alternatives), supporting information (previous trade studies, LSA/LSAR,
technology, models used, tools used), verification (criteia, metrics, lab vs. field, algorithims,
and method), and resources avaiiable (embedded, support equipment, manuai).
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Figure 29 Support Elements

Although each requirement that is collated should have a separate and unique identity, they may
be overlapping and multiple layers deep. For example, a diagnostic requirement may be written
against a spec1ﬁc function within a system. That function may have several diagnostic events
related to it. Each event may have one or more constrzints, and these may be shared or
interreiated with the conswraints of the other events within the same functions. The requirement
will have to address several layers simultaneously, mcludmg maintenance level (O-level, I-
level, D-level), relationships between system level (major system, segment, element), crificality
(safety, mission, maintenance), method of diagnostics (embedded, support equipment, and
manual), and impact on other resources, such as manpower, training, tech data, and support
equipment for each level.

70.3.3 ALLOCATE. Once the diagnostic requirements are determined and documented,
they become input data for the allocation step (Flgurc 30). In deciding where and how to

allocate reonirements. additional information mav be needed. This information mav be new. or
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it may be data already generated or collected during the translation or collation steps.
Additional information needed may include trade studies, verification methods available,
operational and life cycle models used, CAD/CAM or other tools used, schedules, costs, and
milestones.

As a result of the allocation steps, functional requirements for lower design levels and/or
physical implementations for embedded, support equipment, or manual systems will be
generated. The designer should feed into the shared database the methodologies/tools/models
and assumptions used, options exptored, linkage to parent or initial requirements, linkages to
reiated chiidren or lower level requirements, and lists of phySICal and tuncuonaJ requlrements
resulting from the allocation decisions. The process would end with a set of physical
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diagnostic requirements for decisions/events addressed during the development phase being
considered and a set of functional diagnostic requirements for decisions/events to be addressed
in later phases or for functions applicable to design levels not yet addressed.

The basic three-step process should be iterated as a program progresses, and the data structure
should be updated as necessary. The resulting diagnostic requirements become established
needs for the translation step at the next design level. This process continues until it is
determined that the requirement is beyond the scope of the next lower level and, thus, must be
resolved at the current level.

[ egimpcaemEg
Tracde Studies
Methodologles used
Assumptions used
Options sxpiored
Linkege to parent mquiremetins
I..lmug: ean related chikiren's

Iremant
Llut,:%'t‘ physical and tunctional
requ irements resulting from sitocation

Support Equip. |  Manual
Weapon System
FRTA

Segment
..§un:nxm_

Figure 30 Allocation Step

Figure 31 illustrates how the three steps combine to form a structured process and information
flow. As each requirement, or each design level (starting at the segment level), is completed
and as the allocation to the next level takes place, the process begins again at that level with the
translation step. Thus, the basic structure may be used and repeated several times as the
process is conducted for each successive design level and acquistion phase, as is described in
Appendix B.
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With a proper data structure, any user of the system should be able to enter at any point, phase,
or design level, regardless of how far the process has progressed and be able to trace the
requirement history, decision documentation, and supporting data back to the original
operational need. This data structure should prov1de a means for trackmg, selecting, or

rﬂﬁ'F'u'lnrr Anta nasdad Aar 1icad Anming tha o ola ~11 A alla ~ A .

uymng Gata netaca Of uUseo Qunng e translation, collation, and allocation of u.mgut‘)"dc
requirements,

70.4 INFORMATION ELEMENTS. The types of data required to perform the steps in
the allocation process may vary depending on several factors, including the development
phase, the design level, and the step in the allocation process currently in work. Data
requirements must be tailored to the task bcmg accomplished in order to ensure accurate
decisions and requirements. Data required for one step or system may be nebulous for
another. The following tables present a range of suggested data and information elements that
may be used in the acquisition and support of a weapon system. These tables do not, nor do
they intend to, list every possible type of element that may be requued in each of these
categories. Conversely, not every data element will be used by every weapon system or user,
or in every database, whether it be design or performance related. Acquisition authorities,
contractors, and the user may use this appendix and the other appcndlces of this standard as a
starting point to tailor their databases to their specific needs and requirements. Contractors may
use this as a guide or baseline when developing their shared database.

The data types presented here fall into one or more of the following categories.
Engineering Data

Performance Data
Historical

210




MIL-STD-1814
APPENDIX F

Verificaton
Feedback

Engineering data, per MIL-HDBK-59, contains "authoritative engineering definition or
guidance on material, items, equipment system practices, methods, and processes relating to
the design, manufacture, acquisition, test, inspection or maintenance of items or services.
Engineering data includes the following: drawings, associated lists, contractor or vendor
specifications, standards, documents referenced on drawing lists, revision authorization
documents, engineering change orders, government or industry associated specifications and
standards, and other related documents”.

Historical type data is data on similar or other specified systems that may be used as a baseline

ALFAAL ANRRL VY B Vi Al SpAWALLLINAL oY oty R12E

during the design process. Verification data is collected during the development and test
phases of the design to assist in determining if the requirements and the predicted design
performance are being met. Feedback (field) data is collected after the design has gone into
production and is in use. This data is normally collected by the user and may be used to
monitor the performance of the design in the operational environment or assist in the actual
diagnosing of faults. This data may perform a dual role as it becomes historical data for the
next generation of design. During the early stages of design, performance information from
previous weapon systems may be used by designers as a baseline comparison for new
systems. Data generated during the test phases (such as Initial Operational Test and Evaluation
or Development Operational Test and Evaluation) may also be used to determine the
effectiveness of the design and whether it met the design requirements. During later stages,
verification data and field data from operational units may be used to determine the actual
performance of the design and evaluate the adequacy of the data being collected (See Appendix
A, 3.1.3.5,3.1.4.4.7, 3.2.3). This data may be collected on performance or management
oriented data systems, such as from the Air Force Core Automated Maintenance System
(CAMS), Comprehensive Engine Management System (CEMS), Turbine Engine Management
System (TEMS), Depot Maintenance Management System (DMMIS), Tactcal Interim CAMS
and REMIS Reporting System (TICARRS); from individual aircraft records (AFTO 781 series)
or maintenance data collection (AFTO 349) records; or from shared databases generated and
maintained by the individual contractor.

The listed data has not been identified by category due to the confusion that may arise from its
varied use and combinations, dependent on the location in the development process.

The data and information ¢lements listed in the tables is a result of information gathered in three
surveys conducted by GIMADS of various contractors, acquisition agencies, and users and
from interviews with design groups and field personnel. The data and information elements are

rmracantad 1 tha A 1 ant nh i 1 ha Th 1 T 1
PIESEnicd in o GEVEOPIMCnt pnasc i which it mayoca factor. T aus, a data and lnfo..uatlon

element may be listed multiple times. For the purpose of this appendix the development phases
have been categorized as follows.

Concept Exploration (C/E),
Demonstration/Validaton (Dem/Val),
Full Scale Development (FSD)
Production/Deployment -

The tables have been organized into five columns.
First column. Types of data elements that show the kind of information that is needed but

are not intended to be the data elements themselves, These elements are not inclusive of all
possible elements and may be a general term for a larger grouping of lower level elements.

211



MIL-STD-1814
APPENDIX F

Second column. Levels of design or maintenance that may need that type of data in the
performance of their tasks. This listing shows all possible organizations that may need this
data throughout the life cycle of the desagn without regard to the development phase being
depicted.

Third column. Design orgamzatlons or maintenance levels that may generate a particular
data element. Multiple organizations may be a source for or involved in generating the
data. Future editions of this appendix will be refined to include only those organizations
that will be active in the phase being shown,

Fourth column. Information systems with broad access capability (i.e., government data
systems) that may be used as a source for that type of data. Individual contractor databases
have not been listed. In some cases, the data may not be currcntly available in any form of
organized database. Thus, procedures should be developcd to ensure that this data is
collected, stored, and made available to those who need it.

Fifth column. Integrated Diagnostics MlL STD-1814 paragraph numbers/diagnostic
. Roadmap activity numbers where a specific data element may be used. By using these

numbsers for the applicable data elements, the reader can identify phases of the development

process that may use these elements. These listings provide all activities in which this
element is used and not just to those applicable in the development phase being shown.
This was done to illustrate the p0551b1c scope of use of the data element being shown.

It should be noted that, in many cases, the data are described at a h:gh level or generic name
due to the proliferation of possible names or items under that level (example: studies and
statistics under support data). Also, the reader should be aware that some data elements come
under different names, although they may mean the same type of data (example: aircraft serial
number vs. aircraft tail number vs, Bureau Number). In these cases, it was attcmpted to group
under a common name, although it was recognized that multiple names/identifiers exists. In
some cases, the element will have a dual use; depending on the phase in which it is'called out.
For example, during the early design phases, the designer will determine and identify the
specific LRU/LRMs that will belong to the mdmdual ambiguity groups based on the decisions
as to the level of diagnostics. This information must be available to several, if not all, of the
disciplines in the design process. In the support or field ncrformance of a weapon system, the
technician must know or have access to the 1dcnt1ty of the specific components ‘that make up an
ambiguity group identified during the diagnostic process in order to correctly make repairs.
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80. VERTICAL TEST COMPATIBILITY

80.1 SCOPE. This appendix explains the Vertical Test Methods that should be used to
ensure that test commonahty and proper test toIeranccs are planned implemented, and

rmaintainad haturasn Aiffoara actna lavale thre life r‘"r-ln
LiRCALLARGALELALAL LACLYY WLl U.ILAUI.UIJ.L u.«ou.us 1wV \tla uuuusuuut ﬂ. B]DL\JILI D LILD UJU

Applying vertical test methods in an integrated design process approach will result in
establishing and maintaining test compatibility and data correlation to support a hierarchical test
structure. Vertical Test Methods must be implemented early during system design and test
program development to ensure effective diagnostics and to minimize diagnostic problems
caused by test incompatibilities.

80.2 APPLICABLE DOCUMENTS.

{NOTE: These documents are not to be applied contractuaily except to the extent that specific
portions are cited in the requirement statements or verification statements.)

80.2.1 Government documents

80.2.1.1 Specifications, standards, and handbooks

AFGS-87256 Integrated Diagnostics

MIL-STD-1519 Test Requirements Document, Preparation of
MIL-STD-1839 Calibration and Measurement Requirements

MIL-STD 2077 Test Program Sets, General Requirements for
MIL-STD-2165 Testability Program for Electronic Systems and Equipment

80.3 RECOMMENDED DEVELOPMENT PROCESS. For the proper vertical test
relationships to occur, vertical testability must be considered throughout the integrated design
process. Each level of diagnostics must be developed with regard to its relationship to other
levels of test (including on-equipment and factory). Vertical test methods prevent diagnostic
gaps between levels of testing and ensure that testing at each level provides the optimum
amount of coverage to minimize or eliminate major causes of CNDs and RTOKs. Once
tolerance, test coverage and equipment compatibility are eliminated as problems, or at least
reduced, then intermittent failures will be the main cause of CNDs and RTOKs. Special
procedures may then be developed to identify and solve this problem.

’ (‘nrrpnrlu fhn 'T'DQ ﬂn\rp‘f\mr t-:lrnc tha 'T'Acr Dpnnirpmpn ts document(TRID) and other nrnr_
P\I A% AW ‘ﬁ‘ FE R Y AL L L A VAT, S Y Y LY L\ A l\u} ["RyLWY LA AL

undcr-tcst (UUT) source data and reviews it for accuracy and completeness. When the TPS
developer is satisfied with this data, the test flow diagram, hardware design, and software
design are developed. These are reviewed with the customer before test program development
and integration testing begins. When the TPS is complete, it is reviewed again with the
customer before formal demonstration and delivery occurs. The CMRSs are developed in
parallel but with little interface.
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The following paragraphs discuss the steps of the current development process. At the end of
most steps are listed enhancements, those activities that should be performed in that step to
properly address vertical test compatibility. Figures 32-34 illustrate this process, showing the
roles of the systemn integrator and the system dcveloper in development of TPSs and associated
data.

The System Integrator/Customer generates the Critical Item Development Specification that
1Al 13

Dhuuld .)pcuu] the fuﬂuwuls ACIEUIT 32, Block i,
Fault detecton requirements
Support concept
"Fault isolation requirements
Testability requirements
Able to break feedback loops?
Disable external control?
Perform performance tests without probing?
Perform diagnostic tests & fault isolatdon without probing?
Etc.

The Subsystem developers should generate the following (Figure 32, Block 2). -

Drawings

Category [ CMRS source data

Analysis (testability)

Accuracy Performance Control Document (APCD) at interfaces
ATSs

ATPs

TRD:s for each level of test should be developed concurrently
Enhancements

BIT TRD -- BIT should be specified in TRD format, which will be a part of the source
data for the TPS developer

Vertical Test Traceablhty Mamx (VTTM) data should be developed along with the
TRDs

The System Integrator/Customer should approve or disapprove the following data after reviews
with both the subsystem developers and the TPS developers (users of the data) (Figure 32,
Block 3).

Analysis results (testability)
APCDs
Preliminary CMRS
Enhancements

BIT TRD DATA
VTTM data

The TPS developer should receive and use the following items (Figure 32, Block 4).
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Drawings, schematics, logic diagrams, etc., allow the TPS developer to understand the
electrical circuit or mechanical system functions. It is necessary for the TPS developer to
determine the UUT physical layout and characteristics in order to design mounting fixtures,
specify connectors, and develop fault isolation aids.

ATSs are used to review specified factory test requirements, parameters, and tolerances,
comparing all of this data with the TRD. Part B aids the TPS engineer in discovering any
contlicts to resolve. It is also important source data for ensuring TPS compatiblity with
factory test requirements.

ATP review allows the TPS engineer to verify that the ATS requirements are being met in
the factory test environment. If they are not, is the ATS and TRD Part B correct, or is there
an error that needs correction before TPS development should begin? This data is also
useful to ensure that the TPS design is compatible with the factory test environment.

TRDs are the traditional basis for TPS developmnent. It must be understood by all parties
involved that TRDs are validated by TPS development. No source TRD is perfect. It can
only be corrected and proven during TPS design and checkout. It is a major mistake for
the TPS designer to be contracted to implement a TRD. The TPS designer must be
contracted to meet the required test specifications (performance test, fault detection, fault
isolatin, etc.) using the TRD as source data. It is important to the timeliness of the
development process that the TRD be as accurate and as complete as possible. Itis
important for the TRD to be reviewed by all the cognizant parties in the maintenance
environment for the UUT. This review should include the following parties.

TPS designer

TRD developer

UUT designer

Customer, preferably the engineering office assigned to the maintenance organization
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BLOCK 1

[SYSTEM INTEGRATOR/CUSTOMER

. | GENERATES

“PRIME OR CRITICAL TEM
DEVELOPMENT SPECIFICATION

BLOCK 2

SUBSYSTEM DEVELCPERS
DEVELOP

- DRAWINGS + ATSs
» CAT | CMRS (Source Datay *ATP®

« ANALYSIS (Testability) TEDS
| - ACCURACY PERFORMANCE > DIE T o g
CONTROL DOCUMENT (APCL; I
BLOCK 3 z BLOCK 5
‘ CMRS DEVELOPER
REVIEWS/APPROVES WITH SUBSYSTEM PREPARES
ORANINGS o colrs #| : PRELIMINARY
—>1 . aTss ANALYSIS RESULTS [ CMRS
+ATPs + APCDs

* TROs
; M

BLOCKS W
BLOCK 4 + SYSTEM
TPS DEVELOPERS INTEGRATOR/
RECEIVES CUSTOMER
- DRAWINGS LTARRER PRELIMINARY
. ATSs .
« ATPs CMRS

o

PROBLEMS

@ APPROVAL

PRELIMINARY CMRS

~—

Figure 32 Recommended Diagn
TRD review criteria should include the following.

Part A. Part A data should be reviewed to determine test equipment requirements
What automatic test equipment is the right choice for this Ul UT? If the test

specifications already exist, is the UUT compatible with the ATE? What are the
compatibility problems and how can they be solved?

Part B. Part B performance tests should be reviewed to ensure that complete end-to-

end tests are specified and are capable of verifying that the UUT is compatible with the
unit's next higher assembly. This review can determine if the fault detection

232




MIL-STD-1814
APPENDIX G

. : specificaitons are being met. The review can also determine if the specified tests are
valid and adequate.

Part C. The diagnostics section of the TRD should be reviewed to determine if the fault
isolation tests meet the specified requirements.
Are the tests sufficient to repair the UUT?
Do the tests meet the fault 1solanon requirements called out in the Critical Irem
DpCL'lllLd.l.lOﬂ KUI unc U U i!
Can the diagnostic means (probing allowed or not, etc.) meet the testability
requirements in the Critical Item Specification?
Are the tests valid?

If deficiencies are discovered, they must be corrected.

Category I CMRS
CMRSs are currently developed to describe SE calibration requirements
Test Accuracy Ratio (TAR) data :
Enhancements
VTTM data
BIT TRD data

If problems are detected in any of the data received by a TPS developer, the problems are
resolved with either the subsystem developer or the system integrator.
Following dcvelopment of the Category I CMRS source data, the CMRS deveioper should
develop the preliminary CMRS (Figure 32, Block 5).

The system integrator/customer should review and approve the preliminary CMRS. If data
problems are found during the review, the subsystem developer should resolve the problems
(Figure 32, Block 6).

The TPS developer should use the available source data to design the ITA, to develop a test
flow diagram for the software design, and also to update the VT TM. At this point in-the

Apvrals nha e
uuvuxuyun‘ut priase, the fune‘v‘v'mg events occur ”:‘"gure 33, Block 7

The ITA design is determined in a block diagram conceptual design showing
UUT/ITA/ATE interfaces

Software design is at the level of are the High Order Language constructs adequate for
testing, or, are lower level routines required, etc.

The Test Flow Diagram (TFD) is developed as an ATE independent flow chart of the
performance and diagnostic test requirements.

Enhancements
The VTTM is also updated at this time
The System Integrator/Customer should review the proposed TPS conceptual design and test
philosophy with the TPS developer. The TPS designer provides the following UUT data to
the reviewing entity (Figure 33, Block 8).

. Drawings, including schematics, mechanical layouts, test point locations, etc
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TRDs, including UUT TRD, next higher assemlby TRD, and any applicable BIT
description TRD
Calibration Measurement Requirements Summary (CMRS) including the test accuracy
ratio (TAR) requirement

Acceptance Test Specification
The TPS designer supplies the following TPS design data.

Interface Test Adapter (ITA) or manual test equipment (MTE) conceptual design
drawings, including any requirements for ancillary equipment and description of
ATE functions being utilized

Test flow diagrams which describe the proposed performance and diagnostic tests as r

well as a descnpn.c-);n o‘f't;l; ;;I'Bpo'sé'd‘igs ;l; 5;;;);hy
Vertical Test Traceability Matrix (VI TM)

The UUT data is used by the customer engmeers to become familiar with the UUT itself.

maunnae crnharmntine A A e s ko cmogtrmane o.-. e ke s

'rhb d.lawnusa, m.uculau»a, \—ULI.IPUHCHI. myuuLS, CL\- d.uUW e CLSLICUL WD CV'd.l.Lid.LC [JL0 Ullly
the TPS designers hardware design, but also the test philosophy, including use of and
accessibility of test points. The TAR can allow the reviewer to determine the proper usage

-of the ATE or MTE. The TRD can be compared to the test flow diagram to determine any _
deviations that must be discussed and resolved, rememebering that test requirements must i
be met, not TRD requirements. The ATS can be compared to the test flow dlagrarn to
ensure compatibility with factory test. The CMRS and TAR data is taken to review the
hardware design and test equipment assets to ensure that the accuracy of this equipment
supports the test requirements. The VTTM is used to cross reference relationships between
levels of test to ensure complete test coverage and is used as an aid in-analyzing tolerance
compatibility between levels of test. The customer engineers and TPS de51gn engineers
must resolve any problems uncovered during this review before starting EET. Areas in
which agreement must be reached are as follows.

Is the test nhﬂncrmhv ceonnd?

S AV WO paasslSNS B AN L AN -

Is the fault detection specxﬁcanon met?

Is the fault isolation specification met?

Will the test equipment accuracy support the test requirements?

Is the testing compatible with other levels of test as well as factory?
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BLOCK 7

TP5 DEVELOPEH

DEVELOPS

—p{ + HARDWARE DESIGN

+ SOFTWARE DESIGN

» TEST FLOW DIAGRAM
L B g

BLOCK 8 L

SYSTEM INTEGRATOR/CUSTOMER

REVIEWS and APPROVES with TPS Developer
SOOTDATA

o DRAWINGS

o ATSs

«TPS DATA

o DRAWINGS

o TEST FLOW DIAGRAMS

YES
PROBLEMS

vwo

Figure 33 Recommended Diagnostic Development Flow (cont'd)
TPS development continues as foilows (Figure 34, Block 9)

Matnilad harduames dac gn
pietailed naraware aesign and fabrication occur

Test program development and syntactical checkout occurs
Engineering Evaluatuon Testing (EET) occurs

This is the meat of the development process
Performance tests are verified.
Diagnostic tests are verified through fauit insertion.
TRD deficiencies (as well as ATE deficiencies) are identified.

TPSs are verified that they can detect faults and isolate so that the item can be

repaired and verified compatible with the next higher assembly, as well as meet
specification requirements
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Following development of the TPS, customer and TPS development engineers should review it .

to determine if it is ready for formal demonstration. This review should look at UUT data as
Wg” ae at TPS data At thic nn1nr the TR hag haen rorrectad nndated and nraven h\r TPS

a2 G A AL WS lAlli. SR ML PRTLAIIL MW L AWAS G0 Dbl R LAl urﬁuu;yu, GLINL Pl FE AR

development. The test equipment engineer should supply engineering notes and data that
support the reasons for TRD update. The customer and developer should agree that the new
TRD that is implemented by the TPS or manual test procedure is correct and meets all the
maintenance specifications. The following topics should be discussed (Figure 34, Block 10).

Were pre-development review agreements adherred to?-

Are performance test requirements that verify compatibility with next higher assembly met?

Are the fault detection/fault isolation specifications met?

When the source TRD and /or ATS were deviated from, were these deviations justified?
Was the justification and supporting data documented in the engineering notebook?

The Vertical Test Traceability Matrix (VTTM) is used to verify test coverage between levels
of test. Is the test coverage complete?

Is the tolerancing between levels of test correct?

Using the CMRS including the TAR, are the test setups accuracy supporting the test
tolerancing requirements?

The CMRS developer should prepare the final CMRS at the same time that the TPS developer
is completing Test Program Developement and Engineering Evaluation Testing (Figure 34, :
BRlock 11)

AL L L J.

The system integrator/customer should review and approve the final CMRS. If problems exist,
the CMRS developer is responsible for resolving the problems (Figure 34, Block 12),

236




MIL-STD-1814

APPENDIX G
BLOCK 9 !v BLOCK 11
TPS DEVELOPE_R CMRS DEVELOPER
PHEPARES
» TEST PROGRAM DEVELOPMENT « FINAL CMRS
* TPS ENGINEERING EVALUATION TEST ’—D
COMPLETES
* TPS DEVELOPMENT & BLOCK 12
SYSTEM
INTEGRATOR/
CUSTOMER
REVIEWS
« FINAL CMRS
F UUT DATA
P TPS DATA PRCBLEMS
o DRAWINGS
o SOFTWARE
o UPDATED TRD
G ENGINEERING NOTEBOCK
W
SYSTEM
INTEGRATOR/
CUSTOMER
APPRQVES
» FINAL CMRS
YES
PROBLEMS

\ﬁo

FORMAL DEMONSTRATIONS

2

DELIVERY

Figure 34 Recommended Diagnostic Development Flow (cont'd)

80.4 CURRENT PROCESS DEFICIENCIES/RECOMMENDED CORRECTIVE
ACTION. This section addresses some deficiencies of current processes in achieving vertical
test compatibility and recommends corrective actions. Areas addressed are the following. -

1. Built-in-test (BIT) documentation -

2. Traceability between levels of test

3. Test Requirements Document (TRD) / Test Program Set (TPS) compatibility
4. Test equipment compatibility
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5. BIT re-execution
6. TRD/TPS review process

This section also addresses the data flow/approval process and recommended improvements
which would enhance the Vertical Test Methods process.
7256, 3.3.1.3

QN AT BTT Noacnmantatinem nRIT en send ey ATLMC 7
test program

80.4.1 BIT Documentation. BIT im pl“c'rc tation is TCQUITCd DY Aruo- -8
to be documented in Test Requirements Document (TRD) format for use by the
set (TPS) designers.

Deficiency of current process. BIT specifications are required by MIL-STD-2165, but
formal documentation is not a requirement. Since BIT is normally developed by the system
designers and explained during design reviews, it is rarely documented on a test-by-test basis.
In attempting to minimize added hardware required for BIT, innovative techniques are often
used. Also, BIT software is integrated with the system Operauonal Flight Program (OFP) and
may make use of portions of the OFP. Unless the entire BIT is well documented and
considered when OFP updates occur, these updates may invalidate parts of the BIT, causing
the coverage of BIT to be less than was originally intended.

o

Recommended corrective action. BIT should be specified i in MIL-STD- 1519 TRD

T ey ™D ahmld ln cremdaead o ochmezre 2o .
format, and after implementation, the TRD should be updated. As shown in Figure 50, the

diagnostic design allocation process feeds the vertical test traceability matrix (VTTM) to create a
diagnostic roadmap. The subsystem TRD describes the test requirements which are
implemented as BIT (or O-level tests) and used to diagnose the subsystem and isolate to a LRU
(or LRM). The LRU TRD describes the test requirements which are implemented as I-level
TPS {or manual tests) requlred to dlagnose to the SRU level. The SRU TRD describes the test
requirements implemented at D-level TPS to diagnose to the component level. The VITM
cross references related tests between these levels of maintenance. These relationships can be
used as described in 80.4.4. When BIT data is cross-referenced with off-equipment tests in
the TRDs, vertical test relationships are shown that can be used to (1) verify test coverage, (2)
make the off--cqu1pmcnt de31gner aware of on-equipment capablhty, and (3) resolve tolerance
problems between on- and off-equipment tests.

SUBSYSTEM
TRD

g lmr

<

B LRU =
w
th
g I-LETVPESL
2
(=]

w

§ D-LEVEL
TPS

2

D

Figure 35- Diagnostic Design Allocation Process
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80.4.2 Test traceability. Requirements to develop and establish an approach for
achieving vertical test traceability are established in 3.1.3.2, 3.1.3.4, and 3.1.4.2.

Deficiency of current process. Currently, there is no requirement to establish traceability
between levels of diagnostic test. In the current diagnostic development and implementation
scenario, TRDs and TPSs for different levels of testing are developed by different groups at
different times, and each level is often developed with little regard to adjacent levels of test.
When BIT is not documented, off-equipment diagnostic designers often do not take advantage
of its re-execution (when it is designed so that it can be). Intermediate level tests are developed
with no regard to depot, and depot level tests are developed without regard to intermediate.
Knowing the relationship of the tests between each level of diagnostics is important for the
implementation of good vertical test.

Recommended corrective action. A Vertical Test Traceability Matrix (VTTM) should be
developed that would document the test relationships between levels of diagnostic tests. The
VTTM requirement is established in 3.1.4.2 and 3.2.3.2, and in AFGS-87256. A detailed
example is shown and explained in 80.6.2. Figure 35 illustrates how the VITM fits in the
diagnostic design allocation process.

80.4.3 TRD/TPS compatibility. Test Requirements Document development is defined
by MIL-STD-1519. '

Deficiencies in TRD AND TPS development. TRDs document the interface
requirements of the UUT; the loading and environmental requirements; the performance test
requirements, which verify that the UUT meets its next higher assembly requirements; and the

N Ay S . Ay Py | s enmmt tha TTITTe Fanlr ienlatinn rarmnireman

d‘iaguusuc (CSL TEqUITCHICTILS, which are needed to meet the UUTSs fault 1solation requirements.
When TRDs and ultimately TPSs are developed (or manual test equipment and T.O.s), the
tolerance in the TRD and TPS must support both the operational requirements and the proper
cone of tolerance. TRDs can only be proven through TPS (or manual test equipment)
development and validation. If the test tolerances do not support the UUTSs operational
requirements, the tests will not meet the intended purpose of verifying the UUTs ability to
operate in its next higher assembly successfully. If the tolerances do not fall within the proper
cone of tolerance, vertical test incompatibilities will occur. If the TRD, and ultimately the TPS,
do not have complete test coverage, vertical test incompatibilities will occur.

If the TRD is correct, but the TPS implementation is incorrect due to the improper use of
equipment and instrumentation whose tolerances do not support the operational requirements,
improper testing will occur.

Recommended corrective action. For the TRD to be implemented properly into a TPS
(or manual test set), the proper Test Accuracy Ratio (TAR} specified in the CMRS must be
adhered to. By using the CMRS and the TAR, the TPS developer can ensure that the test
equipment accuracy supports the test tolerance requirements of the TRD.

One means of achieving vertical testability is to use a cone of tolerance.- A cone of tolerance, or
V (Figure 35) should be established so that the range of tolerances become increasingly tighter
or smaller as the item passes through the levels of test from the flight line through the factory.

As illustrated in Figure 38 the operational level test requirements must ensure the unit meets
operational requirements. A range of acceptable values is selected whose outer limits are
within the operational requirements and whose range is controlled by test equipment tolerances
and accuracies. The inner limits of this set of values becomes the requirement that must be met
at the next level of maintenance to ensure operation within the next higher assembly. In other
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words, the inner or narrower limit of tolerance for the subsystem value becomes the operational
requuement for the I.LRU to be tested at the intermediate lcvel Sumlarly, the Narrower limit of
[Olél—'aflce If)f the iﬁtcﬁﬁcmare level must DC COlTlanDlC with U'IC outer imits DI the CICPOI
capabllny With modern test equipment accuracies and capabilities, performing a test "the best
you can” at one level of maintenance can produce tolerance and accuracy requirements for the
next level that are more difficult and expensive or even impossible to meet. Thus, the tendency
to make measurements and tolerances as tight as possible must be balanced against the
capabilities of other levels of maintenance. The proper preparation of CMRSs and
consideration of the effects of the appropriate TARs help ensure difficult or impossible
measurements and tolerances are not required.

A wider variance of acceptable measures is normaily allowed at the flight line for various
reasons including (1) mablhty to obtain precise measurements due to madcquate or
inappropriate test equipment, (2) expected but acceptable wear and variances from operational
use, and (3) prohibitive cost for precise medsurement equipment at that level of maintenance
due to manpower, space, dollars , or weight. As the item progresses through the cone of
tolerance and, hence, through the levels of maintenance, the acceptable measures, tolerances,
etc., should become narrower due 10 increased test capabxhty or repair capability, as well as the

requirement for each unit to be able to perform within its next higher assembly.

\ . /

TOLERANCES

Figure 36 Levels of Test within Cone of Tolerance

TRD steps must be cross-referenced between levels of test to ensure test coverage and to
perform analysis to ensure that tests fall within the cone of tolerance.

Operational parameter and tolerance data as well as loading and environmental data are
translated into TRD requirements. This data must fall within a cone of tolerance as shown in
Figure 36 to ensure test compatibility.,

Figure 37 illustrates an example of a proper cone of tolerance. A function on an LRU is
designed to produce a 5 VDC + 0.5 VDC nominal discrete at the organizational level. The
tolerance is tightened to 5 VDC + 0.4 VDC at the intermediate level. If this were carried
through to remaining levels, the + VDC would continue to decrease. Thus, a test measurement
of 5 VDC + 0.5 VDC would pass at the organizational level but would fail at the intermediate
level. Anything falling out of tolerance at the organizational level would also fail at the
intermediate level and would confirm the failure. This cone provides some leeway for actual
conditions at the organizational level, such as wear and tear, changing environmental
conditions, training and skall of the technician, quality and capability of the test equipment and
inability to maintain total control over test conditions. This can be applied to any system, such
as inner or outer diameters of bearings or struts, lenghts of cracks or delamination, allowable
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4.5

4.6

5V

5.4

5.5 QOrganizational

intermediate

Figure 37 Correct Cone of Tolerance

Figure 38 illustrates an incorrect, but very possible, cone of tolerance. Using the same LRU as
described in Figure 52, the tolerances remain the same at the organizationai level (5 VDC + 0.5
VDC). However, the tolerances at the intermediate level are now 5 VDC + 0.6 VDC. Thus,
the LRU could fail its test at the organizational level with a measurement of 5.55 VDC.
However, when the unit is tested at the intermediate level, its measurement of 5.55 VDC would
be within tolerance and, thus, would result in a retest okay (RTOK). This unit could
conceivably continue to “"bounce” between the levels of maintenance as a bad actor, costing
manhours, aircraft downtime, and needless tying up of other valuable resources.

5V

- 5.5

Qrganizational

{intermediate

“— I[mproper cone

\

Proper cone

Figure 38 Incorrect Cone of Tolerance

Requirements

Enviranmental affects chould he ectabliched durine aualification tecting and hecome a nart
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of the tolerance budgcung in the TRD. If failed conditions can cause the item to be more
sensitive to environmental conditions than normal, these environmental conditions should -
be specified in the TRD.

Power requirements needed to power up the item for operation, normally applied .
throughout testing, must be specified
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The signals that are needed to performance test and to diagnose the UUT must be specified.
The performance tests verify that an item can or cannot meet the requirements of its next -

hilvy Tha Ain o fanle 10!\101‘ tha ey 7oA ‘A\Pﬂ‘
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Measurements that are needed to verify and diagnose the UUT are required.
Test critical loading requirements must be specified.
80.4.4 Test equipment compatibility.

Deficiencies in test equipment compatibility. When different test equipment is used,
different results are often seen for what are intended to be the same tests. Besides the obvious
differences in instrument accuracies, these different results are caused by such factors as
different impedances, sample rates, resolution, bandmdth and environmental conditions. For
many devices, such as spectrum analyzers, waveform analyzcrs, and sampling oscilloscopes,
different software implementations, or algorithms, cause different responses to noise,

- overshoot, etc. Because of these differences, particular care must be taken when comparing
the range of acceptable pass/fail values applicable to similar tests performed by different test
equlprnem.

Test equipment incompatibilil:ies can be a source of vertical test problcms because the test

trdamnmnan lacm e s qeeat = ASn al-=

tolerances become artificially skewed by test
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Recommended corrective action. The best way to ensure test equipment compatibility is
to use the same test equipment whenever it is possible. The same equipment may be used at
the factory and the Intermediate level for LRU testing. The same equipment may also be used
for SRU testing at the factory and at the Depot. This use of the same equipment for the same
type testing in different locations also reduces the duplication of effort required to develop
separate test equipment and TPSs, potentially reducmg COStS.

The same principle applies in the use of the same tests between levels. This is especially
applicable to the re-execution of BIT. If BIT is not used at multiple levels, the test capability of
BIT must be duplicated in the TPS at the appropriate levels. This could be a significant
increase in cost and effort.
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Figure 39 depicts how the allowable ranges of values of one test should be related to those
from another level of test. Test tolerances, to allow for basic tolerance and design, must allow
for test uncertainties dependent on instrument error, environment, €tc.

Instrument error allocations must be specified in CMRS (including TAR data).
Environmental error allocations must be determined during qualification testing.

Range of values which are operationally

suitable
This test must fail if outside this range
Level of Use @
Bl —
o I ' This test must pass '
2 ~%-  if within this range - |
Level closer = 7 ‘ -
to Use ‘ I
these agree
1

i This test rmust fai

1
Level closer & if outside this range Rangr? ‘::_?Ct“%;"‘;l“es
evel close o repa: //// < 'or which item or
test pass/fail

fact .
or manutacture This test must

pass if value depends on:
within this "« instrument
range » anvironment

il —————rr—g -
= chance

Nominal Design Value —p

Actual value of parametér

a

Figure 39 Tolerance Relatdonship Betwen Levels of Test

Figure 40, Sources of Measurement Inaccuracies, depicts how different sources of inaccuracy
are summed to determine the allowable range of values for pass/fail.
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@ Range of values which are oparationally suitable.
Test must fail if outside this range. Supports
Category | CMRS requirement

@ Diagnoestic tolerance range implemegted by the TPS
Measurement uncertainty due to instrument accuracy
limits, enviranmental conditions, and application of
Test Accuracy Ratios

@ Nominal failure or tolerancae limit

@ Range of tolarance uncertainty specified by TAR between
Level | and Level ||l CMRS

@ Range of tolerance uncertainty spacified by TAR between
Leval Il and Level !l CMRS

® Environmental variations

Value that the parameter of the test instrument is set at
to allow for physical aging, drift and/or environemsntal
conditions

Figure 40 Sources of Measurement Inaccuracies

Tolerance established in the TRD must be tighter than the operational requirements. TRD
tolerances plus the following tolerance budgets must sum within the operational requirement.

Uncertainty due to test equipment variation bounded by the TAR

Budget required to establish cone of tolerance

Budget established during UUT item qualification testing for environmental
variations '

Budget established for system aging (this would not be included in factory testing of
new equipment)

Beyond use of TARs and proper test techniques, the best way to achieve compatibility of
testing is by repeating test conditions. BIT can be re-executed if properly designed.
Duplication of test equipment between the Intermediate and Depot levels is often not possible
due to the difference in the types of UUTs tested (LRUs vs. SRUs). The conditions in which
duplication of test equipment can be most fully taken advantage of are between the factory and
Intermediate as well as between the factory and the Depot. Re-execution of BIT and
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duplication of test equipment gives some ensurance that the tolerance budget required for test
equipment uncertainty will be constant.

The cone of tolerance concept is most applicable for analog and microwave test applications.
Digital testing also follows the cone of tolerance when the digital stimuli/responses are
representations of analog signals. Pure digital testing of devices such as microprocessors
follow a cylinder of tolerance concept. The digital patterns are either there or not. The signal
levels must be within the specifications of the particular digital signal family.

80.4.5 Re-execution of BIT.

of off-equipment testing, If BIT is not re-executed for off-equipment testing, then the on-
equipment BIT testing is not duplicated.

Deficiencies in BIT re-execution. BIT is not always executed during the various levels
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Recommended corrective actions. Duplicating test conditions as much a
enhances vertical testability. When onboard testing uses BIT, off-board testing shou

re-executing the BIT to duplicate the test conditions as much as possible.

BIT should be re-executed during off-board testing in order to create the most commonality
with onboard testing

Off-board testing should not rely on BIT for complete testing to verify BIT operation

The duplication of BIT and other test physical conditions is designed to reduce the test
uncertainties illustrated in Figure 40.

80.4.6 TRD/TPS review process. TRD review is required, under the inspection
provisions of MIL-STD-1519, to be performed by the supplier with the procuring activity
reserving the right to perform or witness the review. MIL-STD 2077 requires TPS evaluation,
including fault insertion for detection and isolation effectiveness, and submittal of an
Acceptance Test Procedure (ATP) for each TPS.

Deficiencies in TRD and TPS review. Since review by the supplier is allowed, TRD
and TPS reviews often do not include in-depth review for technical content and functionality.
Thorough review of either a TRD or a TPS is an arduous process which may consume more
time than the procuring agency is able or willing to allocate.

Recommended corrective actions. The procuring agency should require review of the
product (TRD or TPS) by the developer, the information supplier, and the information user, as
well as by the procuring agency. This review may be accomplished by circulating documents
for review as well as holding review meetings. In-process reviews should be required as
needed, based upon the size and complexity of the program and documents. A review meeting
is suggested for TRDs, chaired by the procuring agency, and attended by designers :
(information suppliers), and TRD developers. Similarly, a review meeting is suggested for
TPSs, again chaired by the procuring agency, and attended by TRD developers (Information
suppliers) end users, and TPS developers.

80.5 DOCUMENTATION AND DATA REQUIREMENTS. The documentation and
data requirements needed to establish vertical test methods are contained within those defined
by Appendix F, the Technical Database. Guidance for using the key documentation related to

actahlicht 1 1+, * 3 e
establishing vertical test methods is provided here.
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80.5.1 Test Requirements Document (TRD). Establishing test parameter values and
tolerances is a logical process to ensure that if a unit passes a complete test, it will be capable of
performing its required functions within its next higher assembly.

The required functions for a system, subsystem, LRU, SRU, or component are normnally
established through an allocation process. For instance, a radar system may have a
Tequirement to detect a certain size target at a given range. This requirement will be allocated
down to designers for the system as follows: modulator; pulse width (for target size
discrimination), pulse repetition rate (for average power) transmitter; output power at the given
pulse width, pulse repetition rate, and frequency, receiver; sensitivity and selectivity, antenna;
gain, beam pattern and coverage, allowable sidelobes. These requirements will be further
allocated to SRUs and even to components. The transmitter requirements will generate the
transmitting device requirements (TWT, magnetron, solid state power devices, etc.) This will
drive the power supply requirements, which will be allocated into rectifiers, regulators,
transformers, or any other device in the power supply. The receiver requirements will drive
local oscillator, mixer, signal pre-processing, and power requirements. Mechanical system
designs are allocated in the same manner. For an engine to provide a given thrust,
compressors must provide a given flow rate and pressure at a given RPM. Turbines must
provide the drive power for the compressors and accessory drive at the proper RPM and
temperature. The fuel systermn must provide proper pressure and flow.

Once the required functions are defined and the system design progresses, the individual units
are tested to ensure they meet their requirements. After the system or subsystem is proven to
meet its requirements and is deployed, maintenance and diagnostic testing is used to ensure the
requirements continue to be met.

When the subsystem developer develops the TRD, the process requires the cooperation of
hardware designer, software designer, BIT designer or integrator, and TRD developer. In
some cases, all four of these functions might be the same person. In others, there may be
varying combinations of these functions based upon the size of the effort. BIT should be
documented by a TRD similar to any other test developed in order to ensure performance of the
functions allocated during the design process is verified. The development of the test
requirements to be contained in the TRD involves combining the knowledge of the various
designers and integrators involved as well as schematics, drawings, specifications, and
documents applicable. During development of the TRD for BIT, particular care must be taken
to describe the input conditions and stimulus points used by BIT for those that are internal to
the UUT and are not available at an external interface.

Once the initial TRDs have been completed, they should be reviewed by the system integrator
with assistance as required from designers, TRD developers, and TPS developers. In the case
of complex systems, in-process reviews during development of the TRDs may be beneficial.
The purpose of the review should be to ensure that the functions allocated to the unit in the
design allocation process are verified so that the capability of the unit to function in its next
higher assembly may be verified as well as to ensure adequate fault isolation.

Development of the TPS would seem to be a straight-forward implementation of the TRD. In
practice, the TPS developer often requires significant interface with TRD developers and
designers and/or access to schematics, drawings, and specifications to match the unit to be
tested to the selected test equipment. The TPS developer also must consider the TAR
applicable to stimulus and measurement values required. He will consult the CMRS and test
equipment specifications to ensure the capability to perform the tests contained in the TRD.
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The system integrator, or customer, should review the TPS design with assistance as required
from the TRD developer, TPS developer, and user. As with TRDs, in-process reviews during

: oirotIre

TPS development may be beneficial. As with TRD reviews, the purpose of TPS reviews
should be to ensure that adequate capabilities are being developed for functional performance
verification and fault isolation.

The final step in the development of TRDs and TPS is normally a formal demonstration of the
capabilities of the TPS, using the test equipment, software, and procedures developed.

80.5.2 BIT Documentation. Built-in-test specifications are required by MIL-STD-2165
and should be specified in MIL-STD-1519 Test Requirements Document (TRD) format. An
example of the format for documentation of BIT is shown in Figures 41 and 42.

Documentation of BIT is important for the following reasons.

1. Documentation makes source data available to Intermediate and Depot TPS designers (as

1all ac fartars tact decionare) e i i in
well as factory test designers) to execute BIT to duplicate on-equipment test conditions.

[

2. When documented in the Vertical Test Traceability Matrix, test coverage can be verified
between on-equipment test and the diagnostic levels of off-equipment testing.

FSD PHASE
EXAMPLE BIT DOCUMENTATION FOR VTM REQ.
PAGE TEO
BIT INFORMATION ™o NO.T20
REV 30 DATE_IED

TESTNO _2'2___
UuT LPRF LA

TEST OBJECTIVE._YERFYLR2POWER OUTEUT

MEASUREMENT | TEST POINT_2A1MS
DATA
MEASURED VALUE __10dEM
HIGH LIMIT_1L5 dBM
LOW LIMIT__85¢BM
SUPPLEMENTAL DATA__ BIT INDICATES LOGIC "0
WHEN AROVE TOI ERANCES ARE MET *1" WHEN FAILIRE
TEST RESULTS GO TO TEST REPLACE
IN TOLERANCE 213
OUT TOLERANCE LPRF LAY

Figure 41 BIT TRD Detailed Test Information Sheet
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BIT INFORMATION
CONTINUATION SHEET

TEST NUMBER__212 UUT —__LPRF (LA

FREQUENCY MULTIPLIER (SRU) P/N $533R936M02
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Figure 42 BIT TRD Test Description

80.5.3 Calibration Measurement Requirements Summary (CMRS)/Test
Accuracy Ratios (TAR). The CMRS provides traceability from the operational
requirement through the diagnostics to the National Institute of Standards and Technology
(NIST). The TAR specifies how much more accurate the test equipment must be than the test
requirements. Since test accuracy specifies the allowable range the test instrumentation can
vary, this accounts for part of the test uncertainty budget.

80.5.3.1 CMRS. CMRSs should be prepared concurrently and in coordination with the

Aiaonnctice dacioner and nat after the diaenastic develanment has heen comnleted. CMRS are
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prepared per MIL-STD-1839 and consist of the following categories.

1. Category I - Parameter/tolerance requirements so that the item can support its next
higher assembly.

2. Category II - Test equipment required to verify the item meets its Category I
requirements.

3. Category III - Calibration equipment required to calibrate the Category II equipment,
traceable to NIST

Test equipment adherence to the CMRS will establish that diagnostiés support the operational
requirements and provide traceability to the NIST. Implementing this at each level of test will
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help ensure that testing is implemented properly. Figure 43 illustrates the traceability from the
system to the NIST.

LRU
SUBSYSTEM @:ﬁa&w& CAT | CMRS ’ #%‘:%md-% LRU TPS x”::\g'-ek-%‘{- CAT Il CMRS
: Tolarance/Parametet SE USED TO VERIFY
Raquirement to Support ITEM MEETS NEXT
Next Higher Assembly HIGHER ASSEMBLY
REQUIREMENTS
-
ik
;_\E
NIST muaf’ga- CAT Il CMRS W@fﬁ&“ E:,",EEE:I.',ON s
CAL EQUIPMENT ~ o

USED TO VERIFY

SE CAPABILITY OF
VERIFYING ITEM

MEETS NEXT HIGHER
ASSEMBLY REQUIREMENTS

Figure 43 Parameter/Tolerance Traceability From System to NIST

80.5.3.2 TAR. The TAR establishes how much more accurate the test equipment must be

than the parameters it is testing. Since the basic accuracy of any test set-up describes the range
in which the readings may vary, this variation contributes to test uncertainty. If the TAR is not
sufficient to support the test, the test tolerances can become artificially skewed.
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Suppose a measurement required a DC voltage of 5 = 0.1 volts an
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MEASURE (VOLTAGE), DC SIGNAL, VOLTAGE RANGE 4.9 VTO 5.1 V,CNX
HI TEST-PINS

The meter reads 5.00 volts for a go condition, but the uncertainty range is + 0.2 volts.
Suppose in actuality that the voltage is 5.15 volts, which should be an out of tolerance
condition. Reviewing the test program without reviewing the instrumentation accuracy and
TAR requirements, it would appear that the test implementation was correct. In reality, the
mis-use of the instrumentation resulted in skewed test results.

MIL-STD-1839 uses 4:1 as a guideline for TARs. Sometimes the tests performed contain
state-of-the-art technology in which 4:1 cannot be supported. On the other hand, a TAR
specified too stringently can be difficult to implement. As an example, if 10:1 is used, the

requirement would be 10:1 between Categories I and IT and 10:1 between Categories II and III,
which would be 100:1 between Categories I and I1I. ‘

80.5.4 Vertical Test Traceability Matrix, TRDs should be developed concurrently
using an end to end test philosophy of compiete diagnostics from on-equipmeni through each
level of off-equipment testing. A Vertical Test Traceability Matrix (VTTM) should be
developed that would document the test relationships between levels of diagnostics. As an
example, BIT might test Function A, Intermediate tests 1, 2, and 3 might cover Function A,
while Depot tests x, y and z might cover Intermediate test 1. What is being proposed are cross
reference matrices which would document these relationships. The advantages of this are listed
below.

249



MIL-STD-1814
APPENDIX G

1. Using this data during TRD reviews, TPS reviews, and other diagnostic design reviews
can ensure total test cOverage

The establishment of this requirement forces the diagnostics designers to consider
multiple levels of test

This data could be used to allow faster diagnostics by referencing the VTTM at the next
level of test to indicate whlch tests are related

This data along with a maintenance database system can be used to isolate and correct
RTOK problems

!\J

oW

Figure 44 is an example of how the VTTM might appear. This cxample is of an updated TRD
following TPS development. This TRD/V'IT M would be for the Low Power RF (LPRF) LRU
of the F-16 A/B. The shaded area at the top of the page identifies the Intermediate Test
Program Computer Software Conﬁguranon Item (CSCI) number. The shaded area at the
bottom of the page indicates the BIT sequence number (referred to"MFL" on the F-16 A/B),
the Intermediate Test Program step number, the SRU fault isolated to at the Intermediate, and
the Depot Test Program step number. This table is desi gncd to provide traceability of related
tests between the levels of maintenance.
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VERTICAL TEST TRACEABILITY MATRIX

N

LOW POWER RADIO FREQUENCY (LPRF) LRU
LRU P/N: 6B81R319G01,G02,G03,G04;

681R

RN 302 301 504
il WA 1WAy e SR

AlS ATE: RADIO FREQUENCY TEST STATION

CROSS-REFERENCE

Tgmi,_ LINKAGE TO D-LEVEL
AIS TEST PROGRAM
MFLCODE TNEZT ;:;:;h: ;:Q‘TN};. “TEST PROGRAM NO. TEST STATEMENT NO.
{LAU) (SRU) (SRU)
121420 1674-5009PA 135300
121460 1674-5009PA 085300
121460 1674-5009PA 105300
121460 1674-5009P A 125300
121460 1674-5009PA 145300
121501° 1674-5009PA 075500
e 121501 1674-5009PA 095500
121501 1674-5009PA 115500
121501 1674-5009PA 135500
121520 1674-5203FPB 010150
201 130260 1674-5005PA 008400
2014 130440 1674-5000PA 008620
20 130701 1674-5009FA 008000
130701 1674-5009PA 008640

Figure 44 Example Vertical Test Traceability Matrix
The following are important points about the VTTM and TRDs.
TRDs should be developed as concurrently as possibie, as well as the VTTM, to indicate

test relatonships between levels of test.  (This requires that diagnostics be considered as
. an entity, not many stand-alone pieces.) (TRDs include BIT.)
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The system integrator should supply the BIT TRD. ‘
The LRU and SRU designers should supply Intermediate and Depot level TRDs.
The TRD developers should develop the VTTM.
The BIT designer shoulci develop and update the BIT TRD.
Thc'TPS designers should develop and update Intermediate & Depot level TRDs.
The TRD developers should update the VTTM.

80.6 VERTICAL TEST PROBLEM SOLVING. When CND or RTOK problems are
identified, the first step in problem solving is to identify the test or function that failed or was
reported as failing. At the equipment or systems level, this is often expressed in operational
terms. For off-equipment testing, this may be expressed as a failure of a particular test. This

data may be recovered from operator write-ups and debriefing or from maintenance databases,
such as CAMS or REMIS.

80.6.1 Can not duplicate (CND). The next step is to verify the failure. If the failure
cannot be duplicated, it is referred to as a CND. If BIT is involved with the CND, the
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improved documcmanon of BIT per the GIMADS guidelines will be beneficial in thc analysis
of the CND problem, If the CND item is sent to the next level of test and if the failure is
confirmed, the VITM, which documents test relanonshlps between levels, can be used to
analyze the diagnostic problem between the two diagnostic levels by investigating the tests
expected to fail,

80.6.2 Re-test OK (RTOK). If a failure is confirmed, the item will be sent to the next
level of maintenance. If the item passes this level, it is referred to as an RTOK. When a
RTOK occurs, the VTTM can be used to identify the test or group of tests out of which a
failure should have occurred. These tests, the test equipment involved with these tests, the
environmental conditions, etc., can be investigated in order to correct the problem.

80.6.3 Additional testing. If the failure cannot be confirmed.or the tests at both levels of
diagnostics appear compatible, further testing should be performed to attempt to confirm the
failure or further identify the problem. This could also include increased testing, or testing
under environmental stress, to identity any intermittent failure.

80.7 CONCLUSION. Apphcatlon of the methods recommended by the GIMADS process
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can uupluvc um.guuauus, a..ud IWUL-C ulaguuau\.. umuu;ua.ub“c, Pd.l.Cb I.lla..llPUWGL, a.ud
equipment costs through the reduction of CNDs and RTOKSs and improved diagnosis of
intermittent failures.
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90. INTEGRATED DIAGNOSTICS CONCEPTS

The scope of the ID concepts, requirements verification, the diagnostic mix elemcnts and the
process interfaces are described below.

90.1 SCOPE. This appendlx covers topics of interest to individuals who either task or
accomplish programmatic diagnostic activity.

90.1.1 Purpose. This appendix provides information about basic ID concepts to establish
a common understanding among users of this document.

90.1.2 Application. The basic ID concepts covered in this appendix have caused
confusion or controversy due to the different perspectives and opinions created by the infancy
of ID as a subject and by the diversity of Government and industry cultures addressing ID.
Applying these concepts should provide a basic foundation upon which to address ID issues.

90.2 APPLICABLE DOCUMENTS.

(NOTE: These documents are not to be applied contractually except to the extent that specific
‘portions are cited in the requirement statements or verification statements.)

90.2.1 Government documents
90.2.1.1 Specifications, standards, and handbooks
AFGS-87256 Integrated Diagnostics

(See 90.5.2-90.5.4 for listings of reference documents and matrices showing their
relationship to various aspects of ID).

90.3 REQUIREMENTS VERIFICATION. For a requirement to be meaningful, there
must be a way to verify that it has been accomplished. There are many ways to perform
verifications, some more suitable than others under certain conditions. This section provides
guidance that can help develop cost-effective verification plans that drive the selection of
specific verification methods for design requirements (see AFGS-87256 for generic design
requirements and verifications).

90.3.1 Verification reasons. There are four reasons for verifying requirements:
validation of requirements, in-process, qualification, and operational.

Validation of requirements. Validation of requirements investigates whether or not
requirements that have been written adequately describe what must be done to achieve their
objective. Validation usually consists of evaluating requirements, and the logic used to create
them, to ensure that the requirements are needed, and that they cover all aspects of the higher
level requirements or needs that caused them to be created. In most cases, the proof of the
relationship should be recovered and documented from the requirement development
processes, such as the requirements derivation and allocation processes described in' Appendix
B. Validation of requirements ensures that, when all the requirements of a design level are
satisfied, the associated higher design level requirements will be met.
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In-process verification. In-process verification considers not only the validity of the
requirements but also how likely it is that the requirements will be met. In-process builds upon

validation by assessing the element of risk involved in the current design. Itis necessary to

analyze the design solutions that have been proposed for meeting the requirements, at whatever
stage of design they are in, to see how likely it is that the solutions can be achieved. The risks
associated with these solutions can then be factored together to determine an overall risk for the
design at a glvcn pomt In-process verification may be used as a management review to assess
program risk, usually in early development phases or between program milestones. It indicates
how likely it is that a design, at its current level of definition and direction, will meet its goals.

Qualification verification. Qualification verification (sometimes termed production or
development verification) determines if an itern meets its specifications. It is normally
performed after an item has been produced and usually involves operating the item. For
complex items, however, it may not be possible to operate all desired features. Some
projection of capability based upon what can be operated may be necessary.

Qperational verification. Operational verification is used to show that an item meets
spec1ﬁcauons and long term goals in its operational environment, over a period of ime. It
provides feedback for changes to follow-on items, for modifications to existing items, or for
building a database for future acquisitions. Operational venficauon is accomplished by
momtonng (collecnng data on) an item in the operanonal environment for which it was

ifiad Th 1 £rh Ty A
specified. The analysis of the observed results is used to verify that the requirements have

been satisfied. Certain types of maintenance data are often used for this purpose. Generally,
during the first 12 to 18 months, the data are not reliable in terms of operational verification
because personnel are not yet accustomed to the item's proper use and procedures. This time
lag is expected to be reduced when requirements and verifications are implemented from the top
down in a concurrent engineering environment.

90.3.2 Ways to verify. There are two main ways a verification may be accomplished.

An item or capability may be verified directly, as in verifying d1agnost1cs on a radio by testing
the radio. The capablhty may also be verified by inference, such as testing the components of a
fire control system's diagnostics and validating the logic behind how the components fit
together, to infer that the fire control system diagnostics will function properly in operation.

For our purposes, verification by inference has two steps. The first step is verifying that the

requirements and their rationale can lead to the item being verified. The second step is then
verifvine that the nroeram is pronerly creating the components of the i tem,

verifying that the program is properly creating the components of the
There are four basic methodologies for perforrmn g verifications. These methodologies, in a
progression typical of acquisition programs, are as follows.

Analysis
Inspection
Test
Demonstration

90.3.3 Selecting verification methods. When making plans that will influence the
specific verification methods chosen for a program's diagnostic requirements it is important to
consider how the reasons for verifying, and the ways to verify, influence available
methodologies. Figure 43 shows how methodologies relate to ways.
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VERIFY BY VERIFY
INFERENCE DIRECTLY
Requirements
and Components Whoie
Ratlonale Itern
ANALYSIS X X
INSPECTION X X
TEST X
DEMONSTRATION X

Figure 45 Venfication Methodology and Ways Relationship

The reasons why a verification is being performed may restrict the methodologies that can be
used. Validation of requirements, by definition, is a partial verification. It is concerned with
proving the validity of the requirements and the logic behind their selection. Validation is
thereby limited to the rationale and requirements part of inference and analysis methodology, as
depicted in Figure 46.

VERIFY BY VERIFY
INFERENCE DIRECTLY

Requiraments

and Components Whole

Rationale ltem

X

INSPECTION X X
TEST X
DEMONSTRATION X X

Figure 46 Validation of Requirements Methodologies

In-process verification is also limited, by definition, to inference (if it was possible to validate
the itemn directly you would be performing a form of qualification verification). It adds to
validation, however, by considering the risk of developing the components, whether they are at
an early design concept or beginning production. See Figure 47 for an illustration of available
methodologies for in-process verification.
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VERIFY BY VERIFY

INFERENCE DIRECTLY
Bequlremeﬁts |
and .| Components Whole
Rationale ltem

X
DEMONSTRATION X

Figure 47 In-Process Verification Methodologies

Qualification verification may be performed using any of the methodologies, as illustrated in
Figure 48. The capability may be verified as a whole or it may be verified by inference,
particularly if it is expensive, impractical, or impossible to verify as a whole.

VERIFY BY VERIFY
INFERENCE DIRECTLY
Requiraments ‘
and © | Components | Whole
Rationale - ftem

Figure 48 Qualification Verification Methodologies

Operational verification is a form of demonstration that takes place in an operational
environment over a period of time, and uses methodologies as depicted in Figure 49.

VERIFY BY VERIFY
INFERENCE DIRECTLY
Requirements
;Tt’ionalp Components ::Ie‘::h
ANALYSIS X X
INSPECTION : X X

TEST

Figure 49 Operational Verification Methodologies
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Once methodologies have been reduced to those that serve the purpose of the verification,
tradeoffs should be performed among the available methods to select the optimal one. Such
tradeoffs should consider many factors. One factor is the specific method by which a given
diagnostic requirement is implemnented. A requirement implemented by embedded techniques
or support equipment may be verified by testing, while an implementation in technical orders
may necessitate inspection. Another factor is the criticality of the need for diagnostic
information. A critical need for diagnostic information may dictate an exhaustive verification
dedicated to the diagnostics, whereas a less critical need may be verified in conjunction with
other features. If implementation of a specific performance requirement also requires
diagnostic information to make a decision, the test or demonstration of the perforrance
requirement may also verify the diagnostic requirement. Additional factors are as follows:

Costs
Risk
Reliability
Accuracy

Additionally, diagnostic capability can be verified either by itself, along with the performance
features of an item, as part of an overall test plan that combines the diagnostic capability of
many items, or in a combination of these ways. A group of requirements (diagnostic,
performance, safety, etc) can often be verified in the same time frame, using the same hardware
and software for the selected verification method, thereby reducing the cost of verifying each
individual requirement.

90.3.4 Verification methods by acquisition phase. Particular verification methods
tend to be most useful in certain phases. At the system design level, the foilowing acquisition
phase selections are typical for performance requirements:

Concept Development Analysis

Demy/Val Analysis of low-risk items and functions, test, or
demonstration of high risk-items and functions

FSD Test

OT&E Demonstration

Figure 50 indicates which diagnostic methods (anaIysis, inspection, test, or dcmonstratibn) are
typically suited to the various acquisition phases and design levels.

257



MIL-STD-1814
APPENDIX H

PROGRAM DEM/VAL
DESIGR~FBASES|  CONCEFT | 116y pisk ITEMS FsD OT&E

LEVELS ﬁl pla 1 1 p|A 1 T D|A I T D

SYSTEM

SEGMENT
V, 8§, TS

o BB

rerrrr
e
) |

| ELEMENT
Avionic

eeibbnineini
MAARAAAAARAS

SUBSYSTEM
Communications

ASSEMBLY/ —H
ELEMENT i E‘l
Transmitter _fj H

COMPONENTS
Power Transistor

Figure 50 Verification Method is Dependent on Program Phase and Design Level

90.4 DIAGNOSTIC MIX ELEMENTS. There are a variety of diagnostic elements
from which to select when deciding how to implement diagnostic requirements (in other
words, there are many ways in which diagnostic detection, isolation, and reporting may be
accomphshcd) Some cxamples are:

Built in Test (BIT)

Technical Orders (TOs)

Support equipment, interfaces and Test Program Sets (TPSs)
Trained operational and maintenance personnel

There are different ways to organize these elements. This section will discuss two of them, a
simple structure that defines the elements in the same structure as the AFGS-87256
requirements and a matnx that relates these elements to on- and off-board implementations.

90.4.1 Diagnostic elements. The diagnostic elements fall under three categories,
embedded, support equipment, and manual. These categories are useful because they parallel
the segment elements (vehicle, support, and training) addressed in system design. Within each
category, there are different ways to accomplish that type of diagnostics. See Table 22 for a
listing of the major diagnostic elements under this structure and AFGS-87256 for discussions
of these elements.
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Table 22 Diagnostic Elements

EMBEDDED SUPPCRT EQUIPMENT MANUAL
BIT Automatic testing Training
Continuous menitoring Semiautomatic testing Simulators
Inidated Manual testing Formal
Go/No-go checks BITE On-the-job
Interfaces Interfaces TOs
TPSs Paper
Automated
Information systems

90.4.2 Diagnostic elements on and off-board. In deciding which elements should be
used for a given application it is helpful to consider whether the diagnostic information will be
required to support on or off-board actions. Onboard actions, such as an inflight mission
commitment decision, must be supported by onboard diagnostic elements. An off-board -

i or 1 hn A hnard
action, such as I or D maintenance level repairs, may use both off-board and onboard

diagnostic elements. An example would be depot level fault isolation that can use BIT to gather
environmental data for recreating the failure circumstances and semiautomatic testers to recreate
this environment for fault isolation. See Table 23 for how the diagnostic element categories
and specific elements relate to onboard or off-board applications.

Table 23 Diagnostic Elements On and Off Board

DIAGNOSTIC ELEMENTS ONBOARD OFF-BOARD
EMBEDDED BIT
: Interfaces
SUPPORT BITE Automated
EQUIPMENT Interfaces Semiautomated
: Manual

‘ TPS

MANUAL Trained personnel Trained personnel
TOs TOs
Information systems Information systems

To select particular elements for implementation of a given diagnostic requirement, determine
from Table 22 which types or combinations of elements are appropriate for the decision/event
being supported and conduct tradeoffs between available alternatives. Some items to consider
in conducting these tradeoffs are as follows.

Costs
Risk
Reliability
Accuracy

! . . NN
Penalties (space, weight, power, increased complexity, etc.)

Constraints (mobility restrictions, mean or max times to diagnose, etc.)
Availability of useful capability designed in for other reasons

90.5 ID PROCESS INTERFACES. ID is an integral part of the system engineering
process, in accordance with MIL-STD-499. It has a multitude of interfaces that relate to policy
and content, engineering and logistics disciplines, individual design techniques and diagnostic
elements, and Modular Automatic Test Equipment (MATE) Programs. These interfaces are

259



MIL-STD-1814
APPENDIX H

essential for implementing the integrated diagnostic process. This section provides an
overview of these interfaces.

90.5.1 Understanding the process. Appendix I contains a Roadmap that depicts the
flow of diagnostic activities by acquisition phase. This Roadmap is necessarily complex. A
simplified version is provided in Figure 51, to serve as a basis for relatng to other disciplines.

- Time Within a Phase P
A 8 c i o H
CONCEPTUAL
concerT [ . =1 GESIGN AnD [P
- NMEEDB. - 3 VERIFICATION
NEEDS L. e ;: iicicaus) iy eeeeetosn
TECH. ¥ ALLOCATE €
emvar | 579%E8| | earasien DERIVE AND DIAGNOSTIC  |#w| PRE.DESIGN Hae
VALIDATE i REQUIREMENTS AND
PROGRAM [~ ¢ RE prepare [™]!
GUIDANCE i vemricarion| | BREPARE
— nzoumzuan's§ PERFORM | RORAEXT || PRODUCE
© Mo IN PROCESS C DIAGNOSTIC
+ Reqruts VERIFICATION preLmmaRy] | gpece CAPABILITIES
FULL SCALE * Opa, Hoe] § ] anD DETALL * [¥™] - Roviews |
DEVELOPMENT Maint, and : DESIGN AND « Plare : Embsdded
Support : VERIFICATION + Support Equip]

G e Ly B L « Training

. DESIGN L =t
PRODUCTION f -

MATURE THE DIAGNOSTIC CAPABILITY
DEPLOYMENT - .-_1 (VERI.FY PERF?RNANCE AGAINST USER NEEDS)

3

i

Figure 51 Simplified ID Activities by Phase (Roadmap)

Moving from left to right, Figure 51 starts in the Concept Exploration or Dem/Val Phases with
user needs and technology studies that generate a need to acquire a new weapon system. These
needs lead to program gmdance such as SORDs, DSRDs, RFPs, and SOWs, that begin an
acquisition phase. The "establish program guidance block" extends to all phases because each
phase has objectives to accomplish.

Tha + hlmnl- danl +h .-la-. el wrnlida s nA th larae
The next block deals with der "i"g 1d validatic ng u;a5uu5t‘lc I€Quucuu;u\.a and tnen aliocat ‘u“lg

them and performing in process verifications. See Appendix B for details. Derivation and
allocation should take place in most phases although the emphasis may be on derivation in early
phases and allocation in final phases. This block covers all but the deployment phase but may
be performed even in this phase if thc maturation plan feeds back the need to reassess earlier
derivatons or allocations.

Next, the level of design-detail applicable to each phase must address the derived and allocated
diagnostic requirements. Designers must ensure that they prowdc for obtaining the required
diagnostic information as part of the overall capability of the item being designed. Thisis .
where diagnostic functional requirements are implemented as physical resource capabilities.

The "prepare for the next phase block" deals with conducting reviews, establishing specs, etc,

to determine the goals for any follow-on phases. The diagnostic capability must be part of
such activity.
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The final block on the right addresses producing any hardware or software required in the
acquisition phase, ranging from demonstration items to full rate production runs. This
production should stress concurrent delivery of all components of the diagnostic capability.

The deployment phase differs from earlier ones in that it is concerned with evaluating the
fielded performance of the produced items, to feed back any need for changes or modifications
and to build a baseline of diagnostic information for future acquisitions.

90.5.2 Logistic support and engineering disciplines. There are many interfaces
between diagnostics and logistic support and engineering disciplines. Figure 52 depicts the
" major interfaces that relate to the integration of these disciplines.

SOFTWARE
« BIT Programs
» Tast Programs MAINTAINABILITY
RELIABILITY * Expert Systems (Al) « Maintenance Tasks
+ Fault Tolerance « Skill Lavals
- FMEA ; + Manpower
« Technical Manuals

+ Maintenance Alds

"« ILS Elaments - TESTABILITY

« LSAR + Inherent Testability
/ - Testability Analysis
» Status/Monitoring
SAFETY \ + ATE
« Criticai Monitoring - TPS

HUMAN ENGINEERING
- Task Allocation’
» Man/Machine Interface

Figure 52 Integration of Disciplines

The following military standards and specifications su
disciplines that interface with the ID process.

MIL-STD-1388-1 Logistic Support Analysis

MIL-STD-785 . Reliability Program for Systems and Equipment
Development and Production

MIL-STD-470 Maintainability Program for Systems and Equipment

MIL-STD-2165 Testability Program for Systems and Equipment

MIL-H-46855 E:{uman Engineering Requirements for Military Systems,
Equipment, and Facilities

MIL-STD-882 System Safety Program Requirements

DOD-STD-2167 Defense System Software Development

Figure 53 relates programmatic documents to the simplified Roadmap in Figure 51. There are
many interfaces between the ID process and the activities generated by these documents.
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PROGRAMMATIC STANDARDS

DIAGNOSTIC
ACTIVITIES

A | Usar Needs X

oo

Program
Guidance

>
>
>
>
>
b
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C { Diag. Regmts
Derw.& Alloe. | X | X | X

D | Conceptual .
Design & Verif. X X X

E | Pradesign and
Vari!ica‘gon ' X X X.

F | Prelim. & Detail X X
Design & Verif.

G | Design Changes |

H | Pgm Menitering X X X

& Control
I | Diagnostic

Product X X X
J | Maturation X X X X X X

IS

Figure 53 Logistic Support and Engineering Discipline Interfaces

90.5.3 Design techniques and diagnostic elements. The following product or
process military standards, handbooks, and guides relate to individual diagnostic elements.

MIL-STD-334(TM) Dispiayed Messages for ATE

MIL-STD-415 . Test Provisions for Electronic Systems and Associated
Equipment, Design Criteria for

MIL-STD-471 Maintainability Demonstration

MIL-STD-1379 Contract Training Programs

MIL-STD-1472 Human Engineering Design Criteria for Military Systems, -
Equipment, and Facilities

MIL-STD-1519 Test Requirements Document, Preparation of

MIL-STD-1629 Procedures for Performing a Failure Mode, Effects, and
Mrticality Analueig
\_—llu\.«mll] nlla-l]oll)

DOD-STD-1685(SH) Comprehensive Standards for Technical Manuals (Metric)

MIL-STD-1752 ' gggding Level Requirements for Preparation of Technical

ers
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MIL-STD-2077 Test Program Sets, General Requirements for
DOD-STD-2121 _ Determination of Electronic Test Equipment Parameters
MIIL-STD-2155(AS) Failure Reporting Analysis and Corrective Action System
MIL-HDBK-59 DoD Computer-Aided Acquisition and Logistic Support
(CALS) Program Implementation Guide
MIL-HDBK-300(H) Technical Information File of Support Equipment
MIL-T-28800 Test Equipment for Use With Electrical and Electronic
Equipment, General Specifications for
AFSCP 800-39 BIT Design Guide
PB82-123745 Sensor Handbook for Automated Test, Monitoring

Diagnostic and Control Systems Applications to Military
Vehicles and Machinery
(no numerical designation)  Testability Analysis Handbook (Source: NAVSEA 04 D5)
MIL-M-38784 Manuals, Technical: General Style and Format
Requirements

et i abetane baseciaae slia o mta amA tha indivaAdinal A;nnﬂr\pti

Figi]i'ﬁ 54 dﬁpiCiS ihe TE1aL0NSps oCiWeSH ic above documents and the individual Giagnosuc
elements. Also depicted are relationships to the various design techniques applicable to
diagnostics. ' :
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Figure 54 Diagnostic Product/Process-Type Interfaces

90.5.4 Policy and control interfaces. Throughout Appendix A, a number of
directives, instructions, and regulations cite policy and provide controls that are applicable to
the ID process. The major ones are as follows.

AFLC/AFSC-P-800-34 Acquisition Logistics Management

AFP-57-9
AFR-57-1

. Defining Logistics Requirements in Statement of Need
Operational Needs, Requirements, and Concepts

264




MIL-STD-1814

APPENDIX H
AFR-80-14 Research and Development Test and Evaluation
AFR-800-2 Acquisition Program Management
AFR-800-8° ILS Program
AFR-800-12 Acquisition of Support Equipment
AFSC-P-800-3 A Guide for Program Management
AFSC/AFLC-R-800-23 Policy for Modular Automatic Test Equipment
DODD 5000.3 Test and Evaluation
DODD 5000.3-M-1 Test and Evaluation Master Plan (TEMP)
DODD 5000.53 MPTS in the Defense System Acquisition Process
DODD INST 5000.2 Defense Acquisition Program Procedures

Figure 55 relates the above documents to the Figure 66 simplified ID process.

DIAGNCSTIC
ACTIVITIES
5
REGULATIONS INTERFACE ¥
~ AND DIRECTIVES DOCUMENTS < fa
AFLC/AFSC-P-800-34 | NA X
AFP-57-9 SON X
AFR-57-1 SON, SORD, DSRD X | x
AFR-80-14 Test & Eval Master Plan X X X
AFR-800-2 Program Mgmt Plan X
AFR-800-8 ILS Plan X X X
AFR-800-12 Supt Equip Master Plan X X
AFSC-P-800-3 Program Mgmt Plan X X X
AFSC/AFLC-R-800-23 MATE Handbooks X X
DODD 5000.3 Test & Eval Master Plan X X
DODD 5000.3-M-1 Test & Eval Master Plan X
DODD 5000.53 Manpower Est Report X
DODINSTR 5000.2 MNS, SCP/DCP X X

Figure 55 Policy and Control Interfaces

90.5.5 Modular Automatic Test Equipment (MATE) Program interfaces. The
Air Force MATE Program has major interfaces with ID. MATE has a Roadmap and an
acquisition process parallel to and integral to acquiring a weapon system's diagnostic
capability. MATE requirements are derived through the ID process, requiring a close
relationship between the two processes. The major MATE interface tasks (MATE Acquisition
Handbook, Volume IT} are as follows. '

Afdiva ST “aika ™~ 2a Qo ANSRANS
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TASK NO, TASKTITLE
201 Develop Automatic Testing Segment of Program Management Plan
202 Generate Automatic Testm g Inputs to RFP for Conducting Conceptual
Phase Efforts

204 Assess AT System Engmecrmg Results in Preparation for SRR
205 Participate in System Requirements Review

206 Generate AT Inputs for Required Validation Phase Documents
301 Provide AT Inputs to Appropriate SON Format

302 Develop AT Segment of PMP for Validation Phase Program Start
304 Generate AT Inputs for Validation Phase RFP

307 _ Assess AT System Engineering Results in Preparation for SDR
308 Develop AT Requirements for TEMP

309 Participate in Systern Design review

310 Generate AT Inputs for Required FSD Phase Documents

402 Develop AT Segments of PMP for FSD Start

403 Update AT Segment of Program Ma_naOPmPnr Plan for Continuing

Programs

404 Develop/Update AT Inputs to FSD RFP
405 Participate in Prime System Preliminary Design Review(s)

406 Participate in Prime System Critical Design Review(s)

408 Participate in Weapon System FCA

409 Partcipate in Maintainability Demonstration and OT&E

501 - 506 ATS Acquisition Process

601 - 620 ATE Development

651 - 656 TPS Development

703 ATE Site Activation and Operation

704 Update ATE Program Data

705 Plan for ATS Organic Support

801 ATE Modification Procedures

802 TPS Modification Procedures

Figure 56 depicts the interfaces between the above MATE Tasks and the ID Process.
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100. ID ROADMAP

100.1 SCOPE. This appendix covers programmatic diagnostic activities for all acquisition
phases.

100.1.1 PURPOSE. This appendix features a roadmap that depicts the flow of integrated
diagnostics activities by acquisition phase. It is intended to allow both government and
contractor representatives to enter a given phase and track the general flow of activities or
isolate a specific activity. Each activity on the roadmap is numbered for ready reference to
corresponding requirements and verifications in Section 3 and Appendix A.

100.1.2 APPLICATION. This appendix may be used for any ASD weapon system in
any acquisition phase. Use only those activities that are applicable to the specific program.

100.2 APPLICABLE DOCUMENTS. This section is not applicable to this appendix.
100.3 ROADMAP DEPICTION
100.3.1 Roadmap characteristics. The Roadmap includes thc.following:

1. The various phases of a weapon system life cycle.

2. Aspects of maintenance diagnostics incorporated into the weapon system life cycle.
3. Pieces of the maintenance diagnostics system.
4

. The general time sequencing of the various maintenance diagnostic system definition,
design, and test tasks.

5. When tradeoffs will be made, when tradeoffs will be updated, and how the various
pieces tie together.

6. How maintenance diagnostics design trades are integrated as part of the
system/subsystem design trades.

7. The tying together of the various requirements for maintenance diagnostics (e.g., LSA
and FMEA).

8. The interrelationship of integrated diagnostics with reliability, maintaihability, human
engineering, testability, logistics, training, and quality assurance.

9. Reference to the ID Program Plan at the appropriate times.
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100.3.2 Roadmap structure. The Roadmap is structured to provide the following
information, as illustrated in Figure 57.

1. Activity number. Each activity shown in the roadmap is numbered with the same
section number that is used in the main body, and in Appendix A, so it may be readily
referenced in all areas. The numbering scheme reflects the organization of requirements
by life cycle phases, as shown below.’

3.1 Development
3.1.1 Operational Requirements
3.1.2 Concept Exploration
3.1.3 Demonstration and Validation
3.14 Full-Scale Development
3.2 Production

.33 Deployment

2. Activity Box. A concise description of the activity that must be performed and
transiated into a requirement.

3. Input. Preceding activities or events that are necessary t
activity.

4. Output . The results of accomplishing the activity, and subsequent activity(s) that
must be performed.

5. Road signs . Shaded boxes with rounded corners that are placed near certain
activity boxes to alert the user to requirements and interrelationships between that
diagnostic activity and relevant engineering specialties.”

Activity Number

Input , Qutput

3112 r—
| o ———— e ——

AR (UM S PR

* \ Activity Box

: T net———
Apqlicable requiemants,

interrelationships, and
5 Road Sign

helpiul information
Figure 57 Roadmap Activity Symbology

100.3.3 Roadmap figures. See Figures 59 through 80 on the following pages.
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